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card level  

card OS 
level  

PKCS #15 
level  

Memory on the smart card  
32K 

STARCOS 
operating system  

12KB 

Memory available  
for applications  

20KB 

Public space  
8650 bytes  
(+/- 8.45KB) 

Private space  
234 bytes  

(+/- 0.23KB) 

Administrative files  
and key-pairs  
11596 bytes  

(+/- 11.32 KB) 
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card level  

card OS 
level  

PKCS #15 
level  

Memory on the smart card  
32K 

Java Card Run-time  
Environment  

4KB 

Public space  
8523 bytes  
(+/- 8.32KB) 

Private space  
975 bytes  

(+/- 0.95KB) 

Administrative files  
and key-pairs  
12006 bytes  
(+/- 11.72KB) 

applet 
level  

PKI + applet  
7KB 

Memory available to applets  
28KB 

Memory allocated by the  
applet for the PKCS #15 file  

structure  
21KB 
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Applications with a
CryptoAPI interface

CSP
(aetcsss1.dll)

Applications with
PKCS #11
interface

PKCS #11 library
(aetpkss1.dll)

PC/SC layer

Resource Manager

IFD Handler

Reader

PKCS
#15

 = Made by A.E.T.

 = Made by Third Party

Applications can be any application
with a PKCS #11 or CryptoAPI
interface.

PC/SC layer and resource manager
are provided by Microsoft and are
native in Windows 2000 and higher.
This is an Interface between token
middleware and smart card reader
drivers

'IFD Handler' is a smart card reader
driver.

Physical smart card reader

Physical token made by Third Party.
PKCS #15 is structure which has
been created on the token by the
middleware.

PKCS #11 is a token standard

CSP is a Microsoft token standard
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