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Introduction

This document describes how to implement smartcard logon using Citrix and SafeSign Identity Client. It will guide you
through the process of installation and configuration needed for a connection with Citrix. Also, you will find the
prerequisites described in this document.

The first chapter gives you a brief description of the functionalities of Citrix and treats the installation of the necessary
components needed for optimal performance of the connection.

The second chapter gives a detailed instruction how to install the ICA client.
The third chapter is dedicated to the configuration of Citrix to enable smartcard logon.

After reading this document you will be able to make a connection with Citrix (desktop) using smartcard logon.

© 2007 A.E.T. Europe B.V. Vv Edition 1.0
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About the Product

SafeSign Identity Client is a software package that can be used to enhance the security of applications that support
hardware tokens through PKCS #11 and Microsoft CryptoAPI.

The SafeSign Identity Client package provides a standards-based PKCS #11 Library and Cryptographic Service Provider
(CSP), allowing users to store public and private data on a personal token, either a smart card, USB token or SIM card. It
also includes the SafeSign Identity Client PKI applet, enabling end-users to utilise any Java Card 2.1.1 and higher
compliant card with the SafeSign Identity Client middleware.

Combining full compliance with leading industry standards and protocols, with flexibility and usability, SafeSign Identity
Client can be used with multiple smart cards / USB tokens, multiple Operating Systems and multiple smart card readers.

SafeSign Identity Client allows users to initialise and use the token for encryption, authentication or digital signatures
and includes all functionality necessary to use hardware tokens in a variety of PKI environments.

SafeSign Identity Client Version 2.3 for Windows supports the following tokens (as described in the product description):

. STARCOS® smart cards developed by Giesecke & Devrient GmbH (G&D): SPK2.3, SPK2.3 RawRSA, SPK2.4,
SPK2.4 FIPS, SPK2.5 Dual Interface (DI) and STARCOS 3.0;

. The G&D StarKeyl00 (M) and StarKey200 USB token with the completed STARCOS SPK 2.3 / 2.4 operating
system;

. The G&D StarKey220 HID token with the completed STARCOS SPK 2.3 operating system;

. The G&D StarKey400 and StarKey400 M (with flash memory) USB token with Sm@rtCafé Expert 64k;

. The Eutron Cryptoldentity / CryptoCombo ITSEC-P with the completed STARCOS SPK 2.3 operating system, and
the Cryptoldentity / CryptoCombo FIPS USB token with the completed STARCOS SPK 2.4 operating system;

. The KeyCorp Multos v4.2 48K card and the KeyCorp Multos v4.2 64K card;
. Java Card v2.1.1 / Open Platform 2.0.1 compliant Java smart cards:
Aspects OS755 v2.8, Axalto e-gate, Axalto Cyberflex Access Developer 32K, Axalto Cyberflex 64Kv1l and 64Kv2,

Axalto Cyberflex Palmera, G&D Sm@rtCafé Expert 2.0, G&D STARSIM Java, Gemplus GemXpresso 211pk/Pro R3,
IBM JCOP 20/21/30/31, MartSoft Java card, Oberthur CosmopollC v4 and Orga JCOP 20/30.

. Java Card v2.2+ / GlobalPlatform 2.1.1 compliant Java smart cards:

Aspects 0S755 (Java Card 2.2), G&D Sm@rtCafé Expert 64, G&D Sm@rtCafé Expert 3.0, G&D Sm@rtCafé Expert
3.1, IBM JCOP21 (Java Card 2.2), IBM JCOP31 (Java Card 2.2), IBM JCOP41, Oberthur IDOne Cosmo64 v5.2,
Oberthur IDOne Cosmo 64 RSA D/T v5.4 and Oberthur IDOne Cosmo 32 RSA v3.6.

SafeSign Identity Client comes in a standard version with an installer for the following Windows environments?:
. Windows 2000, Windows XP (Professional), Windows 2003 Server, Windows Vista.

In principle, SafeSign ldentity Client supports any PC/SC compliant smart card reader. However, to avoid power
problems, smart card readers must be capable to provide at least a current of 60mA. PC/SC driver software is available
from the web site of the smart card reader manufacturer.

For more information, refer to the latest SafeSign ldentity Client Product Description.

* Windows NT 4.0 is supported up to SafeSign Identity Client 1.0.9.04, in line with Microsoft's end-of-life policy. Windows 98 and
Windows ME are supported up to SafeSign Identity Client 2.3.0 (< 2.3.0), in line with Microsoft's end-of-life policy.

© 2007 A.E.T. Europe B.V. \ Edition 1.0
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About the Manual

This manual is specifically designed for users of Citrix Presentation Server 4.5, who wish to use their SafeSign ldentity
Client Token to enhance the security of their communications.

The manual describes how to work with your SafeSign Identity Client Token in combination with Citrix Presentation
Server 4.5.

In order to set up your SafeSign ldentity Client Token for use with Citrix Presentation Server, follow the instructions in
the manual.

Note that this manual assumes you have installed SafeSign Identity Client and have initialised the token with the
SafeSign ldentity Client Token Management Utility / Token Administration Utility, thus making it ready to use with
Internet Explorer and Microsoft applications. See for instructions on installing SafeSign Identity Client the SafeSign
ldentity Client User Guide for Installation and for configuring and managing your SafeSign Identity Client Token, either
the SafeSign Identity Client Token Management Utility Guide or SafeSign Identity Client Token Administration Utility
Guide.

This manual also assumes that you have installed Citrix Presentation Server 4.5. In order to install Citrix Presentation
Server 4.5 we refer to the documentation of Citrix. This documentation is available on the website of Citrix?.

This document is part of the user documentation for SafeSign Identity Client.

2 http://www.citrix.com
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1 Citrix Presentation Server 4.5

Citrix Presentation Server is a remote end-to-end access/application publishing program that gives users
remote access to a server desktop or (an) application(s) through "thin client" software. It is also possible to
use it on regular desktops. One advantage is that it enables access for a remote user with several devices, on
different networks. It allows companies to provide secure - by allowing the user to authenticate to Citrix, with
key(s) and certificates stored on a token - applications on different IT platforms and operating systems.

With Citrix Presentation Server, you can access published applications or the desktop itself on virtually any
computing device. When a user runs an application on Citrix, all of the application execution takes place on
the server, and only keyboard, mouse, and display information traverses the network. Users see only their
own individual sessions, which are managed transparently by the server operating system, and remain
independent of any other client session. Through terminal emulation, Citrix allows the same set of applications
to run on diverse types of desktop hardware.

This document describes the possibilities to implement smartcard logon using SafeSign Identity Client and
Citrix.

11 SafeSign Identity Client for Citrix

SafeSign Identity Client for Citrix ICA Client is a double authentication method to give users a safe and secure
smart card (or USB token) authentication to Citrix Presentation Servers. It gives the opportunity to Citrix users
to utilize their accounts without having to memorize their passwords. This puts an end to losing the password
and is very convenient for an efficient password management.

Logon with SafeSign ldentity Client for Citrix users provides the ability to securely store user data and
certificates on a smart card (or USB token) and use them whenever necessary.

It is possible to log in with SafeSign Identity Clieny without changing any features or installing additional
components. If you want to know more about the different features of Citrix, we refer to the documentation
available from Citrix.

1.2 Prerequisites

For smart card logon with Citrix Presentation Server in Windows 2003 Server to work, the following
prerequisites are to be fulfilled:

. Smartcard logon configured on the domain;

. A Certification Authority installed and configured;

. SafeSign ldentity Client software installed on the Windows 2003 (Terminal) Server enabling Smart
Card Logon;

. Drivers for the smart card reader(s) installed on the client;

. A smart card reader installed on the client;

. A token (smart card or USB token) that is supported by SafeSign Identity Client, personalized with a

Digital ID which supports smart card logon (see the SafeSign Identity Client User Guide for Microsoft
Windows 2003 for more details) for use on the client;

. Windows 2000, Windows XP, Windows Server 2003 or a “thin client” used as a client to connect to the
Citrix Server;

. Citrix Presentation Server 4.5 installed on the Server;

. Citrix ICA Client installed on the client and configured (see installation guide) (i.e. a version which

supports Smartcard Logon).

In order to have a functioning environment it is recommended to have two servers. One server with the
Certification Authority, the other server with Citrix installed. On the client only the ICA Client has to be
installed. SafeSign Identity Client has to be installed on all servers involved.

© 2007 A.E.T. Europe B.V. 1 Edition 1.0
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2.1

Authentication with Citrix

In order to be able to use Citrix on a client, you need to install the ICA-client. ICA means ‘Independent
Computing Architecture’. The idea of ICA is that a desktop only needs components to receive and show
remote desktop images and to send the responses of the user to a central Citrix-server. Communication takes
place using the ICA-protocol. The Citrix server takes care of all other processes (application processes,
communication with the database etc.).

Installation of ICA

To install ICA, you need to have the CD with Presentation Server Components:

% ica32 E][E]@
'l‘r

File Edit Wiew Favorites Tools Help

@Back M. -7 ] 1? /.-\J

-

Ii Falders

Search

Address |@ DiACPS45_EN_COMiClients\ica32

V‘GD

Folders £

= ”\;) Citriz Comps 4.5 (D) ~
) CPs45_EN_COM
(25 Administration
(L) Citrixe Presentatio
@ Citrix Streaming F
(23 Clienks
hen

Ei'l icajava
1) rade
1) WIONLY

(C3) Conferencing Mar
(£ Documentation 3

B e

<

Mame
Files Currently on the CD

ﬁl ica3zpkg. msi
U icaweb.cab \

<

Size Type

5,778KB  Wind
4,942 KB Cahir

Figure 1. Installation file Citrix

1. Select the folder *:\CPS45_EN_COM\Clients\ica32
2. Double click on the *.msi file ica32pkg.msi

The following screen

appears:

i Citrix Presentation Server Client Setup

CITRIX'

m

Welcome to the Citrix

Presentation Server Client

Installation Wizard

Figure 2: Begin Installation Citrix
© 2007 A.E.T. Europe B.V. 2 Edition 1.0
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Wait a few seconds until the next screen appears:

i Citrix Presentation Server Client Setup

Select Clienmt

Select the client or clients you want to install

=] 10
gl Web Client
=2~ Pragram Meighborhood Agert
= -| Pragram Meighbarhood

Feature Description:

Installs all chents for \wWindows. This client will be installed on the local hard drive

Al clients require at least 15MB on pour hard
diive. ou have 3 clients selected, requiring an
additional 10MB on your hard drive

Browse

[ Reset ] [ < Back H Mext > I [ Cancel ]

Feature destination
C:A\Program Files\Citrixh

Figure 3: Server Client Setup

Here you can install all the necessary clients on your computer. Select all clients and click on “Next”.

Then the following screen appears:

i, Citrix Presentation Server Client Setup

Server address

Enter the URL of the required Program Neighborhood Agent Services site located on a
trusted zerver nning the ‘web Interface. The Program Neighborhood Agent uges thiz
URL to display shortcuts to published applications on uzers” desktops.

Server LUAL:

l < Back ” MNext > ] [ Cancel

Figure 4: Choosing Server URL

Depending on which configuration Citrix is running, you need to enter the URL of the required Program
Neighborhood Agent Services. This is only needed when you are running a web client.

Click on “Next” to continue the configuration.

© 2007 A.E.T. Europe B.V. 3 Edition 1.0
Doc ID: Citrix_Presentation_Server_4.5_SafeSign_v2.3.2_User_Guide



53 F@ SafeSign Identity Client User Guide H.€ T

IDENTITY CLIENT Citrix Presentation Server 4.5

If you want the icon of Citrix to be placed in another file, you can change this by entering the preferred
location:

i Citrix Presentation Server Client Setup

Select Program Folder

Program icans will be added to the follawing folder of the Start menw. To change the
folder name, enter it below, then click Next to continue.

C:ADocuments and Settingshall UsershStart Menu\Programsh

[ < Back ” Mext > ] [ Cancel

Figure 5: Selecting Program Folder

Click on “Next” and proceed with the configuration.

Then the following screen appears:

& Citrix Presentation Server Client Setup

cha

Client Hame

Each client camputer must have & unique client name. Citrix Presentation Server uses
thiz name to manage client printers and other spstem resources,

Use machine name as client name

LClient name: |

[ < Back ” MNext > ] [ Cancel

Figure 6: Selecting Machine Name

In this setup screen you can change the client name. Use the name of your client and click on “Next”.

© 2007 A.E.T. Europe B.V. 4 Edition 1.0
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For smartcard logon you don't need to use your local user name and password:

i Citrix Presentation Server Client Setup

Use Local Hame and Password

“wéould pou like to use your local user name and password to log on to Citrix sessions from
this computer?

O Yes
@ Mo

[ < Back ” Next > ] [ Cancel

Figure 7: Local Name and Password

Select “No” and click on “Next”.

Select the two options “Enable Quick Launch Bar” and “Enable Custom ICA Connections” and click on “Next”:

% Cilrix Presentation Server Client Setup

pr=—.

Program Heighborhood Options

Program Meighborhood provides additional methods to connect ta Citrik Presentation
Server. These options can be changed after installation.

Enable Quick Launch Bar

Enable Custom |CA Connections

[ < Back ” Mext > ] [ Cancel

Figure 8: Additional Settings

© 2007 A.E.T. Europe B.V. 5 Edition 1.0
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The setup screen below shows the selected Citrix components to be installed:

i\ Citrix Presentation Server Client Setup

Ready to install
Click Mext to begin Setup.

Click Back to modify your selection, or Mest to begin Setup.

Installation Sumnary
Client Details
Name Action
Citrix Presentation Server Client Install
Program Meighbothood Instafl
Program Neighbothood Agent Install
Web Client Install
[ < Back ][ Mext > ] [ Cancel

Figure 9: Installation Summary

You now can click on “Next”.

The following screen will appear and Citrix will install all of the selected features:

i Citrix Presentation Server Client Setup

Updating System

The features you selected are being installed.

Cancel

Figure 10: Updating features

Citrix installs the selected components and updates the system if needed. Wait until the next screen appears.

© 2007 A.E.T. Europe B.V. 6
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After this installation procedure you will have installed Citrix ICA successfully and the following screen will
show:

i Citrix Presentation Server Client Setup

CiTRIX

Citrix Presentation Server Client
has been successfully installed.

Click Finish to exit Setup,

Figure 11: Successful Installation

You have successfully installed Citrix Presentation Server Client and you are ready to use Citrix from your
desktop.

© 2007 A.E.T. Europe B.V. 7 Edition 1.0
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3 Smartcard Logon with Citrix and SafeSign Identity Client

3.1 ICA configuration settings

After having successfully installed the ICA-client on your computer, an icon of Citrix can be found on your
desktop:

Figure 12: Desktop Icon

Double click on the “Citrix Program Neighborhood” icon.

Double click on “Application Set Manager”:

H Citrix Program Neighborhood - AetCitrixFarm

File ‘iew Tools Help

J

Up Refresh

A i

Delete  Properties  Settings

J Quick Launch; I

@ 3

Application et ]

Manager

Figure 13: Application Set Manager
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A€T

In the next screen you will find an icon named “Custom ICA connections”. This feature enables the user to

login with Citrix:

E Citrix Program Neighborhood

File Wiew Tools Help

(4

Up Refresh

Lluick Launch: |

Find Mew iCustorn ICA L AetCikrixFarm
Application Set aconneckions:

Figure 14: Custom ICA Connections

Double click on the icon “Custom ICA Connections”.

You now can add an ICA connection which enables you to make contact with the Citrix server. Double click on

the icon “Add ICA Connection”:

K Citrix Program Neighborhood - Custom ICA Connections

File Wiew Tools Help

| i

Up Refresh Settings Wigws

Huick Launch; |

{RAdTE

‘Conneckion;

Figure 15: Add ICA Connection

After double clicking the icon, the screen below will show. Here you can select the type of connection you will
use for the new application:

Add New ICA Connection &l

This wizard will help you set up a new Custom ICA
Connection.

Select the type of connection you will use for the new
Custom Application:

Help

I Mext » Cancel

Figure 16: Type of Connection

Select the type of connection and click on “Next”.
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Enter a description for the new ICA connection. In this example we named the connection “SafeSign Citrix
Connection”:

Add New ICA Connection X

Enter & description for the new [CA Connection:

|SaFESign Citrix Connection

Select the network protocal that your cof
communicate with the server fam:

[TcPAR +HTTR

Select the Citrix Presentation Server computer or published
application to which you want to connect:

o Server " Published Application
I [
Server Location. .

< Back | Mext » Cancel ‘ Help

Figure 17: Connection Description

Select the network protocol that your computer will use to communicate with the server farm. Then
select/enter the name of the server to which you want to make a connection:

Add New ICA Connection X

Enter a description for the new |CA Connection:

|SaFeSign Citris Connection

Select the network protocol that your computer will use to
communicate with the server farm:

[TCPAP +HTTR |

Select the Citrix Presentation Server computer or published
application to which you want to connect:

™ Server " Published Application

|Ei|rixael j
\ Server Location. .

< Back | Mext » Cancel ‘ Help ‘

Figure 18: Server Location and Name

In this case we selected the name of the server “citrixaet”. After completing filling in the necessary
information, click on “Next”.

Use the default settings of the ICA connection and enable session reliability. After finishing those settings, you
can click on “Next”:

Add New ICA Connection X

Select the desired encryption level and whether or not to
uze session reliability for this connection,

Iv Use Default

\ Bl

Session reliability: v Enable

< Back | Mext » Cancel Help

Figure 19: Encryption Level
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To make the configuration of smartcard logon easier, it is preferable not to fill in a User name, password and
domain. Leave these fields blank so you will be prompted for this information when you connect and click on
“Next”:

Add New ICA Connection X

Eriter a User name, Password, and Domain, to use with
this Connection. If you leave these figlds blank, pou wil
be prompted For thig infarmation when pou connect,

User name:

Password:

Domair:

[T Save password
-

< Back | Mext » Cancel Help

Figure 20: User name, Password & Domain

In this window you can determine which Window Colors and Window Size will be used by Citrix. Select the
preferred option and click on “Next”:

Add New ICA Connection x

This application you are connecting to is configured with
default displap options. |f you would ke to overide theze
defaults, you can do so below.

Iv Use Default
v Use Defaulk

| =

< Back | Mext » Cancel Help

Figure 21: Window Colors and Size

The window here below can be used to enter a filename or application which is to be used at start up. In this
example the box will be left empty:

Add New ICA Connection x

Enter the filename of the application to run, or leave this
bax empty to run a remate desktop.

Application:

Brawse..

“Y'ou may alsa specify & working directary, if desired.

working Directory:

< Back | Mext » Cancel ‘ Help ‘

Figure 22: Application and Working Directory

After choosing the filename/application, you can click on “Next”.
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You have successfully configured the ICA connection. Click on “Finish” to close the set up.

Add New ICA Connection

T'our |CA Connection has been successfully set upl

To add it to pour Custom Connections, click Finish.

To edit the properties for this ICA Cannection later, click
itz icon inside pour Program Neighborhood, then click the
Properties buttan,

< Back | Firish Cancel ‘

X]

Help ‘

Figure 23: Finish Setup

Now we will set up smartcard logon authentication with Citrix.

3.2 Smartcard logon configuration settings

After finishing the configuration of the ICA connection, you need to set up the smartcard logon options. First
you will see a new icon with the chosen name (SafeSign Citrix Connection) as displayed in the next figure:

F Citrix Program Neighborhood - Custom ICA Connections

File Wiew Tools Help

£ Pl
p Refresh Delete  Properties  Sektings Wigws

Huick Launch: |

Add ICA
Conneckion
Figure 24: SafeSign Citrix Connection
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Right click on the icon (SafeSign Citrix Connection) and click on the option “Properties”:

E citrix Program Neighborhood - Custom ICA Connections

File View Tools Help

= @ X F [

Up Refresh Delete  Properties  Settings Wigws
Quick Launch: |

&dd ICA
Connection

an
Open

Create Deskbop Shortcut

Duplicate Fa
Delete Del
Renarme Fz

Propetties Ale+Enter

Zuskom Connections S®Eings

Figure 25: Connection Properties

After selecting “Properties”, you will be able to configure the logon settings. This is displayed in the figure
below:

— .-‘
safeSign Citrix Connection Properties |1|E|

Connection l Options ] Logon Infarmation ] Application ]

Connection Type:

Local Area Metwark

Figure 26: Logon Information

After clicking on “Logon Information” you can configure the method how to log on with Citrix.
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Continue the configuration by selecting “Smart Card”.”

SafeSign Citrix Connection Properties

Eonnectionl Options  Logon Information |Application|

 Local user

I~ Pass-through authentication

& Smart card
Mgh authenticatiar

" User-specified credentials

Wzer name:

Fazsword:

Domnair:

I~ Save password

o]

Help

Figure 27: Option Smart Card

Leave all other options unselected and click on “OK”. Copy the icon “SafeSign Citrix Connection” to your
desktop in order to make logon easier to find:

Figure 28: Desktop Icon

After placing an icon on the desktop, you will be able to log on with a smartcard by double-clicking on it. The
next screen will appear:

Zancel

Figure 29: Preparing to Connect
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Wait a few seconds in order to let the Citrix server connect to your desktop. After that, the next message will
show on the Citrix window: “Connection established. Negotiating capabilities...”:

Connecting to 5afeSign Citrix ... g|§|@
CITRIX
L]
Connection established. Megotiating capabilicies. ..

[ Cancel

Figure 30: Connection Established

Citrix will start checking your credentials on the smartcard. Wait until this process finishes:

I'

| | ._ 5 T
Starting CITRIXAET desktop
B

CITRIX'

Checking your credentials. ..

Figure 31: Checking Credentials

After checking your credentials, the login screen will appear:

Welcome to Windows

N
ay

@ % Insert card or press Ctrl-Alt-End to begin,

Requiring this key combination at startup helps keep vour
computer secure, For more information, click Help,

Figure 32: Card Insertion

Insert your token and wait for instructions.

The Windows Server will ask for your PIN:

Log On to Windows

Windows Server 2003

Enterp Edition

Capyright & 1

PIN; I

o] I Cancel ] T [ Options <<

Figure 33: PIN Request
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You can enter your PIN and click on “OK”:

... Windows Server 2003

| Enterprise Edition

Capyright @ 1

PIN; [sseel

Ok I Cancel Shut D, .. Cptions <<

Figure 34: Entering PIN

Citrix will establish a connection. In this example the configuration is set to make a connection with the
desktop:

Starting CITRIXAET desktop

i CITRIX' '

Applving wour personal setkings. ..

I

Figure 35: Starting Citrix Desktop

After examining and applying your personal settings, the desktop of the remote server will appear. You are
now ready to use the Citrix connection:

B SafeSign Citrix Connection - Citrix Presentation Server Client

&
=
2
2
&
a
=

san| @ |
Figure 36: Working Desktop Connection

Q& 105zam

Congratulations! Your Citrix connection is working with SafeSign Smart Card logon.
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