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About the Product

SafeSign is a software package that can be used to enhance the security of Internet applications that support hardware
tokens through PKCS #11 and Microsoft CryptoAPI.

The SafeSign package provides a standards-based PKCS #11 Library and Cryptographic Service Provider (CSP), allowing
users to store public and private data on a personal token, either a smart card or USB token. It also includes the
SafeSign PKI applet, enabling end-users to utilise any Java Card 2.1.1 compliant card with the SafeSign middleware.

Combining full compliance with leading industry standards and protocols, with flexibility and usability, SafeSign can be
used with multiple smart cards / USB tokens, multiple Operating Systems and multiple smart card readers.

SafeSign allows users to initialise and use the token for encryption, authentication or digital signatures and includes all
functionality necessary to use hardware tokens in a variety of PKI environments.

SafeSign Standard Version 2.0 for Windows supports the following tokens (as described in the product description):

. STARCOS SPK smart cards developed by Giesecke & Devrient GmbH (G&D): SPK2.3, SPK2.3 RawRSA, SPK2.4,
SPK2.4 FIPS, and SPK2.5 Dual Interface (DI);

. The Rainbow Technologies iKey 3000 USB token with the completed STARCOS SPK 2.3 operating system;

. The Giesecke & Devrient StarKey100 USB token with the completed STARCOS SPK 2.3 / 2.4 operating system;

. Java Card v2.1.1 / OpenPlatform 2.0 compliant Java smart cards: Aspects OS755 v2.8, Axalto e-gate, Axalto
Cyberflex Access Developer 32k, Axalto Cyberflex 64Kvl and 64Kv2, G&D Sm@rtcafé Expert v2.0, G&D STARSIM
Java, Gemplus GemXpresso 211pk/Pro R3, IBM JCOP 20/21/30/31, MartSoft Java card, Oberthur CosmopollC v4,
Orga JCOP 20/30.

SafeSign comes in a standard version with an installer for the following Windows environments?:
. Windows 98 SE, Windows ME
. Windows 2000, Windows XP (Professional), Windows 2003 Server

In principle, SafeSign supports any PC/SC compliant smart card reader. However, to avoid power problems, smart card
readers must be capable to provide at least a current of 60mA. PC/SC driver software is available from the web site of
the smart card reader manufacturer. A.E.T. Europe is constantly seeking to extend the range of PC/SC smart card

readers supported by SafeSign. Please contact us if you would like to find out about certifying your smart card reader.

For more information, refer to the latest SafeSign Product Description.

* Windows NT 4.0 is supported up to SafeSign 1.0.9.04

© 2004 A.E.T. Europe B.V. \l Edition 1.2
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About the Manual

This manual is specifically designed for users of Check Point™, who wish to enhance the security of the Check Point™
products by the use of digital credentials stored on a SafeSign Token.

The manual describes how to obtain a certificate on the SafeSign Token and how to connect with your SafeSign Token
to a remote site (protected by Check Point™ VPN-1® / FireWall-1®) by means of the Check Point™ VPN-1 SecuRemote™
and VPN-1 SecureClient™ application.

In order to set up your SafeSign Token for use with Check Point™ products, follow the instructions in the manual.

Every activity has a number of steps, indicated by the numbers at the left-hand side of the text. Each step will require
you to take a certain action, which is indicated by a =.

Go through these steps and the actions you are required to take, in order to perform the desired activity, taking into
account the notes in blue.

Note that this manual and in particular the integration and configuration portions of it, assume that you have installed
SafeSign and have initialised the token with the SafeSign Token Management Utility, thus making it ready for use with
Check Point™ VPN-1 SecuRemote™ and VPN-1 SecureClient™.

For instructions on installing SafeSign, see the SafeSign User Guide for Installation. For instructions on configuring and
managing your SafeSign Token (including initialisation), see the SafeSign Token Management Ulility Guide / Token
Administration Utility Guide.

Though a complete discussion of the integration and configuration of Check Point™ VPN-1® / FireWall-1® is outside of
the scope of this document, a brief overview of the steps required for configuration is provided, for guidance only, in

Chapter 4.

This document is part of the user documentation for SafeSign.

© 2004 A.E.T. Europe B.V. Vil Edition 1.2
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1 Introduction

1.1 Check Point™

VPN-1 Pro is the cornerstone of Check Point VPN-1 solutions, the most comprehensive set of products and
technologies for remote access, intranet, and extranet VPNs. VPN-1 Pro protects the privacy of business
communications over the Internet while securing critical network resources against unauthorized access.

FireWall-1 enables enterprises to define and enforce a single, comprehensive security policy that protects all
network resources against attacks and unauthorized access. Its innovative architecture delivers a highly
scalable solution that integrates all aspects of network security.

VPN-1 / FireWall-1 provides the ideal platform for enterprise VPN deployments, enabling encrypted
communications and guaranteeing data privacy, integrity and authenticity. In addition to site-to-site VPN
capability, VPN-1 / FireWall-1 Gateway deployments provide access to remote users when used with Check
Point’'s VPN-1 SecureClient and SecuRemote software. Check Point’'s VPN-1 products support industry-
standard algorithms and protocols, such as DES, 3DES, and IPSec/IKE. Digital certificate support is included
for organizations with Public Key Infrastructure (PKI) deployments.

1.2 SafeSign

While PKI and the use of digital certificates might be the solution to secure access through VPN, unauthorised
persons may still access sensitive corporate resources from you computer, if such digital credentials are stored
e.g. on your computer’s hard disk. This is where the SafeSign token comes in: by placing your digital
credentials on a token, security is achieved by secure two-factor authentication.

Secure two-factor authentication is based on something the user knows (the PIN for his token) and something
the user has (the possession of his token). Even when someone would know the PIN of the token, he would
not be able to get access, as he does not have the token and vice versa. Further advantages of the use of a
token include portability and flexibility.

Using the SafeSign token in Check Point VPN-1 SecuRemote / SecureClient enhances security by storing a
user’s digital credentials (private / public key pair and X.509 certificate) on a PIN-protected token.
Furthermore, the SafeSign software provides a flexible tool for personalizing the token and placing digital
credentials on a token, taking maximum advantage of the possibilities offered by the Check Point VPN-1 /
FireWall-1 solution with regard to digital certificates.

For remote access to a site secured by Check Point VPN-1 / FireWall-1, users simply have to insert the token
and enter the password / PIN for the token when asked to do so. Credentials are exchanged and verified, and
once the user is authenticated, he will be allowed to access the resources available to him.

© 2004 A.E.T. Europe B.V. 1 Edition 1.2
Doc ID: CheckPoint_SafeSign_v1.2
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2 Workstation Configuration and Connection
This chapter lists the requirements to use SafeSign tokens on a workstation to securely connect to a Check
Point VPN-1 / FireWall-1 Gateway and describes how to create a new site in the Check Point VPN-1
SecuRemote / SecureClient and establish a VPN connection using the SafeSign token. It does not describe
how to obtain a digital certificate, see for that purpose Chapter 3.

2.1 Requirements
In order to use SafeSign tokens on a workstation to securely connect to a Check Point VPN-1 / FireWall-1
Gateway, the following requirements should be met.

2.1.1 Check Point
Check Point VPN-1 / FireWall-1 software that is configured to interact with and support local and remote
workstations.
Check Point VPN-1 SecuRemote or VPN-1 SecureClient installed on each workstation.
This configuration and integration guide was created using Check Point VPN-1 SecuRemote / SecureClient NG
Feature Pack 3, Build 52238.

2.1.2 SafeSign
Minimum SafeSign version to be installed is: SafeSign-STARCOS-1.0.9.04.
Current available SafeSign version: SafeSign Standard Version 2.0 for Windows.
Note that before being able to install SafeSign, you should have a PC / SC compatible smart card reader
installed (unless you use the iKey 3000 USB token) and its appropriate drivers.

2.1.3 Smart card and smart card reader
SafeSign supports any PC/SC smart card reader, but is currently supported and tested with the smart card
readers defined in the latest product description. Note that before being able to use smart card readers and
smart cards, you should have Microsoft Smart Card Base Components and its update, the Smart Card Driver
Library installed, for all non-Windows 2000 versions. Most smart card reader manufacturers include these in
their driver package.
SafeSign supports a large number of tokens. For a complete overview, refer to the latest product description.
Note that the token used should be initialised and contain a Digital ID to connect to a VPN site.

2.2 Establishing a VPN Connection

é Requirements
Basic steps before setting up a connection, apart from the requirements above, include the import of the root
certificate(s) and the preference to remove certificates from the certificate store when the token is removed.
The Token Management Utility does both: it allows the user to import and /or register root certificates and set
the preference for the auto-removal of certificates from the certificate store when the token is removed.
This paragraph will assume that the root certificate(s) is available in the Microsoft Trusted Root Certification
Authorities store and that SafeSign is configured to remove the user certificate from the Microsoft Personal
certificates store.
For more details and configuration, see Chapter 3.

© 2004 A.E.T. Europe B.V. 2 Edition 1.2
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When you have a Digital ID* on your token (which should be suitable for if not issued by the Check Point
VPN-1 / FireWall-1 Gateway you are trying to connect to), you can establish a connection with the Check Point
VPN-1 SecuRemote / SecureClient software.

In this chapter, the application used to create a new site / connection, will be Check Point VPN-1 SecureClient.

When starting SecureClient, the following window will open:

&% ¥PN-1 SecureClient =]
File ‘Miew Sites Passwords Policy Tools  Certificates  Help
PHE [ BRS

For Help, press F1 v

Figure 1: VPN-1 SecureClient
= Click Sites > Create New Site

This will open the Create New Site dialog:

x|

[ Mickname: I

Marme /[P ||

] Cancel Help

Figure 2: Create New Site

= Enter the Name / IP address of the site and if desired, a nickname (e.g. Central Office as in this user
guide) and click OK

! The term ‘Digital ID’ in this user guide refers to the combination of a private / public key pair and a certificate.
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Upon clicking OK, the VPN-1 SecureClient Authentication dialog will open, allowing you to select the means of
authentication to the site:

¥PN-1 SecureClient Authentication =l
SEE “wd h“, Pleaze authenticate yourself ta site:
VPN-1 SecureClient NG Central Office
™ Use Certificate
LIzer name: ||
Password

" Enter password later

% Type in password now: I

’ CHECK Pon-rr"'

mmh il H
www.checkpumt.com

K I Cancel | Help

Figure 3: VPN-1 SecureClient Authentication

= Select the box Use Certificate

Upon selecting Use Certificate, a (drop-down) box will be displayed allowing you to select the certificate you
want to use to authenticate yourself to the site:

¥PN-1 SecureClient Authentication |
SE‘Q “R‘d h,w Pleaze authenticate pourself to site;
VPMN-1 SecureClient NG Central Office
V¥ Use Certificate | j

AET's amewinZkary. fuffiv 1D
e Eertificate...l Browse. .

Passwaord

Type in Pazsward: I

g (71| CHECK PDINT“'
Softwae Technologi

www.ch eckpnml.cnm

I | Cancel | Help

Figure 4: VPN-1 SecureClient Authentication: Use Certificate

> Select a certificate on the token® and click OK

! Note that all certificates in the certificate store are displayed; even those certificates that are not present on
the token and that are not suitable for making the connection.
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No Token

Make sure that your token is inserted at this point. If not and there are no other certificates in the certificate

store, you will not be able to select a certificate:

¥PM-1 SecureClient Authentication

SEQ ‘R‘d h“, Pleaze authenticate yourself to site:
VPM-1 SecureClient NG Central Office

V¥ Use Certificate I

[

Wiew Eeltificate...l Browse.., |

Password

Type in Pazsword: I

CHECK POINT™

| 5ot e Technologics Lid

www.checkpoint.com
K I Cancel | Help

Figure 5: VPN-1 SecureClient Authentication: No token inserted

=» Cancel this dialog and try again, after inserting a token

View Certificate

The button View Certificate allows you to view the content of the user and CA certificate, once you have

selected a certificate:

Certificate

I Uzer's Certificate  CA Certificate |

— Cerlificate

DM: IEN:AE T.0U=uzers 0 =am-win2ksre.. fuf v

Ll

— Details

Senal Number: 1244111885

alid from: ThuSep 12 11:43%:27 2002

Expiras on: SunSep 12 11:43:27 2004

lzzued By: O=am-win2kary.. fuf 7w

Ll

Algarithr: IH SA encryption

Fingerprint: IDd:2f:cc:25: 77:5c:57. ec:50:fa:ae:0d: d7:94: 56: 51

QK. I Help

Figure 6: Certificate: User’s certificate
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Certificate x|
User's Certificate ” C4& Certficate
— Certificate
OM: O=am-winZksre. fufFfa = |
: =3
r~ Detail
Senial Number: 1
Valid from: Thu Sep 12 11:43.05 2002
Expires on: Wwed Sep 07 11:43:05 2022
|zzued By: O=am-win2ksre. fuf fhw =
=3
Algarithm; IFESA encryption
Fingerprint: cfda2d:f2:71: 2025 be: 93 df: B 59:19:.dB: 4 3: 40
oK I Help

Figure 7: Certificate: CA Certificate
= Click OK to close the Certificate dialog box

Upon having selected a user certificate on the token in Figure 4, data will be obtained from the site:

Create Mew Site il

¥ Mickname: IEentraI Office

M arne A [F: |194.133.59.1BS

] | Cancel I Help

Getting data from the site...

Figure 8: Create New Site: Getting data from the site
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When the user has to be authenticated, i.e. his credentials should be checked, you have to log in to the token
(that contains the credentials):

To lag in to "SafeSign Taken"

Enter PIM: I

¥ Minimum PIM length 4 bytes
+f" Maximum PIM length 8 bytes

] I Cancel |

Figure 9: SafeSign Login

= Enter the PIN for your token and click OK

é Incorrect PIN
When you enter an incorrect PIN at the SafeSign Login dialog, you will be informed:
PIN incormrect
WARMNING: Repeated login failures may lock the tokenl
Tolog in to "5 afeSign Token'
Enter FIM: I
X Minimum PIM lzngth 4 butes
+f" Mazimum PIM length 8 bytes
] 4 Cancel
Figure 10: SafeSign Login: wrong PIN
= Enter the correct PIN and click OK
v Cancel PIN
g,
If you click Cancel in the SafeSign Login dialog, SecureClient will inform you that the connection failed:
X
st,;u!.ri% ‘h]"_(.]. nt NG MNegotiation with gateway 19413359169 at
-1 Securellient NG zite Central Office has failed.
ser
Q Cueck PoinT™ CM=AET OU=uszers O=am-winZkary. fuf ;I
Software Technologies Lid.
www.checkpoint.com
Figure 11: VPN-1 SecureClient: Negotiation failed
= Click OK to close this dialog
© 2004 A.E.T. Europe B.V. 7 Edition 1.2
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s Token Locked

When your token has been locked, i.e. after three wrong attempts to enter the PIN, SafeSign will inform you:

The token "SateSign Token' is locked.
o Fleaze use the token manager bo unlock it,

of contact pour system adminiztrataor.

Figure 12: SafeSign Login: Token locked

= Click OK and use the Token Management Utility to unlock your token (see the SafeSign Token
Management Utility Guide / Token Administration Utility Guide).

Upon clicking OK in the 7oken locked dialog, the VPN-1 SecureClient will inform you that the authentication

failed:
x|
%Tﬁu'l‘e:! ‘h“‘ﬁ. ant NG IKE authentication failed.
= LotCure LI d Pleaze make sure that a token or another
zigning mecharnism iz properly enabled.
CHECK POINT™
| 2oftwarne Technologios Lid.
www.checkpoint.com

Figure 13: VPN-1 SecureClient: IKE authentication failed
= Click OK to close this dialog

When the correct PIN has been entered (Figure 9), you will be asked to validate the site you are connecting
to:

Yerify Certificate 21X

Please validate zite: Central Office

Ca&'z Finger Print;
IJ.-'-\KE BaY TUNE GLOM LOUD ROCE SIME TAB WA WICE WINE PEW

FPeer DIM:
IEN=am-win2ksrv YWPM Certificate, D=am-winZksry. d7ttos

0K I Cancel Help

Figure 14: Verify Certificate
= Click OK
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Upon clicking OK, you will be authenticated by the Check Point VPN-1 / FireWall-1 Gateway:

¥PN-1 SecureClient |

Secured by

VPN-1 SecureClient NG |Jzer successfully authenticated by WPH-1

CHECK POINT™

S| Software Technologies Lid.
www.checkpoint.com
Figure 15: VPN-1 SecureClient: authenticated

= Click OK to close this dialog

A new site will now be created:

5 YPN-1 SecureClient _ (ol x|

File Wiew Sites Passwords Policy  Tools  Certificates  Help

L

"R B

Central OFfice

Exchanging keys with Firewall . ..., v
Figure 16: VPN-1 SecureClient: Central Office

Token Removed

When you remove your token after having logged in to it (and while validation and data exchange takes
place), the Check Point VPN-1 SecureClient application will not be able to find your private key:

¥PN-1 SecureClient P

& The certificate’s private key is nat available,

Figure 17: VPN-1 Secure Client: The certificate’s private key not available
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é Wrong Certificate
When you have selected the wrong (i.e. unsuitable certificate, which the Check Point VPN-1 / FireWall-1
Gateway does not accept, either on the token or not), the following error will appear:
Xl
ﬁﬁ“‘r@‘f ,h"‘:{.]. nt NG Megotiation with gateway 19413359169 at &
-1 SecureClient NG site Central Dffice has failed.
szer
CHEcK PoiNT™ | CM=tET.OU=usersO=am-winksry. fuffhe ;I
S| Software Technologics Lid.
www.checkpoint.com
Figure 18: VPN-1 Secure Client: Negotiation has failed
. Certificate Chain
When the certificate chain cannot be verified, i.e. the Root CA certificate is not in the list of Trusted Root
Certification Authorities in the browser’s certificate store or one or more of the certificates in the chain are not
valid, the following dialog will appear upon attempting to create a connection:
¥PN-1 SecuRemote il
This certificate chain cannot be verified, Make sure that:
- the root CA used by the target site appears in the Trusted Rook Ca's lisk on vour browser;
- each certificate in the chain is still walid {see the fields "“alid From'and "alid ta').
Figure 19: VPN-1 SecuRemote: Certificate chain cannot be verified
= Click OK to close this dialog
Note that SafeSign is capable of registering root certificates if these are on the token.
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Update Site

When you have already created a site, this site will be available in the VPN-1 SecureClient dialog. You can
then update the site (Sites > Update Site) and use the Connect mode to connect directly to the site from
the Check Point icon in the system tray (in order to do so, you will be asked for the PIN of your token by the

SafeSign Login dialog):

CHECK POINT

™
(‘7

NEXTGENERATION

[~ Connection

Frofile: |194.1 33.59.163 default prafile

I~ Use Dialup: I

Connect | Cancel Froperties. |

Connecting to gateway...
Connected to gateway: am-winZksry
Connection succeeded.

SecureClient Diagnostics

' start| B Checipoint NG Firewal 2... | (2) 26:35 - ATaT Global het... |

Figure 20: VPV-1 SecureClient Connection

This window will be minimized automatically once it is connected to the Check Point VPN-1 / FireWall-1
Gateway and there will be a green spot (instead of red in the picture above) on the Check Point icon on your

system tray indicating that you are connected.

© 2004 A.E.T. Europe B.V.
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3.1

Obtaining a certificate

When you have installed SafeSign and you have initialised the token, you are ready to obtain a certificate.

Depending on the requirements of the Check Point VPN-1 / FireWall-1 Gateway you want to connect to, you
can generate a key pair and download a certificate directly on the token or import a key pair and a certificate
on the token.

This chapter will describe the following ways to obtain a certificate:

1. Import a Digital ID file in PKCS#12 format (a file that contains a certificate and the corresponding
private key, protected with a password) generated and issued by the Check Point Internal CA (ICA) on
the SafeSign token by means of the SafeSign Token Management Utility (paragraph 3.2)

2. Generate a Digital ID (key pair and certificate) generated and issued by the Check Point Internal CA
(ICA) on the SafeSign token by means of the Check Point VPN-1 SecuRemote / SecureClient

application (paragraph 3.3);
3. Generate a Digital ID (key pair and certificate) issued by the Microsoft CA on the SafeSign token
through a web browser (paragraph 3.4).

Paragraph 3.1 will first describe how to set SafeSign to automatically deregister certificate when the token is
removed.

Automatic Deregistration

SafeSign can be configured to remove the user certificate from the Microsoft Personal certificates store.

The registration of both user and root certificates is handled by the SafeSign Certificate Registration Utility. Its
settings can be configured in the SafeSign Token Management Utility.

Note

Certificate registration s not dependent on the SafeSign Token Management Ulility being opened. The
SafeSign Token Management Ulility merely provides a means of configuring the settings of the Digital ID
Registration, which is running as a process in the background.

In the SafeSign Token Management Utility, go to Digital IDs > Registration Status and Preferences.
This dialog enables you to the status of the registration of certificates and set preferences for registration:

Digital ID Registration Status and Prefere x|

—Statuy
|Digital ID Registration 1s ONMLINE

—Preference
[v Digital ID's are registered autamnatically when a token is inzerted.;

v Digital 10"z are dereqgistered automatically when a taken is removed.

v Register Boot Certificate Autharity certificates

0K I Cancel

Figure 21: Digital ID Registration Status and Preferences: ONLINE

By default, all preferences are activated. Digital ID registration is online and will do the following:

. Digital IDs are registered automatically when a token is inserted;
. Digital IDs are deregistered automatically when a token is removed;
. Register Root Certificate Authority certificates.
© 2004 A.E.T. Europe B.V. 12 Edition 1.2
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3.2

You should ascertain the following to ensure a proper interoperability with Check Point VPN-1 SecuRemote /
SecureClient:

Digital ID registration should be online: if the status of registration is offline (indicated in red lettering),
registration will not work. You can activate registration by clicking OK.

The setting “Digital IDs are registered automatically when a token is inserted” should be activated: this will
ensure that all certificates on the token will be registered when a token is inserted and are available for use.

The setting “Digital IDs are deregistered automatically when a token is removed” should be activated: This
will ensure that certificates will be automatically deregistered from the Personal Certificates Store when the
token is removed.

Enabling certificate removal when the token is removed will ensure that the certificate to be used for
establishing a connection by means of Check Point VPN-1 SecuRemote / SecureClient will only be available
when the token is inserted. Another important advantage of this feature is that in environments where
computers are shared, no large amount of certificates is available in the certificate store (of users that may
have used the computer at some time or other).

Note that the last option (“Register Root Certificate Authority certificates”) is a convenient feature, as the
presence of the root certificate in the Trusted Root Certification Authorities store is a requirement for use of
the Check Point VPN-1 SecuRemote / SecureClient. This option will ensure that any root certificate on the
token will be registered in the root certificate store if it is not already present (ensuring flexibility, as the user
will always have the complete certificate chain available).

Import a Digital ID

SafeSign allows you to import a Digital ID on your token and register it for use with applications that support
the Microsoft CryptoAPI, such as Check Point VPN-1 SecuRemote / SecureClient.

This paragraph will describe how to import a Digital ID on your token through the SafeSign Token
Management Utility.

Note

Note that the Digital ID(s) used in this manual to demonstrate how the import Digital 1D process works are for
demonstration purposes in this manual only.

The Token Management Utility is used as an example in this user guide (but the same applies to the Token
Administration Utility).

Open the SafeSign Token Management Utility by selecting:

Start > Programs > SafeSign for STARCOS Version 1.0.9 > Token Management

The following dialog will open:

@ Token Management Utility =] E3
Digital 1Dz Token Help

Reader or Token Mame | Token Status |
@ SafeSign Token operational

Figure 22: Token Management Utility: Token inserted

In the picture above, a token with the label “SafeSign Token” has been inserted in the reader and is
operational.

© 2004 A.E.T. Europe B.V. 13 Edition 1.2
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Note

i

Make sure that your token has been initialised before you start importing or that it contains enough memory

to import the Digital ID. If the label says “Blank Token — Uninitialised”, you should first initialise the token. If
the token has a label, you may want to check if the token has enough space for the file you are about to
import (this can be done in Token > Show Token Objects, where the total amount of total / free / used bytes

are displayed).

1 To import a Digital ID, click Digital 1Ds > Import Digital 1D:

¢ Token Management Ukility
Digital IDs  Token  Help

=101 x|

Show Registered Digital IDs,.. I

| Token Status |

Impart Digital I0. ..

Import Certificate. .. ader 0

Ezik

absent

|Im|:u:|rt a digital I from a file

Figure 23: Token Management Utility: Import Digital ID

2 The following dialog will appear:
x
Digital 1D file: fi §|

[V Import C& cerificates

[ Setthe label of the ID on the token o a non default-value

Label on token: I

Dhigital ID password: I

T

Figure 24: Import Digital 1D

Cancel

First, you will need to specify the location where the Digital ID file is stored. The Digital ID file can be stored

anywhere, either on a hard disk or on a diskette.

© 2004 A.E.T. Europe B.V. 14
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Click on the symbol E,“'l to select the location:

Select a Digital ID file e |
Laak, ik Ia My Certificates j & i EEE

File narmne: ISafeSign.pf:-c

Files of type: | Digital ID Files [~ pts, *.p12]
[ Open as read-only

j Open I
j Cancel |

Z

Figure 25: Import Digital ID: Select a Digital ID file

In the above example, the file was stored in: C:/My Certificates

= Select the Digital 1D file by clicking on it, then click Open

The Import Digital 1D dialog will now show the Digital ID file you have just selected:

Import Digital ID

Drigital 1D file: IC:\M_I.J Certificates\S afeSign phe

V¥ Import G certificates

[ Setthe label of the |D on the token to a non default-value

Label an taken: I

Digital 1D passward: I

K Cancel

Figure 26: Import Digital ID: Digital ID file selected

=» The next step is to enter the Digital ID password

Import CA certificates

When importing a Digital ID, you may chose whether you want to import the CA certificates as well. Doing so,
will ensure maximum flexibility and interoperability. When taking your token to another computer (where the
appropriate trust chain may not be installed), you always have all certificates with you and can register them.

Note that for Check Point VPN-1 SecuRemote / SecureClient, it is necessary that the certificate chain is

present in the certificate store.

By default, the option Import CA certificates is selected.

© 2004 A.E.T. Europe B.V.
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Set the label of the ID on the token to a non default-value

When importing a Digital ID, the label of the Digital ID as set by the application used to obtain the Digital ID,
will be copied. If you wish to set your own label to the Digital 1D, select Set the label of the ID on the
token to a non-default value and enter a label in the Label on token box, as illustrated below:

Impork Digital ID x|

Diigital 10 file: IC:\M_I.J Certificates\S afeSian. pfs E,”‘l

[V Import C& cerificates

[ Set the label of the ID on the token to a non default-value

Label on taken: IM}I SafeSign 1D

HRRERRRN

(1] I Cancel

Figure 27: Import Digital ID: Label on token

Dhigital ID password: I

Enter the password for the Digital 1D file:

Impaort Digital ID x|

Digital 1D file: [C:4My CertificatesS afeSian. pf E,.,’*|

v Import C& cerificates

[ Setthe label of the ID on the token to a non default-value

Label on token: I

xxxxxxx>1

(1] I Cancel

Figure 28: Import Digital ID: Digital ID password entered

Dhigital ID password: I

This password will most likely be supplied to you by your Administrator.

= Click OK to import the Digital 1D

. Wrong Password

The password that you are requested to enter, is the password that was used to protect the Digital ID.

If you do not enter the correct password, the following prompt will be displayed:

eror x|

Q The Digital ID file needs a different passward [0x30002003)

Figure 29: Error: Digital 1D needs a different password

= Click OK to close this dialog box

You will have to start the import a Digital ID procedure again by clicking Digital IDs > Import Digital 1D
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When you have clicked OK after entering the correct password for the Digital ID file (Figure 28), you will be
asked to enter the PIN for the token:

Enter PN RS

Talogin to "SafeSign Token'

Enter PIM: ||

< Minimum PIN length 4 bytes
+" Masimum PIN length 8 bytes

]9 | Cancel |

Figure 30: Import Digital ID: Enter PIN
= Enter the correct PIN and click OK

PIN /7 PUK length

SafeSign enforces a minimum and maximum PIN / PUK length. If you enter a PIN / PUK of less than 4
characters or more than 8 characters, you will not be able to click the OK button in such instances where the
PIN / PUK is required. Only when you enter a PIN / PUK of minimally 4 and maximally 8 characters, will the
PIN / PUK be accepted. Note that the minimum / maximum PIN / PUK length may have been set to different
values by the administrator.

Upon clicking OK after entering the correct PIN, the Digital ID will be imported:

“our Digital ID iz being imparted |
Thiz operation may take up to 25 seconds to complete.

Figure 31: Import Digital ID: Working

= Your Digital ID is being imported

When the Digital ID has been successfully imported, the following prompt will inform you:

x

@ The Digital ID haz been imported successfullyl

Figure 32: Import Digital ID: The Digital ID has been imported successfully
= Click OK to close this dialog
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e Key Size Error
When you try to import a Digital ID that does not comply with the key length constraints of the supported
tokens, the following dialog will be displayed:
eror x|
e K.ey zize either smaller than 768 bitz or larger than 1024 bitz [0x80000807]
Figure 33: Error: Key Size either smaller than 768 bits or larger than 1024 bits
Click OK to close this dialog
. Token out of Memory
When the token is full, i.e. does not have enough memory to import a / another Digital ID, the following
dialog will be displayed:
eror x|
Q Taoken out of menmary [0x31]
Figure 34: Error: Token out of memory
Click OK to close this dialog.
You may check in the 7oken Information dialog (Token > Show Token Info) how much space is left on the
token. Note that the token may contain parts of the Digital ID file imported (e.g. when it contains multiple
certificates).
For more information on the SafeSign Token Management Utility, see the SafeSign Token Management Utility
Guide / Token Administration Guide.
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3.3 Generate a Digital ID using Check Point VPN-1 SecuRemote /
SecureClient GUI
This paragraph will describe how to create a Check Point certificate (issued by the Check Point Internal CA)
directly on the SafeSign token, using the Check Point VPN-1 SecuRemote / SecureClient application.
For this user guide, the VPN-1 SecuRemote application has been used.
Note that in order to perform this procedure; a user should have been created on the server, for which a
certificate has been initiated (including a registration key) that is pending to be requested.
On the client machine, in the Check Point VPN-1 SecuRemote application, select Certificates > Check Point
Certificates > Create to request a Check Point certificate:
i) ¥PN-1 SecuRemote =10 =|
File Wiew Sites Passwords Tools | Certificates  Help
uiz A || S aeE Check Point Certificates b Create. ..
B | B R
@ ’E ‘ © *@ Crther » RERER, ..
Create a new Check Point user's profile, =
Figure 35: VPN-1 SecuRemote: Create Check Point Certificate
The first Check Point Certificate dialog will enable you to select the desired certificate storage type:
x
Thiz wizard will guide you through the process of creating a new certificate.
Fleaze select the desired certificate storage type:
€~ Store as a file [PKCS #12)
% Store on a hardware o software token [CAP]
< Back I Meut » I Cancel Help |
Figure 36: Check Point Certificate: certificate storage type
= Select the option “Store on a hardware or software token (CAPI)” as above and click Next
© 2004 A.E.T. Europe B.V. 19 Edition 1.2
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The next dialog will allow you to select the Cryptographic Service Provider for the certificate storage:

Check Point Certificate

Flease select the Coptographic Provider for your certificate storage:

Microzoft Base Creptographic Provider «1.0
Microzoft Enhanced Cryptographic Provider 1.0
Microzoft Strang Cryptagraphic Provider

L L

SafeSign CSP Y

x|

< Back I et = I Cancel |

Figure 37: Check Point Certificate: Cryptographic Provider

= Select the “SafeSign CSP Version 1.0” (as above) and click Next

After selecting the cryptographic provider for the certificate storage, you will be asked to enter the Certificate

Authority IP address or name and the Registration key:

Create Check Point Certificate

Flzaze enter the Certificate Authority IP address or name and the
1edistration key.
These are zupplied to wou by your system adminiztrator,

Site IP address/Mame: ||

Regiztration key: I

X

< Back I Mext = I Caticel

Figure 38: Create Check Point Certificate: Site address and registration key

= Enter the site’s IP address/Name and the registration key provided to you
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During the process of retrieving your certificate, you will be asked to enter the PIN for your SafeSign token:

Tolog into "SafeSign Token'

Enter PIM: I

¥ Minimum PIM length 4 bytes
~f" Mawimum PIN length 8 butes

] I Cancel |

Figure 39: SafeSign Login

= Enter the PIN for your SafeSign token and click OK

. Root Certificate Store
You may also be asked if you want to add to add the certificate to the root certificate store:
x
& Do yiou want ko ADD the Following certificate ko the Rook Store?
Subject  am-winZksry, .d7tbos
Issuer ; Self Issued
Tirne ‘talidity : Sunday, September 29, 2002 through Saturday, September 24, 2022
Serial Mumber ; 01
Thumbprint {shal) : A0G0CECY 467E3342 DOCTDCIA TAGFCY66A S6B32E0A
Thumbprint {mdS) : SF363044 30310080 59173880 1452464E
Yes
Figure 40: Root Certificate Store
= Click OK to add the certificate to the root store
When the certificate has been created successfully, the final dialog will appear:
x|
Cerificate created successfully |
You can use this certificate for authertication. This cerificate
will be pre-selected next time you authenticate to & site.
< Back Cancel Help
Figure 41: Check Point Certificate: Certificate created successfully
= Click Finish
You can now use this certificate to log on to your Check Point VPN-1 / FireWall-1 Gateway.
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3.4 Generating a Digital 1D issued by Microsoft CA
This paragraph will describe how to request a certificate through a web browser from an OPSEC certified
Certificate Authority.
For instructions on how to configure the Check Point VPN-1 / FireWall-1 for OPSEC PKI, see Chapter 4.

For this user guide, the Microsoft CA was used. Note that the steps described below provide an example of
such procedure for Windows CA only.

Open a browser (in this example Microsoft Internet Explorer) and access the site of the Microsoft certificate
authority:

3 Microsoft Certificate Services - Microsoft Internet Explorer =1

J File Edit “ew Favorites Tools Help ﬁ

J Back + = -+ () 7t | i@ search [ Favorites & AHistory ||%v S -

J»Qddr’ESS I@ http:fflocalhosticertsre) ﬂ @Gn |JLinks &

Microsoft Certifica

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of cerificate you request

Select atask:
© Retrieve the CA certificate or certificate revocation list
& Request a certificate
© Check on a pending certificate

MNext > |
[SE——]
=
‘@ Done l_l_ (2 Local intranet
Figure 42: Microsoft certificate Services: Request a certificate
= Select “Request a certificate” (as above) and click Next
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Upon clicking Next, the Choose Request Type window will open:

‘2 Microsoft Certificate Services - Microsoft Internet Explorer

JFi\e Edit View Favorites Tools  Help

J sBack v = - (@) 7t | @lsearch [GdFavorites £ 4History “%v =] L E |

J address I@ http: fflocalhosticertsrvfcertrqus. asp

-k

ﬂ @G0 HL\nks &

Microsoft C

Choose Request Type

FPlease select the type of request you would like to make:

© User certificate request

& Advanced request

|@ Dane

Figure 43: Microsoft Certificate Services: Choose Request Type

= Select “Advanced Request” (as above) and click Next
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Upon clicking Next, the Advanced Certificate Requests window will open:

A Microsoft Certificate Services - Microsoft Internet Explorer

JFi\e Edit View Favorites Tools  Help

J smBack ~ = - @ 7t ‘ @Search [ Favorites @H\storv |%v =] - E

J address I@ http: fflocalhast feertsrvfcertrgad. asp

-k

ﬂ @G0 HL\nks &

Microsodt Ce

Advanced Certificate Requests

You can request a cerificate foryourself, another user, or a computer using ane of the following methods . Mote that the policy of the certification
authority (CA) will determine the certificates thatyou can obtain

@ Submit a certificate request to this CA using a form.

© Submit a certificate request using a baseB4 encoded PKCS #10 fils or a renewal request using a basefd encoded PKCS #7 file

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station
You must have an enroliment agent certificate to submit a request for ancther user.

INext > |

|
@] Dane ,_’_ E Local intranet
Figure 44: Microsoft Certificate Services: Advanced Certificate Requests

=>» Select “Submit a certificate request to this CA using a form” and click Next to continue
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The next dialog will allow you to set some options for your certificate request:

/3 Microsoft Certificate Services - Microsoft Internet Explorer

== x|
J File Edit View Favorites Toaols Help ﬁ
J <HBack v = - @ 7t ‘ @Ssar:h [ Favorites @Histury “%v =] E - @
J Address I@ http: fflocalhosticertsrefcertrama. asp

Microsoit C

Advanced Certificate Request

Certificate Template:

| IPSEC (Offline request) =l

ldentifying Information For Offline Template:

Marne: |Test
E-Mail: |

Company: IRaianW
Department: |Tech

City: |Chertsey
State: |Surrey
Country/Region: |GB

Key Options:

C3P:

Key Usage: © Exchange € Signature & Both
ey Size: |512 mlég: (common key sizes: 512 1024 )

@ Create new key set
I” Set the container name
© Use existing key set
[ Enable strang private key protection

I~ Mark keys as exportable

[ Use Inral marhing store

=l
|@ Done ’_,_ E Local inkranet
Figure 45: Microsoft Certificate Services: Certificate options

= Do the following:

= Select “IPSEC (Offline request)” from the dropdown menu under Certificate template;
=» Enter the user name (as created in the VPN-1 / FireWall-1 server);

= Select “Safesign CSP Version 1.0” as the CSP, with 1024 as your key size

= Then click Submit to generate the key pair.

You will be asked to enter the PIN for your SafeSign token:
Tolog into "SafeSign Token'

Enter PIM: I

¥ Minimum PIM length 4 bytes
~f " Mawimum PIN length 8 butes

[f I Cahcel |

Figure 46: SafeSign Login

= Enter the PIN for your SafeSign token and click OK
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Wait for the server’s response, until you are allowed to install the certificate:

a Microsoft Certificate Services - Microsoft Internet Explorer

J Flle Edit “iew Faworites Tools  Help

-

J Back ~ = - (D “t | @usearch  [GFavorites £ #History |%v =N [

Jnddress Ia http:)flocalhastcertsry fcertfnsh.asp

| e “Links &

Microsoft Certificat

Certificate Issued

The certificate you requested was issued to you

[=r] install this certificate

|@ Dane

H
’_,_ E Local intranet
Figure 47: Microsoft Certificate Services: Certificate issued

= Click on Install this certificate, whereupon the certificate will installed both on the host and on the
SafeSign token.
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When the certificate is installed, you will be informed:

a Microsoft Certificate Services - Microsoft Internet Explorer

J Flle Edit “iew Faworites Tools  Help

J Back ~ = - (D “t | @usearch  [GFavorites £ #History |%v =N [

Jnddress Ia http:)flocalhast/certsryfcertrmpn.asp

-

| e “Links &

Microsoft Certificat

Certificate Installed

Your new certificate has been successfully installed

H
|&] pone ’_,_ E Local intranet
Figure 48: Microsoft Certificate Services: Certificate installed

= You can now close the browser

Your token is now ready with a certificate to be used to log on to VPN-1/ FireWall-1 Gateway using the Check
Point VPN-1 SecuRemote / SecureClient application.

See paragraph 2.2 for instructions on how to create a site.
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4.1

Setting up Checkpoint NG FP3 VPN-1 / FireWall-1

This chapter deals with how to configure Checkpoint VPN-1 / FireWall-1 NG FP3 to use the Microsoft CA to
authenticate users. In order to do, you should follow a number of steps, described in the next paragraphs.
Obtain the CA certificate

Create CA Server

Generate a PKCS#10 certificate request

Request a Windows 2000 IPSEC certificate

Install IPSEC certificate for the Gateway

Configure IKE
Create new user

The steps and screenshots below have been made using a Check Point NG FP3 VPN-1 / FireWall-1. The
configuration described was used for OPSEC certification testing. If you are using a different version, the
configuration steps are likely to be different.

Obtain the CA certificate

Note

To create this manual, Microsoft Enterprise CA was used, but you may also use the Microsoft Standalone CA.

The first step in configuring your OPSEC PKI, is to obtain the CA certificate of the Windows Enterprise CA.

In your browser, go to the site of the Microsoft certificate authority to open the following window:

£} Microsoft Certificate Services - Microsoft Internet Explorer |7 x|

J File Edit W“iew Favorites Tools Help ﬁ

J Back v = - (D i} | hsearch  [Favortes  {#History |%v =h -

Jnddress I@ http:fflocalhost/certsry/ j @G0 “Llnks B

Microsoft Certificate

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather secure program. Once you acquire a certificate, you
will be able to secursly identify yourself to other people ower the wieb, sign your e-mail messages, sncrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:
© Retrieve the CA certificate or certificate revocation list
& Request a certificate
© Check on a pending certificate

et >
|
|&] pone ’_,_ E Local intranek
Figure 49: Microsoft Certificate Services: Welcome page CA
= Select “Retrieve the CA certificate or certificate revocation list” and click Next
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Upon clicking Next, the Retrieve The CA Certificate or Certificate Revocation List window allows you to
download the CA certificate:

2 Microsoft Certificate Services - Microsoft Internet Explorer —|=] x|

J File Edit Wiew Favorites Toals Help ﬁ
J &Back ~ = - (D al | Qisearch [EFavorites ¢ #History |%v = -

Jnddress I@ http:j/localhostcertsry/certcarc, asp j e “Links B

Microsoft Centifica

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification autharity, because the
CA certification path will be installed for you automatically

Choose file to download:
CA Certificate:

@ DER encoded or ¢ Base 684 encoded

Daownload CA certificate
Download CA certification path
Download |atest certificate rewacation list

E
|&] bone ’7’7 E Local intranet
Figure 50: Microsoft Certificate Services: Retrive the CA Certificate
= Make sure “DER encoded” is selected and click on Download CA certificate
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When prompted to open the file or save the file to disk, select Save this file to disk (as below):

a Microsoft Certificate Services - Microsoft Internet Explorer

==l
J File Edit “iew Faworites Tools  Help ﬁ
J Back ~ = - (D “t | @usearch  [GFavorites £ #History | By S 0] -
| ddress [&] hpflocshost certrvjcertarc. asp -] @ |JLir|ks »

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow YnUr cormntar to triist rartifirates iccnad from this carificatinn A hority
5

Itis not necessary to manually install the

; - . ; “You have chosen to download a file from this location. i5 certification authorlty, because the
CA certification path will be installed fory

certnew cer from localhost

Choose file to download:

CA Certificate: ‘wihat would you like to do with this file?

1~ Dpen this file from its current location
* Gave this file to disk

@ DER encoded or O
Download CA certificate
Download CA cerificatio
Dowmload |atest certifical

IV Alwaps ask before opening this tupe of fle

Ok I Cancel More Info

H
& ’_,_ E Local intranet
Figure 51: Microsoft Certificate Services: Save this file to disk

= Save the file into a path and when the file is saved, close the File Download dialog (if required)

Now that you have downloaded the CA certificate, you will need to create this (Microsoft) CA server in Check
Point VPN-1 / FireWall-1 and install the (above) downloaded CA certificate for the Gateway.

Note: You will also need to install this CA certificate on your client machine.
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4.2 Create CA Server
The second step is to create the Microsoft CA server in Check Point VPN-1 / FireWall-1 and install the CA
certificate via the SmartDashboard.
Run SmartDashboard NG FP3 from:
Start > Programs > Check Point SMART Clients > SmartDashboard NG FP3
Enter your password to login and when logged in, go to Manage > Servers to open the Servers dialog:
File Edit VYiew Manage Rules Policy SmartMap  Search Window Help
[Boliam [ gLha | | B EFfaix | P8BS |
| 225 6= || Bsmenosterse.. || P[E|s=[t7 | 44 [E1 || [k @ & R =R
o | = | &, I {3 | B I = | (G} | = I | 85 Security - Standard I'é Address Translation-Standardl &5 ven Managerl 0 Deskiop Security-standardl
- B Metwork Objects CEST
E| Check Paint s HRA IR
m am-winzksry .
E‘ Nodes | 1 A0 VPNEANY | 4L internal ‘ & Any |E http |@ Cliert &uth | = M
E‘ Interoperable Devices
-] Metworks _ |
E‘ Domains — Servers:
= OSE Devices Show: IA" j
= Groups
E Logical Servers
El Address Ranges I _I ﬂ
-] Dynamic Objects i | Comment | Behind nat [ w
.[E] voIP domains i 169 No N
MNew... Femove Edit... |
m RADIUS. ..
N RADILS Group. .. Help | | |
- TACACS... =
— LDAP A t Unit,..
et :J . ;I
SecuRemate DHS.
" []
|
1| I>I_I
Figure 52: SmartDashboard: New Certificate Authority
= Click on New in the Servers dialog (as above) and then select Certificate Authority
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This will open the Certificate Authority Properties dialog:

Certificate Authority Properties x|

General | OPSEC PKI | Advanced |

Name: |Mil:rnsoftE.-’-‘-.

LComment; I

Color; m

Cetificate Autharity IDPSEE FEl j

k. I Cancel Help

Figure 53: Certificate Authority Properties: General tab

= In the Generaltab, enter the name of your CA and select OPSEC PKI (as above)

Next, select the OPSEC PK/ tab and make sure the ‘HTTP Server(s)’ option is ticked:

Certificate Authority Properties - Micros |

General OPSECPKI |.~'—‘«dvanced|

— Retriese CRL From:

[ LDAP Server(s| [Requies an LDAP Account Urit)
¥ HTTP Servers)

— Certificate:
Get the Certificate Autharity Certificate from a
file [obtained fram the P or Cerdificate

Authority Administrator), =
Wiew the Certificate, EIL'

Save Certificate Authority Certificate to file S |
[to be sent to other P Administratars). 28VZ A

0k, Cancel Help

Figure 54: Certificate Authority Properties: OPSEC PKI tab

= Click on Get to get the Certificate Authority Certificate from a file
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Select the CA certificate file that you have downloaded when obtaining the Microsoft CA certificate (as

described in paragraph 4.1):

File Edit View Manage Rules Policy SmartMap Search Window Help

J@@;’g%!m“%éﬁﬁg‘]k?‘

R I Ty =
| 225 i || Bsmeostense.. || PelE =77 (48 || [ @@ @H K || w226 5=
B Security - Standard I iE3 Address Translation - Standard I & vPn Manager I 03 Desktop Security - Standard |

= E"‘. Metwork Objects

B Check Point
EE am-winZksty

El Nodes

E‘ Internperable Devices

El Networks

E‘ Diomains

§| O5E Devices

aroups

El Logical Servers

E‘ Address Ranges

El Dynamic Objects

E WolIP domains

=)
(52}

w
(e}

Llalal@|plale|%]a]

| MO,

Certificate Authority Proj

General OPSECPKI |Advanced|

— Retrieve CRL From:

ACTION

| {E) Cliert Auth

|-N\

open 21|
Loak if Im Dieskiop j = @ F FEr
_1PolSrv_MGFF3-Betaz_win3z = certrew |
P13 WG NGFPS-Beta ‘Win32 I I
CIPy-1_SM-1_MDG_NGFPE-Beta_wingz  [=dcertnewiiss ik BENDCETEI
ClUAG_NGFP3-Beta?_win2 Eirternal_ca Mo M
=] cert
(=] certriewsateway
[E— M
File name: |certmewMSEA Open I
Files of type: ICerliFicata Filess [ crt;* coer; bB4 . mme) j Cancel
A
| 0
| =
=

ak Cancel | Help

4

® -

* [

b

Figure 55: SmartDashboard: Get Certificate Authority Certificate
= Click Open (as above) and when asked in the Certificate Authority Certificate View dialog “Do you accept

this Certificate Authority certificate?” select OK.
= Then click OK to close the Certificate Authority Properties — MicrosoftCA dialog.
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Your newly created CA is now displayed in the list in the Servers dialog:

File Edit “ew Manage FRules Policy SmartMap Search  ‘Window Help

j@olsam||fabsba || B LFSeix| YLEERE || W

52 5 1= || Fhsnanootenss.. || PrelE =724 /R1 ]| [k @ & @ 2

| ot % E ==

£ Security - Standard |=EI

Llalalaglolale %6 |

Address Translation - Standard | @) ¥PH Manager | $E3 Desktap Security - Standard |

Ul

= E'.. Nebwork Objects pe——
EI- Check Point JESLE-ANG
E an-winzksry n
1 =5 WRNE@ATY Ak internal & Any TCF hitp @ Client Auth -
E‘ Kodes ~
E‘ Interoperable Devices
i e S x
El Domains —Servers:
§| OSE Dewices Show IA\I j
Graups
M) Logical servers L \rﬂer’nal_c .
E‘ Address Ranges I L —I
[].E‘ Dynamic Ohjects L | Cammert | Behind waT [ %
E‘ YolP domains E (160 o N
New... Remove Edit.. |
L Close | Help | _,I
[ =
=

Figure 56: SmartDashboard: Microsoft CA Server created

=» Click Close to close the Servers dialog

Now you will need to generate a PKCS#10 Certificate request for the Gateway (assuming that there is an
already created Gateway workstation for which the CA will generate a certificate).
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4.3 Generate a PKCS#10 Certificate Request

The third step is to generate a PKCS#10 certificate request for the Gateway.
Select Manage > Network Objects to open the Network Objects dialog:

File Edit ‘iew Manage Rules Policy SmartMap Search  Window Help

JHQ\%%@J%@Q&#@“I Tatx||9sxmE| v
| 225 = || @ismartocferse... || [z I_FII:_'I*‘HTH R ala IR ER
T | Q I @, I {5 | B | & I &) | = | I £% Security - Standard |'"' Address Translation - Standardl &5 ven Managerl 03 Desktop Security - Standardl
= E,n. Metwiork, Ob]ects
Y e N B
[l am-winzks
E‘% d: Ll A R ANy | Lk [rternal * Any TCP hitp ‘@ Client Auth
E‘ Interoperable Devices
o x
E‘ Dornains ~Metwork objects: —————————————
- [#@] O5F Devices Show: lm Mare ==
Groups
j 8| Logical Servers - = »
:‘ Address Ranges L L auiarytiet _I
-] Dvnamic Objects i £ DMZhet | Comment | Behind WaT [
[E] vore domains f fnternel 169 Mo N
27 Internsitlet
¢ LocalMachine
Mew.. | Femove | Edit... |
L Cloze I Show | Help | _’I
[ |
=

B
4| |

Figure 57: SmartDashboard: Network Objects

= Select your previously created workstation (as above) and click Edit

© 2004 A.E.T. Europe B.V. 35 Edition 1.2
Doc ID: CheckPoint_SafeSign_v1.2



SafeSign Integration and Configuration Guide
Sd F@ For Check Point™ NG ﬂ € T

This will open the Check Point Gateway dialog for the Gateway workstation you selected for editing. Select the
VPN tab (as below):

Check Point Gateway - am-win2ksry x|

- General Properties ¥PN

- Topology This module participates in the following WPH Communities:
oh ::n::' Remotesccass

- Remote Access

- Eutranst

- Authentication

- Srnartyiew b onitor

- Userdutharity Server

- Userdutharity Wehdco
[~ Logs and Masters

- Capacity O ptimization Traditional rmode configuration. . |
[#- Advanced

Add... Femove |

Certificate List

Micknarme | DM | Certificate Autharity |
Internal CM=am-winZkzrv WPN Certif... | internal_ca
1| | i

Add... Edit... | Bemove |

0k I Cancel Help

Figure 58: Check Point Gateway: VPN
= In the Certificate List section, click Add
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Enter a Certificate Nickname (MicrosoftCA in our example) and select the previously created and defined CA

server (‘MicrosoftCA") from the Certificate Authority dropdown list as below:

Fil= Edit View Manage Rules Policy SmartMap Search  Window Help

[@olimm |[g0en | B LSl | D58RE || ¥ |
= |J [Ehsmartpefense.., |l Ealmm oo sl Al [oT I TR @ o m o oo | e oo sl en llrm o

= lala|® |8 |

E--E.I. Metwark Ohjects - General Properties YPN
- heck Paint - Topalogy This module participates in the following YPR Communities:

S T —
o dam winZksry o Ij‘)u(., RemoteAccess
-|G] Modes
= . - Remote Access
+[E] nteroperable Devices - Extranet [ |
-2 Networks - duthentication

El Domains - SmartView Monitor Certificate Mickname: |MicrosoftCa

§‘ Q5E Devices - Userbuthority Server — Cerif Credt
[ Groups - Userfuthority wWebbc ‘el Gl
E Logical Servers [#- Logs and Masters Certificate Autharity
E address Ranges - Capacity Optimization ; :
[]_E‘ Dyniamic Objects [#- Adwvanced F.ey pair generation and storage
E WolP domains * Store keys on the Management server

Ea
Generate the Certificate Request: Generate... |

View the Certificate Request: i, |
Get the Cetificats from a file [obtained Get _'I

fram the Certificate Autharity);

Bemove
(0] I Cancel | Help |

ak. Cancel Help

€ Store keys on the Module (hardware storage)
3 Aulhnnlg

isktop Security - Standard |

|@ Cliert Auth | -

i

[ Behind AT [

Mo M

I 2
=]

E

|

Figure 59: Check Point Gateway: Certificate Properties

= Click on Generate to generate the PKCS#10 certificate request

At the prompt “The generation of the certificate for the node cannot be undone, unless you click Remove. Are
you sure you want to continue?” click Yes and enter the Distinguished Name for the Gateway in the DN field:

enerate Certificate Request ll

Certificate Request:

Fill in the DM and prezs OK far the
Certificate Bequest generation.

DM: |

[~ Define Alternate Name

corent_|

Figure 60: Generate Certificate Request

= Click OK
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When the Generate Certificate Request was successful, you will be informed that the certificate request was
created successfully:

File Edit View Manage Rules Policy SmartMap Search Wwindow Help

= =
j@olyBe|pata| B BFSfeix || PEHEE || W
| BE = “ [l smartpefense... L FalmmioEsl Al BT I I lm | o @ o (| o os sl e
_ - Check Point Gateway - am-winZksry x|
EIr'- | Q | Q I {é’:} I E | i iskkop SEcurlty—StandardI
E-E',.n. Metwork Objects - General Properties VPN
=-1E] check Paint Topology This module participates in the following YPH Communities: ﬂm.
™y NAT
ﬁh ann-winzZksry T3
I, Remotefccess i -
-[3] Nodes & :PN i l: b |@ Cliertt Auth i
emote Access
g Interonzable Devices Evtranet Certificate Properties 1||
13-4 Metwor Authientic ation Generate Certificate Reque x|
~{fgH] Domains Smartiew Monitar
-] O5E Devices - Usertuthority S erver Certificate Request |
Groups - U zerduthority \wWebde [Fp———— ——
i X
E Logical Servers - Logs and Masters i Check Point SmartDashboard _I _;I
El Address Ranges - Capacity Optimization !
[]__E‘ Dynarmic Objects [#- &dvanced 7 & Certificate Reguest created successfully. TBehind vaT [ %
El WoIP domains No M
—
[~ De it
ok | Cancel |
Get the Certificate from a file [obtained Get _’I
fram the Certificate Autharity):
Hemave |
— |
oK. Cencel | Helo | =
=l
Sl —r
ak Cancel Help
-
| |

Figure 61: Generate Certificate Request successful

= Click OK
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Upon clicking OK, you will return to the Certificate Properties dialog:

File Edt Yiew Manage Rules Policy SmartMap  Search  Window Help

EERE LI EY T Y Y=

| B &

il |YHEEEE]| R

J ik x Eé |J ﬂ'ﬁmartDaFansem

|| i omleel al B 1 Mh & & @ % | e

oe EE |2 S

Check Point Gateway - am-win2ksry x|
o | = | &, | Ho) | B I fl skkop Security - Standard I
=t E.n. MNetwark Objects - General Properties ¥PN
- Topology Thiz module participates in the following YPH Communities:
- NAT —xn
= YEN F‘ Remotedccess |@ Cliert Auth -
= - Remote Access
[]'E‘ Netwarks - Authentication
|| Domains . Smartyiew Moritor Ceificate Nickname: [MicrosaftCA
o §| OsE Devices - Useruthoriy Server i Certificate Creatio
Groups - Userbuthority \Webdc "
] E Logical Servers [+ Logs and M asters Certificate Authority Erﬁ. Micrasoftcs = LI
-.[IE] mddress ranges - Capacity Optimization ¢ . t i
ez ﬁ‘ Crynamic Objects - Advanced By palr generafion and storage | Eehind NAT | Wi
El ValP domains = Store keys on the b anagement server, Mo N
€ Store keys on the Module (hardiware storage) -
E Authontg
a
Generate the Certificate Request:
View the Certificate Request; View. |
Bt the Cartficate fiom a fle [obteined st | i
from the Certificate Autharity]: -
Remove
— I
ok Cancel | Help I =
=l
Sl —
Ok Cancel Help
=
4| [»

Figure 62: Check Point Gateway: Certificate Properties

= Click View to view the certificate request
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After clicking View, select and copy the contents of the Certificate Request View dialog (i.e. the PKCS #10
Certificate request text) into the clipboard:

File Edit ‘iew Manage Rules Policy SmartMap Search Window Help

|@olvam|gnsa B wix||9samE | ¥
| 225 1= “ B smarterenss... LBl ilo—ea | Al BT I T m | m a 5n 6 (| ee s (e oo |
_ _ Check Point Gateway - am-winZksry 5[
T iskkop Security - Standard
'
=t E“,n. Metwork Objects - General Properties ¥PN
=1{E] check Point -~ Topology This module participates in the following YPH Commurities:
- HAT =
|G| hodes B VPN P( Remolefoass ‘@ Cliert #uth | -
-~ Remaote Access
B teroperatie Devies - Etaet =]
B Metviorks - Authentication
Domains - Smartyiew Manitor
OSE Devices - Usertuthority Server
Eroups - Usertyuthority Webbc
Logical Servers [#- Logs and Masters _'I
__ address Ranges - Capacity Optimization
Dynamic Cbiects - Advanced [ Behind WAT [
walP domains Mo h
eAuthoHlE I
a
Paste
Delete
| |
Selest Al
] Bemave |
= — ]|
ok | Eancel | Help | =
=]
[/ E—
aK Cancel Help
=
« | »

Figure 63: Certificate Request View

This text should be used for the next step, when you request a windows 2000 IPSEC certificate for the
Gateway (paragraph 4.4).

Note that you may also copy this content into a text file for convenience.

= Click OK, close all the windows and save the Policy.

Now you will need to request a windows 2000 IPSEC certificate for the Gateway.
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4.4

Request a Windows 2000 IPSEC certificate

The fourth step is to request a Windows 2000 IPSEC certificate for the Gateway.

Open up a browser and go to the URL of your Certificate Authority:

/F Microsoft Certificate Services - Microsoft Internet Explorer =] x|

J File Edit ‘Wiew Favorites Tools  Help ﬁ
J Buk + = - (D at | Qzearch  [GFavorkes  § BHistory | - S - =
Jnddress I@ http:fflocalhast/certsrv) j et |J Lirks

Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
© Retrieve the CA certificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate

MNext >

[

|&] bore ,7’7 [ZE Local intranet
Figure 64: Microsoft Certificate Services: Request a certificate

= Select “Request a certificate” and click Next
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In the Choose Request Type window, select “Advanced request” (as below):

2 Microsoft Certificate Services - Microsoft Internet Explorer

JF\Ie Edit View Favorites Tools Help

J HBack ~ = - @ ot | @Search (el Fawarites @History ||%v =] - @

JF\ddrEss I@ http:/flocalhostfcertsry fcertrqus.asp

Microsoft Certific -

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

& Advanced reguest

-]
|@ Done ,_,_ [2F Local intranet
Figure 65: Microsoft Certificate Services: Choose Request Type
= Click Next
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In the Advanced Certificate Requests window, select “Submit a certificate request using a base64 encoded
PKCS #10 file or a renewal request using a base64 encoded PKCS#7 file” (as below):

a Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Wiew Favorites Toals Help

_|=] x|
J RBack ~ = - @ ﬁ | @Seafch (] Favorites @H\stnry |%v g =

Jnddress I@ http:j/localhost/certsry/certrgad, asp

| @ao [|uinks »

Microsoft Centifica

Advanced Certificate Requests

You can request a certificate for yourself, ancther user, or a computer using one of the following methods. Mote that the policy of the certification
authority {CA) will determine the certificates that you can obtain
© Submit & certificate request to this CA using a form.

& Submit a certificate request using a baseBd encoded PKCS #10 file or a renewal request using a basefd encoded PRCS #7 file

¢ Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Statian
You must have an envoliment agent certificate to submit a request for another user.

[ -|
|&] bone ’7’7 E Local intranet
Figure 66” Microsoft Certificate Request: PKCS#10 request
= Click Next
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Paste the content of your PKCS #10 certificate request text (as copied in Figure 63) into the Saved Request
field (as below):

2 Microsoft Certificate Services - Microsoft Internet Explorer —|=] x|

J File Edit Wiew Favorites Toals Help ﬁ
J &Back ~ = - (D al | Qisearch [EFavorites ¢ #History |%v = -

Jnddress I@ httpif/localhostcertsry/certrgxt, asp j e “Links B

Microsoft Certif

Submit A Saved Request

Paste a basef4d encoded PRCS #10 certificate request or PKCS #7 renewal request generated by an external application {(such as a web
senver) into the request field to submit the request to the certification authority {(CA).

Saved Request:

MIIELICEZAIBADAXMISwCOYDVQOGEwIHO) AOBGHY

Baseb4 Encoded
Certificate Request [Ewthh313aWdyaiNydiCEnTANEgkghkiG8wlBAQEF
[PKCE#10 or #)

tAsrZ9uwgIF YwgxTpIpHS ] zth‘leM‘qu‘chBPGC_q'LI
1] 3

Browrse for a file to insert.

Certificate Template:
|Adm|n|slratur j

Additional Attributes:

=
Aftributes =
4 3

[ -|
& ’7’7 E Local intranet
Figure 67: Microsoft Certificate Services: Saved request
= Click Submit
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If the Microsoft CA is configured to issue certificates immediately, the following window will be displayed:

3 Microsoft Certificate Services - Microsoft Internet Explorer

==l
J File Edit ‘Wiew Favorites Tools  Help i
J Buk + = - (D at | Qzearch  [GFavorkes  § BHistory | S 6 - =
Jnddress I@ http:fflocalhast/certsrvicertfnsh.asp j et |JLinks 54

Microsoft Certifica

Certificate Issued

The certificate you requested was issued to you

& DER encoded or ¢ Ease 64 encoded

Dowinload CA cerificate
== Download CA cedification path

-]
|@ Dong l_l_ (o Local intranet
Figure 68: Microsoft Certificate Services: Download CA certificate

= Click Download CA certificate and save the file into a desired path on your machine.

Now that you have downloaded the Windows 2000 IPSEC certificate for the Gateway, you are ready to install
it in the Check Point VPN-1 / FireWall-1 for your Gateway.
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4.5 Install IPSEC certificate for the Gateway
The fifth step is to install the Windows 2000 IPSEC certificate you have downloaded in the previous step in
the Check Point VPN-1 / FireWall-1 for your Gateway.
Start the Check Point SmartDashboard as described before (paragraph 4.2).
When logged in, go to Manage > Network Objects
Select your previously created Gateway workstation and click on Edit
After clicking on Edit, select the VPN tab to open the following window:
File Edit View Manage Rules Policy SmartMap Search Window Help
j@oliim [ Baha B BEFSi«|9sdimaE || 1|
= “ Bl smartDeferse.., |L@almllo—los lalloi | [n m o m 5r s |l o os w0l
S5 aT6 1] x| |
Q Q E i iskbop Security - Standard
=B Network Ohiscts General Properties VPN " —
E Check Point Topalogy This module participates in the fallowing YPH Communities: e acren
EE am-win2ksry - MAT T
~|&| Interoperable Devices
® EI Networks .i:llf:r:::almn
E‘ Dornains - SmartView Monit
Eroups - Userduthority Webdéco
-] Logical servers B+ Logs and Masters i
E‘ Address Ranges - Capacity Optimization Traditional mode configuration...
[]--E‘ Cryniamic Objects B Advanced | Behind naT [ w
[&] vore domains Certificate List Mo M
Nickname | DN | Certificate Authority
|ntema|7c
| 0
Add | Edit | Remowe | _'I
T
=
N I—
oK I Cancel Help
< I>l_I
Figure 69: SmartDashboard: VPN
=>» Select your previously created Microsoft CA (as above) and click on Edit
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Clicking on Edit will open the Certificate Properties dialog:
=181x]

192.168.50.99 - Check Point SmartDashboard - Standard
ile  Edit Wiew Manage Rules Polcy SmartMap  Search  ‘Window Help

@oliam|[tans | B |LETeix | DaamE ¥
| 22 1= |J B smartperense... L Ealm= o I Al BT I T @ a5t | e oe sl | mm o |
_ _ Check Point Gateway - am-winZksty x|
Elr'- | Q I Q). I {’é} | E | i isktop Secur\ty—Standardl
= E,n. Metwork, Objects -~ General Properties YPH —
= Check Point - Topology This module participates in the following YPH Commurities: ﬂ
3 P - HAT =
B ER VPN 5, Remotedccess
E‘ Nodes Rremole A
- Remate Access
& E‘ Metviorks - Authentication
- ﬁ‘ Domains - Smartview Monitor Certificate Nickname: IMi:msnftﬁA
- §| OSE Devices - Usertuthority Server . .
Eroups - Usertyuthority Webbc Cerifieei Cheelim
- [if] Logical Servers [#- Logs and Masters Cetificate suthority m
E‘ Address Ranges -~ Capacity Optimization . .
. E‘ Dynamic Objects [ Advanced Key pair generation and storage————————————— I Behind NAT I m
- El walP domains 1= Gtore keys on the Management server - No N

= Stare keps on the Modile (hardware storage]
] Aulhuﬂlg I

a
Generate the Certificate Request: Generate. i
Wiew the Cerlificate Request: Wi,

Get the Certificate from a file [obtained Get _’I
from the Certificate Authority]:
Remave
0K I Cancel | Help | =
B
KT I— |
aK Cancel Help
-
| |»
Dare. [192.168.50.99 |Readywrite UM

lstart | | [} @ 53 || Eicheckpont iG Frewsl an.. | [FA192.168.50.99 - Check... (Bystart Menu | (@yLocel Disk 23 | JeomalFIE R 1217

Figure 70: SmartDashboard: Certificate Properties

= Click on Get to get the certificate from a file (obtained from the Certificate Authority) and select the
Gateway certificate you have just downloaded (Figure 68) from your Microsoft CA.

= Click OK when prompted by the Certificate View dialog: “Do you accept this Certificate?”

=>» Close all other windows and Save your policy.

Now you have to configure IKE in the Check Point VPN-1 / FireWall-1.
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4.6

Configure IKE

The sixth step is to configure IKE in Check Point VPN-1 / FireWall-1.
In the Check Point SmartDashboard, go to Manage > Network Objects
Select your Gateway workstation and click on Edit

After clicking op Edit, select the Topology tab:

File Edit View Manage Rules Policy SmartMap Search  Window Help

j@ols%sm | ptsa B BFS=a=|9s8mE| W
J = “ Bl smartpefenss.., ILEa=ile=slal BT @ la @ ba |l e oe @l e
— _ Check Point Gateway - am-winzkstv x|
El"- |Q | Q). | {é} | E | i iskbop Seturlty-standardl
= E',n. Metwork Objects -~ General Properties Topology
[T] check Point
B . ‘ec o o MAT Get Topology.
f# am-winzksry @ Ciert putn "
[ nodes D"‘}f” i Name | P Addiess | Network Mask | IP Addiesses behind interface | 'e ‘
-[E] 1nteroperable Devices Eetm et oess Ester 19413359163 0B5256055192 Estemal
1[4 Nstworks A‘[’:”et_ i Intenal 192.168.50.93 2552552550 Intemal
- Authenticahion
~{f] pomains - Smartiew Manitar
§| 5E Devices - Userdwthority Server
-] aroups - Usertuthority Wehéco
7] Lagical Servers (- Logs and Masters -
E‘ Address Ranges Capacity Optimization 1| | _'I
-] Dymamic Objects [ Advanced [ Behind ruaT [
B voIP domains aod. | Edt. | Femove Show | Mo "
Show all IPs behind Gateway |
%FM Domain
™ AllIP Addresses hehind Gateway hased on Topalagy information
1+ Manually defined IJTL \ternal j Mew
Show VPR Domain I _;I
|
[
T IR—
oK I Cancel Help
o
4| >

Figure 71: SmartDashboard: Topology

= Select Manually defined in the VPN Domain area and select the group/network that the Gateway will
encrypt, from the dropdown list
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Next, select the VPN tab (Figure 69) and click Traditional mode configuration to open the following

x

iskbop Security - Standard I

IcE ACTION
|@ Cliert Auth - N

H

[ Behind MAT | W

i) M

— I
=]

=

window:
File Edit Wiew Manage Rules Palicy SmartMap  Search  ‘Window Help
j@olimm | ghnn ||B| LFf et | DaauE | K|
| 2o = “ Bl smertpefense. . || Bl o2 A1 o1 || [ @ o m o ot || 6 e @81 | |
_ - Check Point Gateway - am-winZksry
=lalalaln
E-E',n. Metwork Objects - General Properties ¥PN
=] check Paint Topology This module participates in the fallowing WPN Communities:
o NAT o
& an-inzksty I:)r(: Remotefccess
[E] nodes - WPN ks
E‘ Intercperable Devices Eatmmal-f Traditional mode IKE properties 5'
wtraned
[]--% Hetwarks - Authentic | General I
Comains -
§| OSE Devices Emarﬁ;Vw:: — Support key exchange encryption with: Suppart data integrity with:
- Userul
aroups - Usenduth W MD5
E Logical Servers [+ Logs and
EI Address Ranges - Capaciy DES LI ¥ SHa1
[]--EI Drynarmic Objects B Advanice R et
E‘ WolP domains r~ Support authentication methods; -
™ Pre-Shared Secret Edit Secrets...
¥ Public Key Signatures Specify.
¥ Exportable for SecuRemote/S ecureClient _I
L4
Advanced ... | J
0K I Cancel Help |
K I—
Ok Cancel Help
|

Figure 72: SmartDashboard: Traditional mode IKE Properties

= Tick ‘Public Key Signatures’ and click on Specify
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In the Additional certificates dialog, select the option “The Gateway must use a certificate issued by this
Certificate Authority”, and from the dropdown menu select the (newly created) Microsoft CA:

File Edit Yiew Manage Rules Policy SmartMap Search Window Help

EERE LI EY XY=

|EfFfeix|9sama ||

J HE 3 “ (i) SmartDefense ..

|| Gl lomles | al 61 || T e [ o @ 5 it || e os @ 22 | = v

Check Point Gateway - am-winZksry |
Es | = I et I & | g | i iskkop Security - Standard |
E-E',n. Metwork Objects General Properties VPN A
= Topalogy This module participates in the fallowing PN Cammunities: ACTICH
NAT e
VRN i remateacsess ‘@ Cliert auth | -
. E‘ Interoperable Devices FEWLEH Traditional mode IKE properti ﬂ
. Extranet
B % hetwor Authentic  General |
Damains Smartiies - L
. §| OSE Devices Userduth — Support key exchange encryption with: —‘ |—Suppnrt data integrity with:
Groups Userduth 5 lowed certificates x|
- E Logical Servers [#- Logs and HE _>|
. El Address Ranges i E:pacity % ‘when negotisting with 2 locally managed peer gateway:
5 Lo vance AT "
3 E‘ Dynanic Chjects ' The gatewap can use any of its centificates. I (i (A I i
- E‘ WolP domaing i~ Support " . . I Mo M
¢ The gatewap must uze a certificate issued by this
I~ Pre Certificate Authority: j
I Pu
7 e oK | Cancel | e |
0|
dvanced ...
I — o
oK. Concel | Help | ill
| —
0K Cancel Help
-
< [ »

Figure 73: SmartDashboard: Allowed certificates

= Click OK

In the Traditional mode IKE properties dialog, tick the checkbox for ‘Exportable for SecuRemote/SecureClient’:

Traditional mode IKE propetties

General |

— Suppart kep exchange encruption with:

= ¥ MD5
AES-258

DES ¥ SHAL
AR oo j

Support data integrity with:

x|

— Suppart authentication methods:
[~ Pre-Shared Secret

Edit Secrets. . |

v Public Key Signatures

¥ Egportable for SecuRemote/SecureClient

Advanced ... |

Qk. | Cancel | Help |

Figure 74: Traditional mode IKE Properties

= Click OK and close all windows
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Next, go to Policy > Global Properties

Select Authentication tab and de-select “Authenticate Internal users with this suffix only” (as below):
File Edit Wiew Manage Rules Policy SmartMap Search  \Window  Help

j@oli el [ a0sm |B|LESei«|9saEE || 1|
I}

— T el o | e sl 1 (el | sl o oo o P |
5 =
J B8 O i |J {3} SmartDefans: Global Propetties x|
El"- | Q | Q | {‘:’} | E| L p Security - Standard I
=B Network Objects - Firewall-1 Authentication
H . - MAT - Metwork Addres:
=HE] Check Point 3 - Failed authentication attempts
o
am-winzksry =
%d - %PN-1 Pro Tesminate login conrection after |3 = attemats |@ Cliert Auth - M
~{G] Modes VPR et
E‘ Interoperable Devices - Remote Access Terminate telnet connection after |3 _|; attempts.
o] Metwarks
& % D:mv:?nrs ---E;Zagit:i:z:tg;::?glt Terminate Client Authentication connection after |3 _I; attempts.
§| J5E Devires - Smarthdap Terminate Session Authentication connection after (3 _lj attempts.
Management High Ava
ConnectContral Authentication of users with certificates
E Logical Servers [sE -0 s ity Et _,I
L—PI Address Ranges - Open Secuity E: I Authenticate internal users with this suffix only:
L Stateful Inspection
-] Dynamic Objects 53 Log and Alst I [ Behind NAT | W
] vorP domans - SmanD ashboard custal Mo N
User's certificates which were initiated but not pulled, will expire after |14 _I; days.
E arly Yersions Compatibility
Hote:  The following settings apply only to frewalled gatevways prior o NG
For later versions, these settings can be configured in the Node
Properties.
User Authentication session imeot: |15 3: minutes
I »
™ Enable wait mode for Client Authentication —I
I=]
Authentication Failure Track:  © More  © Log i Alert ;I

Ok I Cancel Help

-
1| >

Figure 75: SmartDashboard: Global Properties

= Click OK and save your policy.

Now you will need to create a new user in your user database.
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4.7 Create new user

The seventh step is to create a new user in your user database.

Go to Manage > Users and Administrators to open the Users and Administrators dialog:
File Edit Wiew Msnage Rules Policy SmartMap Search  Window  Help

j@oliim [ Baha B BEFSi«|9sdimaE || 1|

=24 1= || @onendese. || FelE =8B | [x @ la@xx || w226 0w

T | S |la|&|B a2 %] | |58 securiy - Standard | 555 address Transistion - Standard | €23 VPN Manager | £ Desktop Security - Standard |
=B Network Ohiscts " — = " —
EI Check Point [ille] SOURCE DESTIMATION E ACTION
EE am-winzksry -
(] Nodes | 1| S ven@any | 4L nternal | * Any | TCE hitp |@ Cliert £uth - M
E‘ Interoperable Devices
E‘ Damains — Users and Administrators:
@] O3E Devices Shoe A1 =
Groups
E Logical Servers _’I
E‘ Address Ranges L
[]--E‘ Drynamic Objecks L I Comment | Behind MAT I W
E‘ olIP domains E 169 Mo M
New Remave I Edit I
‘
Administrator... Help | _.I
= Administrators Group, ., ]
—  External User Profile 3 |
Group...
LDAR group...
=
Template... =
Kl I l_I

Figure 76: SmartDashboard: Users and Administrators

= Click on New > User by Template > Default (as above)
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In the Generaltab, enter a user name (e.g. ‘Test’ as below):

File Edit View Manage Rules Polcy SmartMap Search Window Help
j@eolsetm|ansa || B RFceix||RsdmE| R
52 5 1= || smenvetense.. || P 2227 (4481 | [x @ @ @ H 57 || ~ % =

=g

D | & | & | & | & | = | <] | o I I B2 Security - Standard |='§ Address Translation - Standard | €8 v Manager | 5 Deskrop Security - Standard |
E|-El!|. Nebwork Objects | | - —
=B check Paint ettt “
R smevinzkery x| _
0] Modes | IE8 hitp |@ Client Auth - M
= . Location | Time | Certificates | Encryption |
g Interaperable Devices General | Personal I Groups | Authentication
[]--E‘ Metwiorks
E‘ Domains )
[] OSE Devices Login Mame: |Tsst
Groups
E Logical Servers :
E‘ Address Ranges J _I
-] Dynamic Objects fment [ Behind At [ W
E‘ walP domains o N
I — Bl
=]
- |
’TI Cancel Help |
-
| I

Figure 77: SmartDashboard: User Properties: General

= Select the Groups tab

© 2004 A.E.T. Europe B.V. 53 Edition 1.2
Doc ID: CheckPoint_SafeSign_v1.2



SafeSign Integration and Configuration Guide
SBF@ For Check Point™ NG HHE T

In the Groups tab, add the user to a previously created group by selecting the user and clicking Add=>:

File Edit View Manage Rules Policy SmartMap  Search  Window Help
|@oliam | gasa|B|BFfFfeix||9a8mE R
52 5 1= || @smeroetense.. || Pl (=7 SR1]| [k @la@Hx || ~ 2 %& (0w

T | qla|® |8 |a |2 |% | | [ securiy - Standard | 723 adiess Transiation - seandard | @) PN Manager | £ Deskeop Sscury - standard |
E|-El!|. Mebwiark Objects = "
E‘ﬁmbd: e | TCE hitp |@ Client Auth -t
=] Mo Location | Time: | Certificates I Enciyption I
= .
g Intercperabie Devices General | Personal Groups | Authentication
[]--E‘ Metworks
E‘ Domains Available Groups Belangs ta Graups
§| Q5E Devices name name
T -
E Logical Servers -
Add> »
E‘ Address Ranges - J _I
[ Dynamic Objects < Remove fiment | Behind MAT [ W
E‘ WalP domains " "
N o < |
e — |
I
E
0K Cancel Help |
-
4| >

Figure 78: SmartDashboard: User Properties: Groups

= Select the Authentication tab
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In the Authentication tab, select Undefined as the Authentication Scheme:

File Edit View Manage Rules Policy SmartMap  Search  Window Help
|@oliam | gasa|B|BFfFfeix||9a8mE R
52 5 1= || @smeroetense.. || Pl (=7 SR1]| [k @la@Hx || ~ 2 %& (0w
T |Q, |la e |8 |& @ |5 | | [ securiy - Standard | 723 adiess Transiation - seandard | @) PN Manager | £ Deskeop Sscury - standard |
E|-El'|. Mebwiark Objects

EI B| Check Point
EB am-winZksry
E‘ Nodes Location | Time: | Certificates I Enciyption I

= i ;
|S] tnkeroperable Devices General | Personal | Groups Authentication
E‘ Retworks

EI Domains

§| Q5E Devices

-] Groups Authentication Scheme: 8
E Logical Servers  Settings: J _'I
E‘ Address Ranges
E‘ Drynamic Objects [pment | Eehind MAT I Wi
E‘ WalP domains o M

| TCE bty |@ Client Auth -t

)

E2}

No Specific Settings

] ||

0K I Cancel Help |

=
1| |»

Figure 79: SmartDashboard: User Properties: Authentication

= Select the Encryption tab
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In the Encryption tab, under ‘Client Encryption Methods’, select IKE as the Client Encryption Method:

File Edit WView Manage Rules Polcy SmartMap  Search  Window  Help
j@eolsetm|ansa || B RFceix||RsdmE| R
52 5 1= || Gsmenveense.. || Fie[@ [E=F7 81 R1 || (v @ l@ @ H o || ~ 2 =@ @ =

=N | =1 | =} | {s} | B | =, | ) | = I I 22 security - Standard |='§ Address Translation - Standard | €3 vPH Manager | £ Desktop Security - Standard |
E|-El'|. Network Objects | | =
- Check Point i “
B i x
(5] rod | IE8 hitp |@ Client Auth - M
=t . General | Personal | Groups | tuthentication |
(5] trteroperabie Devices Location | Time | Certificates Encryption
[]--E‘ Metwarks
E‘ Comains
[] OSE Devices Clignt Encryption Methods
Groups [ i <]

E Logical Servers \
E‘ Address Ranges J _I
-] Dynamic Objects fment [ Behind taat [
E‘ wolIP domains e "

It
Successful Authentication Track:
[ i+ None " Log € Alert

e — | 0|

=]
0K Cancel Help |
-
1| G

Figure 80: SmartDashboard: User Properties: Encryption

= Click on Edit and select Public Key in the /KE phase 2 Properties dialog
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Click OK (twice) to close the /KE phase 2 Properties dialog and the User Properties dialog and install the user
database, by clicking on the install button:

File Edit Yiew Manage Rules Palicy SmartMap Search ‘Window Help
j@oliae|| tnnn || B LFSeix||DaaRE]| W
Gl EE IR S =R

T |Q |la & |8 |a | |5 | | | B Securty -Standard | 755 address Translation - standard | () VPN Manager | T Deskion Security - Standard |

E|--E',n. Metwork Objects
o] wow [ | re | o [ e |
| -

=
Eﬁ am-winzksry .
[} Ice
] Woces | 1| S vPtEAny | Lt internal | * Ay | TEP hityy |@ Clert Auth
E‘ Interoperable Devices
[]__El Metworks Users and Admin ill
] Domains “f= Install Database x|
§| OSE Devices _I
= a
Groups Inztalling Databases on: am-winZksry
E Lagical Servers LI
E‘ Address Ranges Database installed successfully on am-winzksry,
B Lo
- [i&] Dynamic Objects Database installation complete [ Behindnat [ v
El YalP domains o i
D atahase installation succeeded for:
am-winZksry
=
K| r
Abort Clase
|
= T 1] 1] |
| =]

-
1| >

Figure 81: SmartDashboard: Install Database

= Close all windows and save the policy.

= Add a rule to enable communication between the group of users and the Gateway. Select ‘Client Encrypt’
as the action in the rule.

Note that when modifying and compiling rules in the Check Point VPN-1 / FireWall-1 SmartDashboard, you will
need to select Update Site from the Sites menu of the Check Point VPN-1 SecuRemote / SecureClient (if
such a site is already created).

= Select Install from the Policy menu to install the Security Policy on the Gateway.

Now you are ready to obtain a certificate on your SafeSign token, as described in Chapter 3.
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