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About the Document

This product description defines the features and supported configurations of SafeSign Identity Client Standard for SuSE
10.0 and that were tested by its developer A.E.T. Europe B.V. and describes its installation process.
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1

Introduction

SafeSign Identity Client for SUSE 10.0 is a software package to enhance the security of applications that
support PKCS #11 by hardware tokens, i.e. smart cards, USB tokens or SIM cards.

The SafeSign Identity Client package provides the SafeSign Identity Client PKCS #11 library for SuSE 10.0
that allows the user to generate and store public and private data on a personal token.

SafeSign Identity Client for SUSE 10.0 Functionality

SafeSign Identity Client for SUSE 10.0 includes all functionality necessary to use hardware tokens in a variety
of Public Key Infrastructures (PKIs). This includes:

PKCS #11 for integration with applications supporting PKCS #11, including Mozilla Firefox.
PKCS #12 support.
PKCS #15 support.

Product Description with installation instructions for end users (no developer documentation). All documentation is in
the English language.

RPM packages for installation on the SuSE 10.0

Token Management Utility / Token Administration Utility to initialise the token, change PIN, etc.

© 2006 A.E.T. Europe B.V. 1 Edition 1.1
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3.1

3.2

3.3

3.4

Features

The following (new) features are supported by SafeSign Identity Client Standard Version 2.3 for SuSE 10.0 (in
analogy to the (new) features supported by SafeSign ldentity Client version 2.3 for Windows):

. Multiple token support;
. Support for PIN / PUK of 15 characters;
. Multiple language support;

. Token Management Utility / Token Administration Utility.
Multi-token support
SafeSign ldentity Client version 2.3 for SUSE 10.0 supports multiple tokens.

Refer to the list of tested configurations which (USB) tokens and readers have been tested.

Support for PIN / PUK of 15 characters

In combination with the Java Card 2.2 (or up) / GlobalPlatform 2.1.1 compliant Java smart cards supported, it
is possible to initialise the token with a PIN and / or PUK of 15 characters.

Multiple language support

SafeSign ldentity Client for SUSE 10.0 supports multiple languages.

The language of the Token Administration Utility depends on the system language.

Token Management Utility / Token Administration Utility

SafeSign Identity Client for SUSE 10.0 includes the Token Management Utility and/or Token Administration
Utility for token management operations (provided in two separate RPM packages).

For general functionality of the Token Management Utility / Token Administration Utility, please refer to the
SafeSign ldentity Client Token Management Utility User Guide for Windows / SafeSign ldentity Client Token
Administration Utility User Guide for Windows.

© 2006 A.E.T. Europe B.V. 2 Edition 1.1
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4 Tested Configurations
SafeSign ldentity Client Standard version 2.3 for SUSE 10.0 was tested with the smart cards, USB tokens,
smart card readers, applications and Macintosh environments listed below.
Note that though SafeSign is designed to support an extensive range of tokens, only a specific number of
tokens / readers (combinations) have been tested with SuSE 10.0, as part of AET’s Quality Assurance
procedures. This does not imply that other tokens / readers (combinations) do not work.
4.1 Installation files
The complete installation package for SafeSign Identity Client version 2.3 for SUSE 10.0 comprises of:
. pcsc-lite-1.2.9-7.i586.rpm or pcsc-lite-devel-1.2.9-7.i586.rpm: pcscd is the daemon program
for PC/SC Lite. It is a resource manager that coordinates communications with Smart Card readers and
Smart Cards that are connected to the system. The purpose of PCSC Lite is to provide a Windows®
SCard interface in a very small form factor for communicating to smartcards and readers. PCSC Lite
uses the same winscard api as used under Windows®. This package was tested to work with A.E.T.
Europe SafeSign. This package is supported by A.E.T. Europe B.V. when used in combination with
SafeSign.
. safesign-javacard-2.3.1-1.i586.rpm: Enables the use of Java Card 2.1.1+ smart cards with
SafeSign Identity Client cryptographic middleware.
. safesign-pkcs11-2.3.1-2.i586.rpm: Enables the use of smart cards in PKCS #11 enabled
applications, such as web browsers (Netscape, Mozilla and Firefox), e-mail clients (Thunderbird, Mozilla
Mail and Netscape Mail) and various other applications such as VPN clients.
. safesign-tokenmanager-2.3.1-1.i586.rpm or safesign-tokenadmin-2.3.1-1.i586.rpm: The
Token Management Utility / Token Administration Utility allows you to initialise and manage
cryptographic tokens supported by the SafeSign Identity Client middleware.
4.2 PC/SC lite

SafeSign Identity Client Standard Version 2.3 for SUSE 10.0 includes an AET enhanced Linux PC/SC daemon,
which was especially developed to improve the performance and stability of the Linux PC/SC daemon (as
available from the MUSCLE site) and thus the stability of the SafeSign PKCS #11 Library.

Important Note

Use of the AET PC/SC daemon is a requirement to qualify for support of SafeSign Identity Client Version 2.3
for SUSE 10.0.

4.3 Operating System
SafeSign ldentity Client Standard version 2.3 for SUSE 10.0 comes in a standard version for the following
environments:
. SuSE 10.0

© 2006 A.E.T. Europe B.V. 3 Edition 1.1
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4.4 Tokens

SafeSign ldentity Client Standard version 2.3 for SUSE 10.0 has been tested to support the following tokens:
. STARCOS® smart cards developed by Giesecke & Devrient (G&D): SPK2.3, STARCOS 3.0;

. Java Card v2.1.1 / Open Platform 2.0.1 compliant Java smart cards:
G&D Sm@rtCafé Expert 2.0, IBM JCOP20;
. Java Card v2.2+ / GlobalPlatform 2.1.1 compliant Java smart cards:

G&D Sm@rtCafé Expert 64, G&D Sm@rtCafé Expert 3.0, IBM JCOP41.

4.5 Smart Card Readers

SafeSign ldentity Client Standard version 2.3 for SUSE 10.0 supports the following smart card readers and
USB tokens:

. Omnikey CardMan Desktop USB 3121 (using the Linux driver, version 2.6.0, provided by Omnikey);

4.6 Applications

SafeSign ldentity Client Standard version 2.3 for SUSE 10.0 supports the following applications:

. Mozilla Firefox version 1.0.5.6
. Mozilla Firefox version 1.0.8
. Mozilla Thunderbird version 1.0.5.5
© 2006 A.E.T. Europe B.V. 4 Edition 1.1
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5 Installation

51 Installation Process

rj Note
Note that users need to have sufficient privileges and basic knowledge of Linux / SUSE 10.0 to install SafeSign
for SuSE 10.0.

Note that previous installation of SafeSign (packages) on SuSE 10.0 should be de-installed first, before
installing the latest RPM packages.

To prevent problems with discrepancies in the registry, users should execute the following command in their
home directory after upgrading SafeSign: rm —rf~/.safesign

The next time a SafeSign component is used, the system registry from /etc/safeSign/registry will be
automatically copied.

After saving the installation packages to a location on your computer, there are two basic ways of installing
them:

1. Using YaST;

2. Using a Terminal.

5.1.1 YaST
When clicking on one of the RPM packages, you will get information on the content of the package.

You can then choose to use YaST to install the package, by clicking on Install Package with YaST:

= 5afésign-pkc51:1-2.3.1-.2.15.86._rpm - K-onqueror:?j

Location Edit View Go Bookmarks Tools Settings Window Help

QWY O U = d |

E» Location: i-': ome/mira/SuSE 9.3 and 10.0/safesign-pkcsl1-2.3.1-2.i586.rpm |~ | o ||C] |vi
@ & Home Folder . .. I
i &bin Install Package with YasT | Use Directory as Source with YaST
i ADesktop - — :
s D Ii] i
~IDocuments escription l Changelog | Files
&) [ Pictures =
= safesign-pkcsll
2 lgipublic_html
l.ic., ®=SuSE 9.3 and 10.0 Version: 2.3.1-2
a
£
E Project Page: http://www.aeteurope.nl/
9 Enables the use of smart cards in PKCS #11 enabled applications. such
w as web browsers (Netscape, Mozilla and Firefox), e-mail clients
(Thunderbird, Mozilla Mail and Netscape Mail) and various other
& applications such as VPN clients.
¢

' | Parsing complete.

Figure 1: SafeSign Installation: Install Package with YaST

Follow the instructions given to install the package (the SafeSign PKCS #11 Library, in this case) and repeat
the same steps for the other SafeSign installation packages (paragraph 4.1).

© 2006 A.E.T. Europe B.V. 5 Edition 1.1
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5.1.2 Terminal

You can install the SafeSign installation packages with a terminal (Konsole in our example), using the

following commands:

o m'ira@lli'nux:f....FSuSE 9.3 and 10.0 - Shell - Konsole {‘

Session Edit View Bookmarks Settings Help

mira@linux:"> Is

bin Desktop Documents Pictures public_html SuSE 9.3 and 10.0
mira@linux:™> cd SuSEN 9.3% ands 10.0/

mira@linux:"/SuSE 9.3 and 10.0> ls

pcsc-lite-1.2.9-7.i586.rpn safesign-pkes11-2.3.1-2.i586.rpm
pcsc—-lite-devel-1.2.9-7.i586.rpm safesign—tokenadmin-2.3.1-1. i586 .rpn
safesign- javacard-2.3.1-1.i586.rpm safesign—tokenmanager-2.3.1-1.i586.rpn
mira@linux:”~SuSE 9.3 and 10.0> rpn -i safesign-pkecs11-2.3.1-2.i586.rpn]]

'k

4]

|| | i shell

Figure 2: SafeSign Installation: Install Package with Konsole

Repeat the same steps for the other SafeSign installation packages (paragraph 4.1).

52 Verify installation

When SafeSign is installed, you can verify that installation is successful by checking for the presence of the

Token Management Utility / Token Administration Utility (in the Systems folder):

@ Token Administration Utility —

DRigital [Ds Token Help

Reader or Token Name J Token Status

I OMNIKEY CardMan 3x21 00 00 absent

|' 7

Figure 3: Token Administration Utility: CCID Smart Card Reader

Note that the Omnikey CardMan 3121 USB reader (drivers) have been installed.

© 2006 A.E.T. Europe B.V. 6
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When you insert a token, the Token Administration Utility will either display that a blank token is inserted
(that can be initialised) or that a token with a token label has been inserted (as below):

3

¥ Token Administration Utility =

Digital IDs Token Help
Reader or Token Name [Token Status |

* SafeSign Token operational

Figure 4: Token Administration Utility: SafeSign Token

All features of the Token Administration Utility are available to you (apart from the Task Manager). Refer to
the SafeSign Identity Client Token Administration Utility User Guide for Windows.

© 2006 A.E.T. Europe B.V. 7 Edition 1.1
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6 Installation of SafeSign Security Module
When you have installed SafeSign ldentity Client, you may want to use SafeSign ldentity Client with such
applications as Firefox and/or Thunderbird or other (PKCS #11) applications that support the use of tokens.
In order to do so, you should install or “load” the SafeSign Identity Client PKCS #11 library as a security
module in these applications®.

6.1 Firefox

In Firefox, go to Firefox > Preferences > Advanced > Security > Security Devices:

©] Device Manager:’f{f

Security Modules and Devices | | Details ] Value
E NSS Internal PKCS £11 Module
Generic Crypto Services
Software Security Device

H Builtin Roots Module
Builtin Object Token E Fand |

Enable FIPS |

[ ok || Help |

Figure 5: Firefox Device Manager: Security Modules and Devices

The SafeSign PKCS #11 module is not yet installed.

= Click on Load to load a new module

Upon clicking on Load, you can enter the information for the module you want to add:

) Load PKC5#11 Device —
Enter the information for the module you want to add.

Module Name: |new PKCS#11 Module |
Module filename: |

! Browse... |

oK || cancel |

Figure 6: Firefox Device Manager: Load PKCS#11 Device

! This is customary for PKCS #11 applications, where you need to load the cryptographic library or make reference to the library to be
used for cryptographic / token support.

© 2006 A.E.T. Europe B.V. 8 Edition 1.1
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3 =» Enter a name for the security module, e.g. SafeSign Identity Client and type in the name of the SafeSign
Identity Client PKCS #11 library (i.e. libaetpkss.so):

) Load PKCS#11 Device —
Enter the information for the module you want to add.

Module Name: |safesSign [dentity Client
Module filename: [Iibaetpkss.su| | l T

OK |I Cancel

Figure 7: Firefox Device Manager: Load SafeSign

= Click OK

4 You will be asked to confirm installation of the security module:

=) Confirm

@ Are you sure you want to install this security module?
Module Name: SafeSign [dentity Client
Path: libaetpkss.so

Figure 8: Firefox Device Manager: Are you sure you want to install this security module?

= Click OK to continue installation

5 You will be informed when the module is successfully loaded:

& A new security module has been installed

Figure 9: Firefox Device Manager: A new security module has been installed

= Click OK

© 2006 A.E.T. Europe B.V. 9 Edition 1.1
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The SafeSign PKCS #11 Library will now be available as a security module in Firefox:

“J Device Manage

Security Modules and Devices Details Value |

= NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

= Builtin Reots Module
Builtin Object Token | lond |

= safeSign Identity Client
OMNIKEY CardMan 3x21 00 00

| EnableFIPs |

| Help |

Figure 10: Firefox Device Manager: SafeSign Security Module

Under the name of the security module (‘SafeSign Identity Client’, as specified in Figure 7), the available
devices are displayed.

In this case, there is only one device installed, a smart card reader identified by the label ‘CCID Smart Card
Reader’. No token is inserted in the reader.

When the token is inserted, the label of the token will be displayed:

©) Device Manager —

Security Modules and Devices Details | Value |
= NSS Internal PKCS #11 Medule
Generic Crypto Services
Software Security Device

= Builtin Reots Module
Builtin Object Token | and |
= SafeSign Identity Client
SafeSign Token

| EnableFIPs |

ok e

Figure 11: Firefox Device Manager: Token inserted

Note that there may be different reader and token combinations (so-called “slots”), for example, a smart card
in a smart card reader or a USB token.

© 2006 A.E.T. Europe B.V. 10 Edition 1.1
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You can now use your SafeSign token in Firefox for such operations as web authentication, where you will be
asked to select a device and enter the PIN:

( ? ) Please enter the master password for the SafeSign Token.

| oK || cancel

Figure 12: Firefox: Prompt

.S Installation Fails
When installation of the SafeSign PKCS #11 library as a security module in Firefox fails, the following prompt
will be shown:
& Unable to add module
Figure 13: Firefox: Unable to add module
= Verify that you have provided the correct name, i.e. /ibaetpkss.so (located in /usr/lib)
.S Delete Module
It is possible to delete the SafeSign Identity Client security module, by clicking Unload.
Upon clicking Unload, the module will be deleted:
& External security module successfully deleted
Figure 14: Firefox: External security module successfully deleted
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6.2 Thunderbird

In Thunderbird, go to Firefox > Preferences > Privacy > Security Devices:

- L)
& Device Manager —/

Security Modules and Devices Details | Value |

JENSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

= Builtin Roots Module I

Builtin Object Token

Load |

| Enable FIPS |

OK

Figure 15: Thunderbird Device Manager: Security Modules and Devices

The SafeSign PKCS #11 module is not yet installed.

= Click on Load to load a new module

2 Upon clicking on Load, you can enter the information for the module you want to add:

@ Load PKCS#11 Device —

Enter the information for the module you want to add.

Module Name: | ew PKCS£11 Modul

Module filename: | | | Browse... |

Cancel ||  OK |

Figure 16: Thunderbird Device Manager: Load PKCS#11 Device
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3

=» Enter a name for the security module, e.g. SafeSign Identity Client and type in the name of the SafeSign
Identity Client PKCS #11 library (i.e. libaetpkss.so):

@ Load PKCS#11 Device —

Enter the information for the module you want to add.

Module Name: | SafeSign [dentity Client

Module filename: | libaetpkss.sol | Browse...

| cancel || oK

Figure 17: Thunderbird Device Manager: Load SafeSign

= Click OK

You will be asked to confirm installation of the security module:

\'\}? Are you sure you want to install this security module?
Module Name: SafeSign [dentity Client
Path: libaetpkss.so

Cancel | 0K

Figure 18: Thunderbird Device Manager: Are you sure you want to install this security module?

=>» Click OK to continue installation

You will be informed when the module is successfully loaded:

Figure 19: Thunderbird Device Manager: A new security module has been installed

= Click OK
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The SafeSign PKCS #11 Library will now be available as a security module in Thunderbird:

@ Device Manager —

Generic Crypto Services
Software Security Device
= Builtin Roots Module

Builtin Object Token

= SafeSign [dentity Client

OMNIKEY CardMan 3x21 00 00

Security Modules and Devices | Details J Value |
= NSS Internal PKCS #11 Module Module SafeSign I...
Path libaetpkss.sa

|safeSign Identity Client|

Load ]
Unload |
Enable FIPS |

Figure 20: Thunderbird Device Manager: SafeSign Security Module

Under the name of the security module (‘SafeSign Identity Client’, as specified in Figure 17), the available

devices are displayed.

In this case, there is only one device installed, a smart card reader identified by the label ‘CCID Smart Card
Reader’. No token is inserted in the reader.

When the token is inserted, the label of the token will be displayed:

- Device Manage

Generic Crypto Services
Software Security Device
= Builtin Roots Module

Builtin Object Token

3 SafeSign [dentity Client

SafeSign Token

Security Modules and Devices | Details ] Value ]
= NSS [nternal PKCS #11 Module Module SafeSign L...
Path libaetpkss.so

Load ' |
Unload |

Enable FIPS |

OK

Figure 21: Thunderbird Device Manager: Token inserted

Note that there may be different reader and token combinations (so-called “slots™), for example, a smart card
in a smart card reader or a USB token.
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You can now use your SafeSign token in Thunderbird for such operations as web authentication, where you
will be asked to select a device and enter the PIN:

\?P Please enter the master password for the SafeSign Token.

| Cancel || OK

Figure 22: Thunderbird: Prompt

¢
S Installation Fails
When installation of the SafeSign PKCS #11 library as a security module in Thunderbird fails, the following
prompt will be shown:
& Unable to add module
Figure 23: Thunderbird: Unable to add module
= Verify that you have provided the correct name, i.e. /ibaetpkss.so (located in /usr/lib)
¢
S Delete Module
It is possible to delete the SafeSign Identity Client security module, by clicking Unload.
Upon clicking Unload, the module will be deleted:
y |‘: External security module successfully deleted
OK
Figure 24: Thunderbird: External security module successfully deleted
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7 Known Issues

1. You should use the driver package(s) supplied by Omnikey for the CardMan 3121 instead of the native
CCID smart card reader driver. Note that driver version 2.6.0 should be used, as driver version 3.0.0
does not work.

2. Omnikey drivers are installed in the /usr/local/pcsc/drivers directory, however, SafeSign expects drivers
to be available in /usr/lib/pcsc/drivers. Drivers should be installed / available in the last-mentioned
directory to be able to work with SafeSign.

3. When using the GNOME desktop, in the Show Token Objects dialog, the option Show Private Objects is
missing. This is not the case when using the KDE Desktop, therefore we recommend using the KDE

Desktop.
4. In the Token Administration Utility, the Task Manager is not available.
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