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About the Product

SafeSign Identity Client is a software package that can be used to enhance the security of applications that support
hardware tokens through PKCS #11 and Microsoft CryptoAPI.

The SafeSign ldentity Client package provides a standards-based PKCS #11 Library and Cryptographic Service Provider
(CSP), allowing users to store public and private data on a personal token, either a smart card, USB token or SIM card. It
also includes the SafeSign Identity Client PKI applet, enabling end-users to utilise any Java Card 2.1.1 and higher
compliant card with the SafeSign Identity Client middleware.

Combining full compliance with leading industry standards and protocols, with flexibility and usability, SafeSign Identity
Client can be used with multiple smart cards / USB tokens, multiple Operating Systems and multiple smart card readers.

SafeSign Identity Client allows users to initialise and use the token for encryption, authentication or digital signatures
and includes all functionality necessary to use hardware tokens in a variety of PKI environments.

SafeSign Identity Client Version 2.3 for Windows supports the following tokens (as described in the product description):

. STARCOS® smart cards developed by Giesecke & Devrient GmbH (G&D): SPK2.3, SPK2.3 RawRSA, SPK2.4,
SPK2.4 FIPS, SPK2.5 Dual Interface (DI) and STARCOS 3.0;

. The G&D StarKey100 (M) and StarKey200 USB token with the completed STARCOS SPK 2.3 / 2.4 operating
system;

. The G&D StarKey220 HID token with the completed STARCOS SPK 2.3 operating system;

. The G&D StarKey400 and StarKey400 M (with flash memory) USB token with Sm@rtCafé Expert 64k;

. The Eutron Cryptoldentity / CryptoCombo ITSEC-P with the completed STARCOS SPK 2.3 operating system, and
the Cryptoldentity / CryptoCombo FIPS USB token with the completed STARCOS SPK 2.4 operating system;

. The SafeNet iKey 3000 USB token with the completed STARCOS SPK 2.3 operating system;

. The KeyCorp Multos v4.2 48K card and the KeyCorp Multos v4.2 64K card;

. Java Card v2.1.1 / Open Platform 2.0.1 compliant Java smart cards:
Aspects OS755 v2.8, Axalto e-gate, Axalto Cyberflex Access Developer 32K, Axalto Cyberflex 64Kv1l and 64Kv2,
Axalto Cyberflex Palmera, G&D Sm@rtCafé Expert 2.0, G&D STARSIM Java, Gemplus GemXpresso 211pk/Pro R3,
IBM JCOP 20/21/30/31, MartSoft Java card, Oberthur CosmopolIC v4, Orga JCOP 20/30.

. Java Card v2.2+ / GlobalPlatform 2.1.1 compliant Java smart cards:

Aspects OS755 (Java Card 2.2), G&D Sm@rtCafé Expert 64, G&D Sm@rtCafé Expert 3.0, IBM JCOP21 (Java Card
2.2), IBM JCOP31 (Java Card 2.2), IBM JCOP41, Oberthur IDone Cosmo64 v5.2.

SafeSign Identity Client comes in a standard version with an installer for the following Windows environments?:
. Windows 98 SE, Windows ME

. Windows 2000, Windows XP (Professional), Windows 2003 Server

In principle, SafeSign Identity Client supports any PC/SC compliant smart card reader. However, to avoid power
problems, smart card readers must be capable to provide at least a current of 60mA. PC/SC driver software is available
from the web site of the smart card reader manufacturer.

For more information, refer to the latest SafeSign ldentity Client Product Description.

* Windows NT 4.0 is supported up to SafeSign Identity Client 1.0.9.04, in line with Microsoft's end-of-life policy.

© 2006 A.E.T. Europe B.V. \ Edition 2.0
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About the Manual

This manual is specifically designed for users of Microsoft Server 2003 Terminal Services, who wish to use their SafeSign
Identity Client Token to enhance the security of their communications.

The manual describes how to work with your SafeSign Identity Client Token in combination with Windows 2003 Terminal
Services.

In order to set up your SafeSign Identity Client Token for use with Microsoft Windows 2003 Server Terminal Services,
follow the instructions in the manual.

Every activity has a number of steps, indicated by the numbers at the left-hand side of the text: 1
Each step will require you to take a certain action, which is indicated by a: =
Go through these steps and the actions you are required to take, in order to perform the desired activity,

taking into account the notes in black with: rj and the larger ones in blue with: é&i

Note that this manual assumes you have installed SafeSign Identity Client and have initialised the token with the
SafeSign Identity Client Token Management Utility / Token Administration Utility, thus making it ready to use with
Internet Explorer and Microsoft applications. See for instructions on installing SafeSign Identity Client the SafeSign
Identity Client User Guide for Installation and for configuring and managing your SafeSign Identity Client Token, either
the SafeSign Identity Client Token Management Utility Guide or SafeSign Identity Client Token Administration Utility
Guide.

This document is part of the user documentation for SafeSign Identity Client.

© 2006 A.E.T. Europe B.V. \l Edition 2.0
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1 Windows 2003 Terminal Services

Terminal Services is a multi-session environment that gives remote computers access to a server desktop
through "thin client" software.

In Terminal Server mode, you can access Windows-based applications or the Windows desktop itself on
virtually any computing device - including those that cannot run Windows. When a user runs an application on
Terminal Server, all of the application execution takes place on the server, and only keyboard, mouse, and
display information traverses the network. Users see only their own individual sessions, which are managed
transparently by the server operating system, and remain independent of any other client session. Through
terminal emulation, Terminal Services allows the same set of applications to run on diverse types of desktop
hardware.

Microsoft Terminal Services include Terminal Services Manager and Terminal Services Licensing,
administrative tools you can use to manage servers and connections. In addition, Terminal Services includes
client software to support Windows-based clients.

An improved feature of Terminal Services in Windows 2003 Server is that it is now possible to log on to the
Windows environment using a smart card, as was not possible with previous versions of the Microsoft
Terminal Server (Windows 2000 Server did not support smart card services in Terminal Services). A smart
card that contains Windows logon credentials can provide those credentials to a Windows Server 2003 remote
session for log-on. Note that this feature requires a client OS that can recognize the smart card first: Windows
2000, Windows XP and Windows CE .NET.

1.1 Prerequisites

For smart card logon with Terminal Services in Windows 2003 Server to work, the following prerequisites are

to be fulfilled:

. Active Directory installed and configured;

. Microsoft Certification Authority installed and configured;

. SafeSign ldentity Client software installed on the Windows 2003 (Terminal) Server;

. Drivers for the smart card reader(s) installed on the Windows 2003 (Terminal) Server and on the
client;

. A smart card reader installed on the client;

. A token (smart card or USB token) that is supported by SafeSign Identity Client, personalized which a

Digital ID which supports smart card logon (see the SafeSign Identity Client User Guide for Microsoft
Windows 2003 for more details) for use on the client;

. Windows 2000, Windows XP or Windows Server 2003 used as a client to connect to the Windows 2003
(Terminal) Server.

© 2006 A.E.T. Europe B.V. 1 Edition 2.0
Doc ID: Windows2003_Terminal_Safesign-IC_v2.0



sa F@ SafeSign ldentity Client User Guide ﬂ.€ T
IOENTITY CLIENT Microsoft Windows Server 2003 Terminal Services

1.2 Installation of Terminal Server
Microsoft Windows Terminal Server enables users to run Windows-based applications on a remote computer
running one of the Windows Server 2003 family of Operating Systems.

Microsoft Terminal Server is part of Microsoft Server 2003, but may have to be installed. Installation of
Terminal Server on the server is described below.

1 To install Microsoft Terminal Server, go to Start -> Settings -> Control Panel and double click ‘Add or
Remove Programs’ to open the Add or Remove Programs window:

& Add or Remove Programs _ ||:||5|
Currently installed programs: Sork by: IName vI

& Safesign for STARCOS

To change this program ar remove it from wour computer, c ange) e, Change/Remove

080 Snaglt & Size 13.28MB

Figure 1: Add Remove Programs

= From the Add or Remove Programs console double-click Add/Remove Windows Components:

Figure 2: Add/Remove Windows Components

© 2006 A.E.T. Europe B.V. 2 Edition 2.0
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2 This will open the Windows Components Wizard, allowing you to check whether or not the Terminal Server is
installed:

Windows Components Wizard x|

Windows Components
ou can add or remove components of Windows,

To add or remaove a component, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what'z included in a compaonent, click

Details.

Components:

[ B Remate Installation Services 20MB ;I
O & Remaote Storage 35 ME

‘n Termninal Server 0.0 KB |
| r;f Terminal Server Licensing 0.9 MB
vl &8 1IN0 SArvices 49mR T

Dezcription:  Configures this cormputer to allaw multiple ugers bo run one or mare
applications remotely.

Total disk space required: E.1 kB Details |
Space available on dizk: 35725 MB —

¢ Back I Mest > I Cancel | Help |

Figure 3: Windows Components Wizard: Windows Components

If the checkbox in front of Terminal Server is not checked (as above), Terminal Server is not yet installed.

= Check Terminal Server and click Next to continue

3 The Terminal Server setup dialog will appear, displaying the Terminal Server installation notes:

Windows Components Wizard

Terminal Server setup
You chose to install Terminal Server on this computer

Thiz option inztall: Terminal Server, which configures the computer to run
& programns for multiple simultaneous users. Maote: By default only members of |

the local Administrators group will be able to connect to this Terminal

Server. vou will need to add user accounts to the local Remate Desktop

|Jzerz group to allow users o connect ta thiz Terminal Server. Do not

ingkall Terminal Server if you only need Remate Desktop for administration,

which iz inztalled by default, and may be enabled by opening the Remate

tab of the System control panel applet and enabling remote connections.

Progran [nstallation: If you continue with this installation, programs that are
already installed on your server will no longer work, and will have to be
reinztalled. 'ou must uze Add or Bemoyve Programs in Control Panel
whenever you inztall programs to uze an a Terminal Server.

Licenzing: To continue uzing Terminal Server after an initial grace period J
-

< Back Cancel | Help |

Figure 4: Windows Components Wizard: Terminal Server setup: install

© 2006 A.E.T. Europe B.V. 3 Edition 2.0
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Read the Terminal Server installation notes displayed carefully before continuing. Whether or not you need
Terminal Server Licensing depends on how you are going to deploy the Terminal Server. Please check the
Microsoft site http://www.microsoft.com/windowsserver2003/howtobuy/licensing/ts2003.mspx whether or not

you need to install the Terminal Server Licensing component.
= Click Next to continue

4 The Terminal Server setup: Select default permissions for application compatibility dialog will appear, allowing

you to select which security profile is applicable in your situation:

Windows Components Wizard

Terminal Server Setup
Select default permizzions for application compatibility,

Some applications require special access to system rezources, such az the registry and
zystem directories, in order to wark corectiy.

i
This option uses the latest Windows Server 2003 security features and provides
the most zecure environment for pour Terminal Server. However, some
applications that were designed to wn on earlier platiarms might not rn propely.
Tou can uze the Terminal Services Configuration tool to relax security at any time
if thiz option proves to be too restrictive.

" Relaxed Securty

& Thiz option leszens many of the security enhancements in Windows Server
2003. Under this configuration, users have access to critical registry and spstem
file lozations. Thiz may be necezzam in arder ta run some applications that were
dezigned for earlher platforms.

< Back I Mest = I Cancel | Helm

Figure 5: Windows Components Wizard: Terminal Server setup: permissions

= Select an option (in this guide, the Full Security option is selected) and click Next to continue

© 2006 A.E.T. Europe B.V. 4
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5 The Configuration Warning dialog will appear, informing you about the consequences of the permissions set
above (Figure 5) and asking you if you want to continue the installation with these settings:

Configuration Warning 5[

Internet Explorer Enhanced Security Configuration will significantly restrict the abiliey of Users on a terminal server to
! browse the Internet Fram their Terminal Server session, To change this setting Far users, click Mo, go to Internet
Explorer Enhanced Security Configuration, click Details and then uncheck the box For users,

Do wou wank to continue the installation with these settings?

Figure 6: Configuration Warning: Do you want to continue the installation with these settings?

= Click Yes to continue

6 Upon clicking Yes, installation of the Microsoft Terminal Server will proceed:

Windows Components Wizard

Configuring Components
Setup is making the configuration changes vou requested,

.‘-_l Fleaze wait while Setup configures the components. This may take
zeveral minutez, depending on the components selected.

Statuz:  Inztalling Internet Infarmation Services. .

R —

¢ Back Hest Help |

Figure 7: Windows Components Wizard: Configuring Components

= Wait until Setup configures the components

© 2006 A.E.T. Europe B.V. 5 Edition 2.0
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7 When Setup has finished configuring and installing the components, the Completing the Windows
Components Wizard dialog will appear:

Windows Components Wizard |

Completing the Windows
Components Wizard

Y'ou have successfully completed the windomws
Components Wizard.

To cloze this wizard, click Finigh.

<Back | Finish

Heln |

Figure 8: Windows Components Wizard: Completing the Windows Components Wizard

= Click Finish to close the Windows Components Wizard

Windows Terminal Server is now installed (on the Windows 2003 Server machine that will act as the Terminal
Server). You can now install the Terminal Server Client (Remote Desktop Connection) on the client computers
(as described in Chapter 2).

© 2006 A.E.T. Europe B.V. 6 Edition 2.0
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2 Windows Terminal Server Client
2.1 Deployment
For a client to connect to the Terminal Server, it is necessary to install the Terminal Server Client, called the
Remote Desktop Connection (application).
Remote Desktop Connection is built into Windows XP and Windows Server 2003. For client computers that do
not have Remote Desktop Connection installed, but want to do so, one of the following options may be used:
. Use tools such as Microsoft Systems Management Server or Windows 2000 Group Policy to publish /
assign the Windows Installer-based Remote Desktop Connection.
. Create a client install share on Windows Server 2003. (This can also be done on Windows 2000
Server.)
. Install directly from the Windows XP or Windows Server 2003 CD, using the ‘Perform Additional Tasks’
selection from the CD’s autoplay menu. (Note This does not require installing the operating system.)
. Download the Remote Desktop Connection from
http://www.microsoft.com/windowsxp/using/mobility/getstarted/remoteclient.mspx
In this guide, we will describe how to create a client install share on the Windows Server 2003.
2.1.1 Create a client install share
For deployment convenience it could be useful to share the installation source of the Remote Desktop
Connection application so that it can be easily installed from a different computer.
The installation source of the Remote Desktop Connection application is installed during the installation of the
Terminal Server component in the following directory:
<windows installation drive>:\<windows installation path>\system32\clients\tsclient\win32\
Open the directory
<windows installation drive>:\<windows installation path>\system32\clients\tsclient\win32\:
& E:\, WINDOWS system32% clients' tsclient =a]x|
File Edit Wew Favorites Tools Help | :,'
Qb - ) - (P | - Search Folders | ¥ 3 X ) | [
Address I.,j E:WINDOW Sisystem32iclientsitsclient j a &0
MName = | Size | Type | Date Modified | F\ttr\butesl
File Folder 1082003 10:55 AM
Open
Explore
Search...
Send To [3
Cuk
Capy
Create Shortout
Dielete
Rename
Propetties
Displays the properties For sharing the selected Folder 4
Figure 9: win32 directory
= Right-click on the directory you wish to share and select Sharing and Security (as above)
© 2006 A.E.T. Europe B.V. 7 Edition 2.0
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The Properties dialog for the folder will appear, with the tab Sharing opened:

2]

General  Sharng | Sec:urit_l,ll Weh Sharingl Eustomizel

—

,._a- ‘You can share thiz folder with other uzers on your
netwark. To enable sharing for thiz folder, click Share thiz
folder.

thiz folder

Share name: IWin32

Diescription: I

Usger lirnit; &+ Masimum allowed

=i

To zet PErmisions far uzers who Permiszions... |
access this folder over the network:,

click Permizsionz.

To modify how people uze the content Offline Sett
while offine, click Dffine Settings. —l— e SEeE

= Allaws this number of uzers;

Ok I Cancel | Apply |

Figure 10: win32 Properties: Sharing

= Select Share this folder (as above) and then click OK

!/1
The win32 directory is now shared, as indicated by the hand through the directory "T‘J , and can now be
reached from a different computer.

© 2006 A.E.T. Europe B.V. 8 Edition 2.0
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2.2 Installation

As described above, the Remote Desktop Connection application can be installed by creating a client install
share on the Terminal Server, which can be reached by the client by connecting to the shared directory. In

this shared directory will be the Remote Desktop Connection application source that has to be installed in
order to connect to the Terminal Server.

1 Go to the shared directory where the Remote Desktop Connection application source can be found, i.e.
<terminalserver_name=>\win32 and double-click setup.exe to start the Remote Desktop Connection
InstallShield Wizard-

ii,? Remote Desktop Connection - Installshield Wizard ﬂ

Welcome to the InstallShield Wizard for
Remote Desktop Connection

The InstallshieldiR) Wizard will install Remote Deskiop
Connection on wour campuker, To conkinue, click Mesxt.

= Back

Cancel |

Figure 11: Remote Desktop Connection — InstallShield Wizard: Welcome

= Click Next to continue
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2 Upon clicking Next, the License Agreement dialog will be displayed:

jisf Remote Desktop Connection - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

SUPPLEMENTAL END USER LICENSE AGREEMENT: REMOTE DESETOP il
CONNECTION VERSION 5.2

[MPORTANT: READ CAREFULLY - This Supplemental End User License

& areement (“Suppletmental EULA™) is a legal agreement between you (either an
individual or a single entity) and Microsoft Corporation (“Mictrosoft™ for the

Ilicrosoft software that accompanies this Supplemental EULA which includes

cotipater software and may include associated media, printed materials, “online” or
electronic documentation, and Internet-based services (the “03 Components™. The

03 Components are provided to update, supplement, or replace exsting functionality

of the applicable Microsoft software for which the O3 Components are designed (any;l

{* T accept the terms in the license agreement:

" I do not accept the terms in the license agreemsnt

Installshield

< Back I Mext = I Cancel

Figure 12: Remote Desktop Connection — InstallShield Wizard: License Agreement

= If you agree with the license agreement select | accept the terms in the license agreement and

click Next to continue

3 The Customer Information dialog allows you to fill in your information:

ii;% Remote Desktop Connection - InstallShield Wizard

Customer Information

Please enter vour informatian,

User Mame:
IUserl

Organization:
[a.E.T. Europe B.v.

Install this application for:

& anyone whio uses this computer (all users)

" Only For me (haaino)

Installshield

< Back I Mext = I Cancel

Figure 13: Remote Desktop Connection — InstallShield Wizard: Customer Information

= Enter the requested details and click Next to continue
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4 After filling in all the required installation details, the installation of the Remote Desktop Connection
application is ready to begin:

ii? Remote Desktop Connection - Installshield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install ko begin the installation.

IF wou wank to review or change any of wour installation settings, click Back. Click Cancel ta
exit the wizard,

Imstallshield

Cancel

< Back

Figure 14: Remote Desktop Connection — InstallShield Wizard: Ready to Install the Program

= Click Install to install the Remote Desktop Connection application

5 When the Remote Desktop Connection application has been installed, you will be informed in the /nstallShield
Wizard Completed dialog:

ii? Remote Desktop Connection - InstallShield Wizard |

Installshield Wizard Completed

The Installshield Wizard has successfully installed Remote
Deskbop Connection. Click Finish to exit the wizard.

= Back Cancel

:

Figure 15: Remote Desktop Connection — InstallShield Wizard: InstallShield Wizard Completed

= Click Finish to exit the wizard

Remote Desktop Connection is now installed. If the Windows Server 2003 has been set up as Terminal Server,
you can now set up a connection (as described in Chapter 3).
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3 Using Terminal Services

3.1 Set up a Remote Desktop Connection

With the Remote Desktop Connection (application) installed on the client, you can connect to a Windows 2003
Terminal Server.

Start the Remote Desktop Connection by going to Start -> Programs -> Remote Desktop Connection:

=101 x|

‘.’2 Remote Desktop Conneckion

Computer: |<sewername> j

Connect I Cancel Help | Optiong 2>

Figure 16: Remote Desktop Connection

= Enter the computer name of the Terminal Server

When you have started the Remote Desktop Connection application, before connecting, you should first verify
the local device connection settings, in particular, if the smart card (installed on the client) is connected to
when logged on to the remote computer.

In order to do so, click Options (in Figure 16) and open the tab Local Resources:
(ol x]

‘.’2 Remote Desktop Connection

Generall Display Local Resources |Programs| Experiencel

— Remote computer zound

-
@E IBring to thiz computer j

.

~ Kevboard

Apply Windows key combinations
[far exarmple ALT+TAE]

Iln full screen mode only vI

r~ Local devices
Conhhect autarmatically to these local devices when logged on
to the remote computer:;

[ Disk drives
¥ Printers

[ Serial ports
¥ Smart cands

Connect I Cloge | Help

Figure 17: Remote Desktop Connection: Local Resources

2 Verify if under Local devices, the option Smart cards® is checked and if not, select it

! This option will be available when a smart card reader is installed on the local computer.
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You can now connect to the Terminal Server by clicking Connect, after which the Log On to Windows dialog
will appear, asking you for a user name and password, if the token is not yet inserted:

Log On to Windows

’ Windows Server2003

_ ¥ Enterprise Edition

Copyright @ 1885-2003 Microsolf Conporation

Lser name: I Administrator@aetdernodomain, nl

Password: I |

Ok I Cancel | Options =

Figure 18: Log On to Windows: User name

= Insert your SafeSign Identity Client token (containing a smart card logon certificate for the domain)

Upon inserting your SafeSign ldentity Client token (or if your token is already inserted upon clicking
Connect), the Log On to Windows dialog will appear, asking you for a PIN:

g
I ¥y Enterprise Edition

’ Windows Server2003

Capyright & 1885-2003 Micrasoll Corporation

PIN: [

Ok I Cancel | Options ==

Figure 19: Log On to Windows: PIN

= Enter the PIN for your SafeSign Identity Client Token and click OK

After you have entered the (correct) PIN, you will be logged on to the Terminal Server.
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. Logon Message

The following error messages may appear when connecting to a remote desktop:

Logon Message m I

L] ": The system could nok log you on, An incorrect PIN was presented to the smart card.
L

Figure 20: Logon Message: An incorrect PIN was presented to the smart card

= The PIN you entered for the token is incorrect

Logon Message

L] E The syskem could not log wou an. The smart card is blocked.
L

Figure 21: Logon Message: The smart card is blocked

=» The PIN of the token is locked. Use the Token Utilities to unlock the PIN.

Logon Message

L] ": The system could nok log wou on. The requested kevset does not exist on the smart card,
*

Figure 22: Logon Message: The requested keyset does not exist on the smart card

= The token is either (a) an uninitialised (‘blank token’), or (b) does not contain a (correct) certificate. Use
the Token Utilities to initialise your token and/or verify that it does contain a (correct) certificate.

Logon Message
' ‘: The card supplied requires drivers that are not present on this syskem. Please try another card,
*

Figure 23: Logon Message: The card supplied requires drivers that are not present on this system

= This error may be caused by the fact that SafeSign Identity Client is not installed on the Terminal Server
or that you have inserted an unknown / unsupported token. Use the Token Utilities to verify that the
token is recognised. If it is not recognised (‘'unknown token’), an administrator may use the Token

Administration Utility to create a registry file (with the option Query unknown token) to add the token
(when the token is listed as supported in the Product Description).
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3.2 Logon with protected authentication path devices

3.2.1 Secure pinpad reader

® <:

When you have a secure pinpad reader, you should not enter the PIN of your SafeSign Identity Client token in
the PIN dialog that Windows presents upon card insertion (Figure 19). Rather, you should use the keypad of
your secure pinpad reader.

SafeSign Identity Client facilitates this for you, when you have installed the SafeSign Identity Client GINA®.

Note

Note that for Windows 2003 Terminal Server, you need to install SafeSign Identity Client including the GINA
on the Terminal Server. The description below assumes that you have done so:

After inserting your token (or when it is inserted), wait to be prompted to enter your PIN on the secure
pinpad reader:

= Accessing token, please wait. ..

Figure 24: SafeSign Identity Client GINA: Accessing token
You will then be prompted by your secure pinpad reader when to enter the PIN on its keypad, either by a

message on the display of your secure pinpad reader or by a blinking LED. Note that the way this is done, is
determined by the secure pinpad reader and cannot be influenced by SafeSign Identity Client.

SafeSign ldentity Client GINA not installed

When the SafeSign Identity Client GINA is not installed on the server, but it is installed on the client, you will
need to click OK or press Enter at the to logon prompt (Figure 19), to have the following dialog appear and
have the secure pinpad reader prompt you for the PIN of your SafeSign ldentity Client Token:

= Wwhen prompted, please enter your PIN on the protected
PIM entry pad of wour smart card reader

Figure 25: SafeSign ldentity Client GINA: Secure pinpad reader

The same applies when you do not have installed the GINA (on the client) at all.

! For the installation of the GINA, refer to the installation guide. It will be not installed by default. If you want to install the GINA, you
will need to select it during installation. Note that if you do not install the GINA, the secure pinpad reader functionality is supported
(see Note ‘SafeSign GINA not installed’ on the next page).
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3.2.2

3.3

® <:

SafeSign ldentity Client Bio

When you have SafeSign Identity Client Bio installed, the same applies with regard to the use of a secure
pinpad reader (i.e. you should enter the PIN on the keypad of the secure pinpad reader) as described in
paragraph 3.2.1. Moreover, the Authentication dialog will be displayed, showing a picture of the secure pinpad
you are using.

When you SafeSign Identity Client Bio installed and are using a G&D StarSign® BioToken 3.0, you can
authenticate using your fingerprint.

Use SafeSign Identity Client in a Terminal Session

When logged in with your smart card on the Terminal Server, you can use all applications available with your
SafeSign ldentity Client Token (just as you would on your PC, when not working in a terminal server session).

For example, you can send a signed e-mail message with Outlook Express:

J File Edit Wew Tools Message Help

¥ . &% Sryewe-—-—
= i Signed Message
Create Mail Reply Reply
J File Edit Wiew Insert Formak Tools [Message Help

= =[x @098 v

Folders Send Cut  Copy  Paste  Undo Check Speling
I‘_;;j CQutlook Express

E@ Local Folders [ To: Imira aeteurope.nl

-Aa Inbo =
% Outbox it I

31 Sent Items
{3 Deleted Items

B Drafts Thiz message 1z digitally signed

Tolog in to "SafeSign Token™

Enter PIN: ||

¥ Minimum PIM length 4 bytes
— «f Maximum FIN length 8 bytes

There are no contacts to display, Cli ok I Cancel |

on Contacts to create a new contac LI
4

| Received

Subject: |Signed Message

My Computer

|D messagets), 0 unread @ ‘Warking Online

Figure 26: Remote Desktop: Outlook Express

Remove Token

When you remove your token, the Remote Desktop Connection may be locked or disconnected (logged off),
depending on the setting of the Domain Controller Security Policy for smart card removal behaviour.
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