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Warning Notice

All information herein is either public information or is the property of and owned solely by A.E.T. Europe B.V. who shall have and keep
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Cryptographic products are subject to export and import restrictions. You are required to obtain the appropriate government licenses
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The information contained in this document is provided "AS IS" without any warranty of any kind. Unless otherwise expressly agreed in
writing, A.E.T. Europe B.V. makes no warranty as to the value or accuracy of information contained herein. The document could include
technical inaccuracies or typographical errors. Changes are periodically added to the information herein. Furthermore, A.E.T. Europe
B.V. reserves the right to make any change or improvement in the specifications data, information, and the like described herein, at any
time.
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About the Product

SafeSign Identity Client is a software package that can be used to enhance the security of applications that support
hardware tokens through PKCS #11 and Microsoft CryptoAPI.

The SafeSign Identity Client package provides a standards-based PKCS #11 Library and Cryptographic Service Provider
(CSP), allowing users to store public and private data on a personal token, either a smart card, USB token or SIM card. It
also includes the SafeSign Identity Client PKI applet, enabling end-users to utilise any Java Card 2.1.1 and higher
compliant card with the SafeSign Identity Client middleware.

Combining full compliance with leading industry standards and protocols, with flexibility and usability, SafeSign Identity
Client can be used with multiple smart cards / USB tokens, multiple Operating Systems and multiple smart card readers.

SafeSign Identity Client allows users to initialise and use the token for encryption, authentication or digital signatures
and includes all functionality necessary to use hardware tokens in a variety of PKI environments.

SafeSign Identity Client Version 2.3 for Windows supports the following tokens (as described in the product description):

. STARCOS® smart cards developed by Giesecke & Devrient GmbH (G&D): SPK2.3, SPK2.3 RawRSA, SPK2.4,
SPK2.4 FIPS, SPK2.5 Dual Interface (DI), STARCOS 3.0;

o The G&D StarKey100 (M) and StarKey200 USB token with the completed STARCOS SPK 2.3 / 2.4 operating
system,;

. The G&D StarKey220 HID token with the completed STARCOS SPK 2.3 operating system;

. The G&D StarKey400 and StarKey400 M (with flash memory) USB token with Sm@rtCafé Expert 64k;

. The Eutron Cryptoldentity / CryptoCombo ITSEC-P with the completed STARCOS SPK 2.3 operating system, and
the Cryptoldentity / CryptoCombo FIPS USB token with the completed STARCOS SPK 2.4 operating system;

. The SafeNet iKey 3000 USB token with the completed STARCOS SPK 2.3 operating system;

. The KeyCorp Multos v4.2 48K card and the KeyCorp Multos v4.2 64K card;

. Java Card v2.1.1 / Open Platform 2.0.1 compliant Java smart cards:

. Aspects 0S755 v2.8, Axalto e-gate, Axalto Cyberflex Access Developer 32K, Axalto Cyberflex 64Kvl and 64Kv2,
Axalto Cyberflex Palmera, G&D Sm@rtCafé Expert 2.0, G&D STARSIM Java, Gemplus GemXpresso 211pk/Pro R3,
IBM JCOP 20/21/30/31, MartSoft Java card, Oberthur CosmopolIC v4 and Orga JCOP 20/30.

. Java Card v2.2+ / GlobalPlatform 2.1.1 compliant Java smart cards:
Aspects 0S755 (Java Card 2.2), Atmel ATOP36 (Java Card 2.2), G&D Sm@rtCafé Expert 64, G&D Sm@rtCafé
Expert 3.0, G&D Sm@rtCafé Expert 3.1, IBM JCOP21 (Java Card 2.2), IBM JCOP31 (Java Card 2.2), IBM JCOP41,

Oberthur IDone Cosmo64 v5.2, Oberthur ID-One Cosmo 64 RSA D/T v5.4 and Oberthur ID-One Cosmo 32 RSA
v3.6.

SafeSign Identity Client comes in a standard version with an installer for the following Windows environments®:

. Windows 2000, Windows XP (Professional), Windows 2003 Server, Windows Vista Ultimate.

In principle, SafeSign Identity Client supports any PC/SC compliant smart card reader. However, to avoid power
problems, smart card readers must be capable to provide at least a current of 60mA. PC/SC driver software is available
from the web site of the smart card reader manufacturer.

For more information, refer to the latest SafeSign Identity Client Product Description.

! Windows NT 4.0 is supported up to SafeSign Identity Client 1.0.9.04, in line with Microsoft’s end-of-life policy. Windows 98 and
Windows ME are supported up to SafeSign Identity Client 2.3.0 (< 2.3.0), in line with Microsoft’s end-of-life policy.

© 2007 A.E.T. Europe B.V. \l Edition 2.1
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About the Manual

This manual is specifically designed for users of Microsoft Windows 2003, who wish to use their SafeSign Identity Client
Token to enhance the security of their communications via the Internet.

The manual how to work with your SafeSign Identity Client Token in Windows 2003, from installing Microsoft Certificate
Services and enrolling for a smart card user or smart card logon certificate.

In order to set up your SafeSign Identity Client Token for use with Microsoft Windows secure log-on, follow the
instructions in the manual, which describe such activities as obtaining a smart card user / logon certificate.

Every activity has a number of steps, indicated by the numbers at the left-hand side of the text: 1
Each step will require you to take a certain action, which is indicated by a: =

Go through these steps and the actions you are required to take, in order to perform the desired activity,
taking into account the notes in black with: rj and the larger ones in blue with: %

Note that this manual assumes you have installed SafeSign Identity Client and have initialised the token with the
SafeSign Identity Client Token Management Utility / Token Administration Utility, thus making it ready to use with
Internet Explorer and Microsoft applications. See for instructions on installing SafeSign Identity Client the SafeSign
Identity Client User Guide for Installation and for configuring and managing your SafeSign Identity Client Token, either
the SafeSign Identity Client Token Management Utility Guide or SafeSign Identity Client Token Administration Utility
Guide.

Note

Not all activities described in this manual will be performed by the user, e.g. in order to set up Certificate Services, you
will need to be logged on as administrator of the domain / have administrator's rights.

Note

Note that the description of setting up Microsoft Certificate Services in this guide is meant as guidance only and that
A.E.T. Europe B.V. can never be held liable for any malfunctioning andy/or other consequences from setting up Microsoft
Certificate Services as described in this manual.

This document is part of the user documentation for SafeSign Identity Client.

© 2007 A.E.T. Europe B.V. Vil Edition 2.1
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1.1

Windows 2003

Windows 2003 Security Features

Microsoft Windows 2003 integrates smart card capabilities in the Operating System. The Microsoft Windows
2003 operating system includes a native Public Key Infrastructure (with its own Certificate Server) and
introduces smart card authentication as an alternative to passwords to achieve strong network authentication.
The primary components of the Windows PKI are:

Certificate Services, a core operating system that allows businesses to act as their own CA and issue and
manage digital certificates;

Active Directory directory service, a core operating system service that provides a single place to find
network resources; it serves as the publication service in the PKI;

PKI-enabled applications like Internet Explorer, Outlook and Outlook Express.

Windows 2003 offers secure e-mail, secure web access (client authentication) and secure logon. Please refer
to the application User Guides how to use your Internet (mail) application for secure e-mail and web access.

This manual will describe how to obtain a certificate and how to log on to Windows 2000, Windows XP and
Windows 2003 with your SafeSign Identity Client Token.

In order to use your SafeSign Identity Client Token for secure logon, you must use a smart card user or smart
card logon certificate, which can be obtained from the Microsoft Certificate Server.

Chapter 2 will describe how to set up Microsoft Certificate Services.
Chapter 3 will describe how to enroll a smart card user.

Chapter 4 will describe how the secure logon procedure works for Windows 2000 / XP / 2003.

Note

Note that the description of setting up Microsoft Certificate Services in this guide is meant as guidance only.
For a complete description of setting up Microsoft Certificate Services, please refer to the Technical
Resources for Windows Server 2003 at:

http.//www.microsoft. com/windowsserver2003/techinfo/default.mspx
A description of the installation and functioning of Active Directory is outside the scope of this manual.

Note that A.E.T. Europe B.V. can never be held liable for any malfunctioning andyor other consequences from
setting up Microsoft Certificate Services as described in this manual.

© 2007 A.E.T. Europe B.V. 1 Edition 2.1
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2 Microsoft Certificate Services

This paragraph will describe how to install and set up Microsoft Windows 2003 Certificate Services, comprising
the following aspects:

Installing Certificate Services: paragraph 2.2
Configuring the Windows CA: paragrah 2.3
Creating a Microsoft CA RA station: paragrah 2.4

2.1 Prerequisites

This manual assumes that you have the following components installed, before setting up Microsoft Windows
2003 Certificate Services

. Windows 2003 Server installed and configured as a Primary Domain Controller.

. Active Directory configured to store users and computers.

. DNS Server configured with your domain name.

. Internet Information Services (IIS) installed (to be able to request a certificate through the Smart Card

Enrolment Station, as described in Chapter 3).

2.2 Installing Certificate Services

[ﬁ Note

In order to install and configure Certificate Services, you need to be logged on as an administrator of the

domain.
1 In Windows 2003, click Start > Settings > Control Panel to open the Control/ Panel dialog box:
g Control Panel 10| x|
File Edit ‘Wiew Favorites Tools Help | '1'
() Back - £3 - (B | - search Folders | & 3 X 6 | G-
Address I[} Control Panel j Go

¢ =

Accessibiity  Add Hardware

B W X B w 4

Administrative Cryptographic Date and Time Display Folder Options Fants

Options ;] Tools Tokens
- ] i . r Lr % a A
5 d : N @ h ¥ @&
Game Internet Kevboard Licensing Mouse Metwork, Phone and  Power Options  Prinkers and
Controllers Options Connections  Modem ... Faxes
P 2 ) = i';'j E
@ 28 Y 9 g | ¥
Regional and  Scanners and  Scheduled Sounds and Speech Stored User Syskem Taskbar and
Language ... Carmeras Tasks Audio Devices Mames a... Start Menu
|Insta|| of remoyve programs and Windows components. &

Figure 1: Control Panel: Add/Remove Programs

= Select and double-click Add or Remove Programs

© 2007 A.E.T. Europe B.V. 2 Edition 2.1
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2 The Add or Remove Programs dialog box opens:

3 Add or Remove Programs ;Iglil
Currently installed programs: Sork by: IName 'l

{8} safesign for STARCOS

To change this program ar r fro ge/R & Change/Remove

81 Snaglt & Size: 13, 28MB

Figure 2: Windows 2003: Add or Remove Programs

= Click the Add/Remove Windows Components button:

3 The Windows Components Wizard will open:

Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remave a component, click the checkbox. A shaded box means that anly
part of the compaonent will be installed. To see what's included it a compaonent, click

Details.

Companents:

Accessones and Utilities 45 ME ﬂ
[ & Application Server 24 6 ME

W [ Certificate Services 1.4 MBE
[ o E-rnail Services 1.1 ME
[ ¢4 Fax Samvines 2ANME T

Description;  Installs a certification authority [CA] to issue certificates for uge with
public key zecurity programs.

Total disk space required: 36 ME Details |
Space available on disk: 3795.4 ME —

< Back I Mest » I Cancel | Help |

Figure 3: Windows Components Wizard: Windows Components

In the Windows Components dialog you can add or remove components of Windows 2003.
As the checkbox in front of Application Server is not checked, the Application Server is not yet installed.
As the checkbox in front of Certificate Services is not checked, Certificate Services are not yet installed.

=» Check the checkbox for Application Server
= Check the checkbox for Certificate Services
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Upon selecting Certificate Services, you will be informed that after installing Certificate Services, the

computer cannot be renamed and cannot join or be removed from a domain:

Microsoft Certificate Services

& After instaling Certificate Services, the computer cannot be renamed and the computer cannat join or be removed

from a domain, Do you want ko continue?

Yes Mo

Figure 4: Microsoft Certificate Services: Do you want to continue?

= C(lick Yes to continue

Upon clicking Yes, the Windows Components dialog will be displayed once again, now with Application Server

and Certificate Services selected:

Windows Components Wizard

Windows Components
You can add or remove components of Windows,

To add or remove a component, click the checkbor, & shaded box reans that only
part of the component will be installed. To see what's included in & component, click

Detailz.
LComponents:
Accessories ahd Utilities 45 B ﬂ
Application Server 246 MB

I E 1.4 1B
O E-mail Services 11 B
[] @4 Fax Services PP NMR T

Description:  Inztalle a certification authority [C4) o issue certificates for uze with
public key zecunty programs.

Tatal disk space required: 15.9 MB Detailz |
Space available on disk: 3026.8 MB =S—

< Back I Mest » I Cancel | Help

Figure 5: Windows Components Wizard: Windows Components - selected

= Click Next to install Application Server and Certificate Services
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Upon clicking Next, the Windows Components Wizard will ask you what kind of Certification Authority you
want to set up:

Windows Components Wizard

CA Type
Select the tpe of G you want o get up,

' Enterprise subordinate Cé

= Stand-alone root C&
' Stand-alone subardinate Ca

Dezcription of CA type
|7The most trugted G in an enterprize. Should be installed before anw ather Ca.

™ Use custom settings to generate the kep pair and CA certificate

< Back I Hest » I Cancel Help

Figure 6: Windows Components Wizard: CA Type

The Enterprise root CA is the most trusted CA in an enterprise and should be installed before any other CA. If
this option is not available, you may not have installed or properly configured Active Directory, as this
Certification Authority type requires Active Directory.

Note

Do not check: 'Use custom settings to generate the key pair and CA certificate’. Although you may be able to
select the SafeSign CSP in these settings, it is not possible to generate key pair and CA certificate on a token.
This is functionality that smart card CSPs (including the SafeSign CSP) do not support.

= Select Enterprise root CA and click Next to continue

Note

Typically, you should install an enterprise CA if you will be issuing certificates to users or computers inside an
organisation that is part of a Windows 2003 domain. An enterprise CA requires that all users requesting
certificates have an entry in the Windows 2003 Server Active Directory services. An enterprise CA can issue
certificates that are used to log on to a Windows 2003-based domain, and a stand-alone CA cannot,

© 2007 A.E.T. Europe B.V. 5 Edition 2.1
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7 Upon clicking Next, the CA Identifying Information dialog will open, allowing you to enter information to
identify the Enterprise root CA you are setting up:

Windows Components Wizard

CA Identifying Information
Enter infarmation ta identify thiz CA.

LCammot hame far this Ca:
&.E.T. Europe B, Demo C4|

Distinguished name suffis:

DC=aetdemodomain,D C=nl

Preview of distinguished name:
CM=AE.T. Europe B V. Demao G DC=aetdemaodamain, D C=nl

Walidity period: Expiration date:

|5 IYears VI 10/8/2008 12:54 PM

< Back I Mest » I Cancel | Help |

Figure 7: Windows Components Wizard: CA Identifying Information

= Enter a common name for the CA you are about to create (this will automatically complete the other
boxes)

8 Upon clicking Next, the Certificate Database Settings dialog will open:

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate databaze, databasze log, and configuration
informatian,

Certificate database:

Browse. .. |
Certifizate databaze log:
IE:\W’INDDWS\SjJstemS?\EertLDg Browse. .. |

[ Stare configuration information in a shared folder
Shared folder:

I Browse... |

[" Fresenve existing certificate database

< Back I Mest » I Cancel Help

Figure 8: Windows Components Wizard: Certificate Database Settings

= Keep the default storage locations and click Next to continue
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9 Active Server Pages (ASPs) must be enabled in Internet Information Services (IIS) in order to allow Certificate
Services to provide web enrollment services. You will be asked if you want to enable Active Server Pages now:

Microsoft Certificate Services |

'j Active Server Pages (ASPs) must be enabled in Internet Information Services (1150 in order to allow Certificate
I Services to provide web enrollment services, Enabling ASPs is a potential security risk and must be carefully
evaluated, You can enable ASPs later if wou choose nok ko do it now, 115 musk be manually reconfigured later to
enable this functionality,
Do you want ko enable Ackive Server Pages now?

Figure 9: Microsoft Certificate Services: Do you want to enable Active Server Pages now?

= Click Yes to enable Active Server Pages

10 The Configuration Components dialog will inform you that setup is making the configuration changes you
requested:

Windows Components Wizard

Conhiguning Components
Setup is making the configuration changes you requested.

Fleaze wait while Setup configures the components. This may take
zeveral minutes, depending on the components selected.

Statuz:  Configunng Internet Information S ervices [115]..

< Back [t =

Figure 10: Windows Components Wizard: Configuring Components

= Insert the Windows 2003 CD-ROM and wait until setup has configured the components you selected
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2.3

When setup is finished, the Windows Components Wizard will be completed:

Windows Components Wizard

Completing the Windows

Components Wizard

rou have successfully completed the Windows

Components Wizard,

To cloge this wizard, click Finish.

=

< Back

Help |

Figure 11: Windows Components Wizard: Completing the Windows Components Wizard

= C(lick Finish

Certificate Services are now installed. The next step is to configure the Microsoft CA, allowing you to configure
the Certificate Services, to be able to issue smart card logon certificates for your domain.

Configuring the Microsoft CA

In order to enable the Microsoft CA to issue smart card certificates for your domain, you should configure it.

Go to Start > Programs > Administrative Tools > Certificate Authority to open the Microsoft
Certification Authority configuration console and select the folder Certificate Templates to get an overview
of all currently available certificate templates:

{8 Certification Authority 10l x|
Eile  Action Yiew Help
e | a@E B2
@3 Certification authority (Local) Marne | Intended Purpose
= @ A.E.T. Europe B.Y. Demo CA EAoirectary Email Replication Direckory Service Email Replication
(3 Revoked Certificates Domain Controller Authentication Client Authentication, Server Authenticatio, ..
g Issu;d certificates EF3 Recovery Agent File Recowvery
D :ZET cllnlg Requfsts Easic EFS Encrypting File System
a| e Domain Controller Client Authentication, Server duthentication
----- Certificate Templates o
Web Server Server Authentication
Computer Client Authentication, Server Authentication
User Ercrypting File Systen, Secure Email, Clien. ..
Subordinate Certification Authority <all=
Administrator Microsoft Trust List Signing, Encrypting File. ..
Figure 12: Certification Authority: Certificate Templates
© 2007 A.E.T. Europe B.V. 8 Edition 2.1
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The Microsoft CA can only issue certificates that comply to one of these certificate templates. With a default
installation of the Microsoft CA (as described above), some certificate templates, such as those that are
necessary for the Microsoft CA to issue smart card certificates, are not available. To make these certificate
templates available to your Microsoft CA, you will have to update the list of available certificate templates.

2 To add new certificate templates to the list of available certificate templates, right-click on Certificate
Templates and then select New > Certificate Template to Issue:

{& Certification Authority 1Ol =l

Eile  Action Wiew Help

& = | | |2

@ Certification Sutharity (Local) Marme | Intended Purpose |

E‘@ A.E.T. Europe B.Y. Dema CA Enirectory Email Replication Directory Service Email Replication

~(0 Revoked Certiicates EApomain Cantraller Authentication Clignt suthentication, Server Authenticatio. ..

-@a Issue.d Certificates {EFS Recovery Agent File Recovery

% E::Ij:clln:epi?eifssts 4Basic EFS Encrypting File System

; oo Templates B pomain Contraller Client suthentication, Server Suthentication
el Server Authentication

lient Authentication, Server Authentication

ncrypting File System, Secure Email, Clien. ..

View p [iate Certification Authority =il
rator Microsoft Trust List Signing, Encrypting File. ..
Refresh
Export List...
Help

|Enal:-|e additional Certificate Termplates on this Cerbhcation Sutharity |
Figure 13: Certification Authority: Certificate Templates: New Certificate Template to Issue

This will open the Enable Certificate Templates dialog:

I Enable Certificate Templates 2

Select one or more Certificate Templates to enable on this Certification Authority

Mame | Intended Purpoze | :I
Exchange Enroliment Agent [Offine request] Certificate Request Agent

Exchange Signature Only Secure Email

Exchange User Secure Email

IPSec IP zecunty IKE intermediate

IPSec [Offine request) IP secunty IKE intermediate
K.ey Recovery Agent Key Becovery Agent
R&5 and 145 Server Client Authentication, Server Suthentication

Router [Dffline request) Client Authentication

P Triaet | ist Siewinn bdirroenft Tost | st Sinnina ﬂ

Ok, I Cancel |

Figure 14: Enable Certificate Templates

To allow for your Microsoft CA to issue certificates for smart card logon onto the domain, you should select
the following three certificate templates:

Smartcard Logon: intended for smart card logon onto the domain

Smartcard User: an all-round certificate, intended for both smart card logon and for example signing and
encrypting e-mail messages and web authentication.

Enrollment Agent: a certificate intended for the entity that should be able to enrol certificates for other
entities than itself. For example, when an administrator wants to deploy smart card logon certificates for the
employees in his organisation, he would require an ‘Enrollment Agent’ certificate.

= Select all of the above-mentioned certificate templates press the OK button.
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3 All the necessary certificate templates will now be included in the list, enabling the personalisation of a smart
card with a smart card logon / user certificate:

{®2 Certification Authority -0 x|

Fle Action Wiew Help

o mm X B2

@?j Certification Authority {Local)

=-f£ AE.T. Eurape B.Y, Demo CA
i Revoked Certificates

[ Issued Certificates

21 Pending Requests

(21 Failed Requests

Directory Email Replication Directory Service Email Replication
Darnain Contraller Authentication Client Authertication, Server Authenticatio. ..

EF3 Recovery Agenk File Recovery

Easic EFS Encrypting File Swstem

Darnain Contraller Client Authentication, Server Authertication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...
Subordinate Certification Autharity <all=

Administrator Microsoft Trust List Signing, Encrypting File. ..

Figure 15: Certification Authority: Certificate Templates added

= Close the Certification Authority window

Important Note
Q Before the Microsoft CA can issue certificates to tokens that are supported by SafeSign Identity Client, you
need to install SafeSign Identity Client on the same machine you have installed the Microsoft CA on, even
though you do not personalise a token on this machine. By installing SafeSign Identity Client on the same
machine as your Microsoft CA, you make the SafeSign Identity Client CSP selectable during token
personalisation.

It is possible to create your own template, by duplicating one of the existing templates (for example, you can
duplicate the Smart Card User template and then change its name and settings).

24 Creating a Microsoft CA RA station

In some deployment scenarios it is convenient to issue smart card certificates to entities other than yourself.
A likely scenario would be that an Administrator wishes to deploy smart card certificates to all employees of a
company. In this scenario an Administrator should have the possibility to issue smart card certificates to all
the persons who must have a smart card.

For an Administrator to issue smart card certificates to entities other than himself, he may (have to) set up a
so-called ‘Registration Authority (RA) station’ and obtain a so-called ‘Enroliment Agent’ certificate. There are
several ways to retrieve an enrollment agent certificate, but in the scenario described here, an enrollment
agent certificate is requested and installed via Internet Explorer.
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2.4.1 Create an RA Station

These are the steps to create an RA station:

1. Install SafeSign Identity Client on the RA machine (refer to the SafeSign Identity Client Installation
Guide to do so);

2. Install all the necessary smart card reader drivers;

3. Obtain an ‘enrollment agent’ certificate! (described in paragraph 2.4.2).

Note that in order to personalise a token, you will have to install on the RA machine all the necessary smart

card drivers and have SafeSign Identity Client installed on the RA machine. After installation of the smart card
reader and SafeSign Identity Client, the RA station is ready.

2.4.2 Request enroliment agent certificate

1 To request and retrieve an enrollment agent certificate via Internet Explorer, start the browser and go to the
homepage of the Microsoft CA. This homepage can be found on Error! Hyperlink reference not valid.:

2 Microsoft Certificate Services - Microsoft Internet Explorer

g =[5
File Edit Wew Favorites Tools Help | :,'
Q Back - ) - Iﬂ i'] o | - Search 7 Favorites o Media & | - i =
Address Iﬁj http: localhostfcertsry] j Go |Lir|ks e

Microsoft Certific - AET. Europ

Welcome

Ise this WWeb site to request a cerificate for your Web browser, e-mail client, or other program. By using a
cerificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upaon the tyoe of cerificate you request, perform other security tasks.

YouU can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
cerificate revocation ist (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cetificate Services Documentation.

Select a task:
Request a cerificate
Wiew the status of a pending cedificate request
Download a CA cerificate cerificate chain, or CRL

5]
Figure 16: Microsoft Certificate Services: Welcome

g
L K

= Select Request a certificate

—-

To enroll for a smart card certificate on behalf of someone, the user must have an enroliment agent certificate. The smart
card enrollment agent can create smart cards on behalf of any user, including an enterprise administrator. After the smart
card is created, you can use it to log on to the domain with the credentials of the user for which it was created. Thus, it is a
very sensitive role. The Enroliment Agent certificate gives administrators control over which user accounts can create enroll

for smart cards. This, in combination with appropriate physical security, can generate a great deal of confidence in the smart
card generation process.
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2 This will open the Request a Certificate window:

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew

=101 x|
Favotites  Tools  Help | ':,'
Qbaxk - ) - ¢ & & | ) search 7 Favorites @' Media &% | -t B
Address I@ http: fflocalhostjcertsry certrqus. asp

| Edeo |Links =
=)

Microsoft Cedific

AET. Europe

Request a Certificate

Select the certificate type:
User Certificate

Qr, submit an advanced certificate request.

[

[& lilili g Local intranet 4
Figure 17: Microsoft Certificate Services: Request a Certificate

= Select advanced certificate request

3 This will open the Advanced Certificate Request window:

2 Microsoft Certificate Services - Microsoft Internet Explorer -3 x|
File Edit Wew Favorites Tools Help | -:,'

e Back -~ ) - |_1 @‘] .\J | ' search - Favorites W Media £ | (=~ g =

Address I@ http: fflocalhosticertsry /certrgad. asp j Go | Links **
Microsoft Certific A

- AET Europe B.Y

Advanced Certificate Request

The palicy of the CA determines the types of cerificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerificate request by using a base-B4-encoded CMC or PRCS #10 file, or submit 8 renswal
request by using a base-84-encoded PKCS #7 file

Reguest a certificats for & smart card on behalf of ancther user by using the smart card certificate
enrollment station.

Mote: ¥ou must have an enrollment agent certificate to submit a request on behalf of anather user

E
[& [ [ N3 Local intranet 4
Figure 18: Microsoft Certificate Services: Advanced Certificate Request

= Select Create and submit a request to this CA
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4 The Advanced Certificate Request window opens:

4 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

=10l

| &

QBack -~ &) - [¢] 2 7 | ) Search  <'; Favorites @ Media 42 | - B

Address Iﬁj http: fflocalhostfcertsry/cartrgma. asp

Microsoft C AE.T. Eurap

Advanced Certificate Request

= |Links =

Certificate Template:

Enrollment Agent

Key Options:

& Create new key set " Use existing key set
CSP: IMicrosoﬂ Enhanced Cryptographic F'rovider\d.Dj
Key Usage: & Signature

o Min: 384 o
Key Size: |1024 Max153ga L59mmon key sizes: 512 1024 2048 4006 $192 16334

& Automatic key container name € User specified key container name
™ tark keys as exportable

" Enable strong private key protection

[ Store certificate in the local computer certificate store
Stores the certificate in the local computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the local
maching store.

]

’_ ’_ l_ |\ﬁ Local intranet:

=
4

Figure 19: Microsoft Certificate Services: Advanced Certificate Requests

From the Certificate Template list choose Enrolilment Agent and make sure you have selected Microsoft
Enhanced Cryptographic Provider 1.0 or similar from the CSP list under Key Options (as in Figure 19

above).

= At the bottom of the page click Submit
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When the request has been made and approved, the Certificate Issued window will open:
a Microsoft Certificate Services - Microsoft Internet Explorer
File Edit  wiew

=] 3]
Favorites  Tools  Help | -"!'
Qback ~ &3 - [ [ » | ) search - Favorites o Media 4% ‘ - B
Address I@ http:fflacalhostfcertsrv/cartfnsh, asp j Go | Lirks **
Microsoft Certific AET Eurape

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

=
[&] pore [ [ N3 Local intranet i
Figure 20: Microsoft Certificate Services: Certificate Issued

= Download the enroliment agent certificate onto the RA station by clicking Install this certificate

6 You will be informed when the certificate is installed:

a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit  Wiew

=lol |
Favorites  Tools  Help | ."’l
@Back » - ) 2] w| 0 search ¢ Favorites o Media €2 ‘ -t B
Address I@ http:fflocalhostfcertsry/certrmpn. asp

x| B e |Links =
=)

Microsoft Certific

AET. Europe B.

Certificate Installed

Your new certificate has been successiully installed.

|
|@ Done l_l_’_ q Local intranet 5
Figure 21: Microsoft Certificate Services: Certificate Installed

Now that you have installed the enrollment agent certificate, you can issue smart card certificates for other
entities on the machine and account you have an enrollment agent Digital ID for.
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3 Enrolling a smart card user

After you have created an RA station, as described in paragraph 2.4, you are ready to enroll smart card
certificates for entities other than yourself.

[ﬁ Note

Enrollment for a smart card certificate must be a controlled procedure, in the same manner that employee
badges are controlled for purposes of identification and physical access.

The recommended method for enrolling users for smart card-based certificates and keys is through the Smart
Card Enrollment station that is integrated with Certificate Services in Windows 2003.

Therefore, we describe in this chapter the process how to enrol for a smart card user or smart card logon
certificate through the Smart Card Enrolment Station, which is a process that is most likely done for you by
your system administrator. As a user, you will most likely request your own certificate through the Microsoft
Certificate Services interface on your local workstation. Note that in this case, a domain user cannot enroll for
a Smart Card Logon certificate (which provides authentication) or a Smart Card User certificate (which

provides authentication plus the capability to secure e-mail) unless a system administrator has granted the
user access rights to the certificate template stored in Active Directory.

From the RA station you should connect to the ‘Smart card Certificate Enrollment Station” web page of the CA.

1 This smart card enrollment web page can be found at Error! Hyperlink reference not valid. where the
<machine-name> is the name of the machine where you have installed the CA:

“J Microsoft Certificate Services - Microsoft Internet Explorer

g [=[ 5]

Ir
| L

File Edit Wew Favorites Tools  Help

Qrack - )~ € & @ | - Search - Favorites % Media &% | - B
Address Iﬁj http:jflocalhostfcertsre]

e ks >

rs

Microsoft Cerifi

Welcome

Ise this Web site to request a certificate for vour Web browser, e-mail client, or other program. By using a
cerificate, you can verify your identity to people you communicate with aver the Web, sign and encrypt
messages, and, depending upon the tyoe of certificate you request, perform other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate chain, or
cerificate revocation list (CRLY, or to view the status of @ pending request

Far more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a cerificate
Wiew the status of a pending cerificate request
Download & CA cerificate, cerificate chain, or CRL

-]
|g‘] l_ l_ l_ \J Local intranet 4
Figure 22: Microsoft Certificate Services: Welcome

= Select Request a certificate
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2 This will open the Request a Certificate window:

a Microsoft Certificate Services - Microsoft Internet Explorer

File Edit  ‘Wiew

~=10lx|
Favorites  Tools  Help | .:'l
Qback - &) - [x] [@ @» | - Search - Favorites o) Media (4| - i B
Address I@ http: fflocalhostfcertsry/certrqus, asp j Go |Linl@ Lol
=l
Microsoft A.E.T. Europe

Request a Certificate

Select the certificate type:
User Cerificate

Or, submit an advanced certificate request.

-]
|@ lilili g Local intranet 7
Figure 23: Microsoft Certificate Services: Request a Certificate

= Select advanced certificate request

3 This will open the Advanced Certificate Request window:

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wew Favorites Todls

=10l |
Help | 'l’r'
@back ~ ) - (=] 2] 0| S search i Favortes @ Meda £ | (0 L B
Address I@ http:/flocalhostfcertsrvfcertrgad. asp

B ks »
Microsoft Certific - AET. Europe

Derno CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit 4 request to this CA

Submit a certificate request by using a base-G4-encoded CMC or PKCS #10 file, or submit a renewial
request by using a base-Gd-encoded PHCS #7 file,

Request a certificate for a smart card on behalf of another user by using the smart card certificate
enrollment station.

Mote: You must have an enrollment agent ceificate to submit a request on behalf of another user.

[
|@ lilili q Local intranet 7
Figure 24: Microsoft Certificate Services: Advanced Certificate Request

= Select Request a certificate for a smart card on behalf of another user by using the smart
card certificate enrolilment station
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The Smart Cart Certificate Enrollment Station window opens:

Microsoft Certificate

Smart Card Enroliment Station

Enrollment Options:

Certificate Template: ISmartcard User j

Certification Authority: ISafeSign Foot CA 'l

Cryptographic
Service Provider:
Administrator
Signing Certificate:

ISafeSign Standard Cryptographic Service PrDviderj

|Administrat0r Select Certificate... |

User To Enrall:

I(ND user selected) Select User... |

Status:

Please select a user to enroll

Figure 25: Microsoft Certificate Services: Smart Card Certificate Enrollment Station

Note

If you encounter an 'ActiveX’ error upon connecting to this page, refer to paragraph 3.1 for more details on
how to resolve this.

Under Enroliment Options:
From the Certificate Template drop-down list, choose Smartcard User

From the Cryptographic Service Provider drop-down list, select SafeSign Identity Client Standard
Cryptographic Service Provider

Make sure that the correct Enrollment Agent certificate is selected in the Administrator Signing Certificate
box

= You should now select a User To Enroll by clicking the button Select User
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® <:

Clicking on Select User will open the Select User dialog:

setectuser 2 x|

Select thiz object type:

IUser Object Types...

From thiz location:

IEntire Directary Locations...

Enter the object name to select [examples]:

Uszer] [Uszer] @aetdemodaomain,. nl] LCheck Mames

pik

Advanced... | Ok | Caticel |

P

Figure 26: Select User

= Enter the name of the user you want to enroll a certificate for in the Enter the object name to select box
and click Check Names to verify that you have entered the object name correctly. If this is the case the
username is highlighted. After you have verified that this is the user you want to enrol a certificate for,
press the OK button.

Upon clicking OK in the Select User dialog, you will return to the Smart Card Certificate Enroliment
Station window (Figure 25), where the user is selected and ready to be enrolled:

Status:

sPlease insert the user's smart card into a reader and then press 'Enroll’.

Enroll |

Figure 27: Microsoft Certificate Services: Smart Card Enrollment Station: Enroll

= Click Enroll to enroll a smartcard user certificate for the user

Please verify that the user’s token is inserted in the smart card reader prior to pressing the enroll button.

No token inserted

If there is no smart card in the smart card reader you are prompted to do so*:

Microsoft Internet EHpIDrf ﬂ

& Please insert the user's smart card,

Figure 28: Please insert the user’s smart card

= Click OK

! This dialog will also appear when you have inserted a smart card that is not recognized / supported by SafeSign Identity Client.
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7 During the enroliment process, you are prompted that there could be a potential scripting violation:

Potential Scripting Yiolation |

' This web site is requesting a new certificate on yvour behalf, vou should allovs only trusted wweb sites to request a
certificate For wou,
Do wou wank ko request a certificate now?

Figure 29: Potential Scripting Violation: Do you wish to request a certificate now?

= When you encounter this prompt, click Yes

8 During the enrollment process, you are prompted to enter the PIN of the token:

Tologin ko "SafeSign Token'

Enter PIM: ||

¥ Minirmum PIN length 4 bytes
wf Maximum PIN length 8 bytes

],4 I Cancel |

Figure 30: SafeSign Identity Client Login

= After entering to PIN, click OK to continue

Protected authentication path

* <:

When you are using a protected authentication path device, you should not enter the PIN in the Enter PIN
box above, but click OK or Enter to be allowed to use your protected authentication path device.

When you are using a secure pinpad reader, you will be asked (either through a secure PIN entry dialog on-
screen or on the secure pinpad reader’s display) to enter the PIN for your token on the keypad of the secure
pinpad reader. Note that in addition, when you are using SafeSign Identity Client Bio, the Authentication
dialog will be displayed, showing a picture of the secure pinpad you are using.

Though it would be possible to use a biometric sensor (only in combination with SafeSign Identity Client Bio
and a token initialised with a multi-factor profile), this is not a very likely scenario, as this requires the token’s
user to be present to authenticate with his fingerprint. However, it is possible for some scenario’s, where PIN
or finger(s) are involved.

This user guide will assume that you have initialised a token with the default profile (with PIN).

For more information on the different authentication methods, please refer to the SafeSign Identity Client
User Guide for Authentication.
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9 After the certificate request has been made, the CA will sign the request and return a certificate. This
certificate is automatically placed on the token. You may be prompted about a potential scripting violation:

Potential Scripting Yiolation |

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update wour
certificabes is a security risk, The Web site could install certificates wou do not trust, which could allow programs thal

' tificates i ity risk, The \Web sit Id install certificat do not trust, which could all thak
wou do niok krust ko run on this computer and gain access bo yvour daka,

Do vou want this program ko add the certificates now? Click Yes if you brusk Ehis Web site, Otherwise, click Mo,

Figure 31: Potential Scripting Violation: Do you want this program to add the certificates now?

= C(lick Yes to continue

10 At the end of the smart card enroliment process you are informed about the fact the smart card is ready for
use:

Status:

The smart card is ready. Please press 'Wiew Certificate’ to make sure the certificate contains the correct
personal information about the user.

“ieww Certificate | e User |

Figure 32: Microsoft Certificate Services: Smart Card Certificate Enroliment Station: Ready

You can verify if the certificate contains the correct personal information about the user, by clicking View
Certificate to view it. You also have the opportunity to enroll a new user, by clicking New User.
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3.1 ActiveX error message during certificate requests

When visiting some CA web pages, you may encounter a so-called ‘ActiveX’ error This error is caused by the
fact that some ActiveX controls are not trusted within the Internet Explorer browser. As a result, you cannot
view the page as it was intended, hence you cannot enroll a certificate from that page.

When visiting the web page of the Smart Card Certificate Enrollment Station, you may encounter such
an ‘ActiveX’ error:

“J Microsoft Smart Card Enrollment Station - Microsoft I ] [
File Edit ‘Wew Faworites Tools  Help | :f'
0 Back ~ ) - Iﬂ @ A | ,'-:'Search 7 Favorites @ Media 2 | = =

Address I@ httpef flacalhostfeertsrvicertsces. asp j Go | Links **

Microsoft Certificate

Smart Card Certificate Enrollment Station

Enroliment Options:
Certificate Ternplate: E
Certification Autharity: E

Cryptographic E
Serice Provider: An Ackiver control on khis page is not safe.

Administrator ! 5 Wour current security settings prohibit running unsafe controls on this page.
. ) I Mo cer i i i )
Signing Certificate: I As a result, this page may not display as intended

Microsoft Internet Explorer x|

User To Enroll:

|(N0 uger selected) Select User... |

Status:

One moment please. Loading Activesxd control.

-]
|@ Done l_ ’_ l_ |‘-J Local inkranet Y

Figure 33: Microsoft Certificate Services: An ActiveX control on this page is not safe

There are several ways to resolve this issue. Thus guide will describe a scenario that configures the security
of the Internet Explorer browser in such a way that it will accept the ActiveX control components. This implies
that you do not have to follow the scenario we describe (as this entails bringing down the security of the
Internet Explorer browser). A different solution may be better suited for your situation®..

Note that adding the Smart Card Certificate Enroliment Station page to the list of Trusted Sites does not
work, as it does under Windows 2000.

= Go to Tools > Internet Options... to open the Infernet Options dialog

! For other ActiveX control issues, see Knowledge Base article: ‘ActiveX Error Messages Using Certificate Enrollment Web Pages to Enroll
a Smart Card in Internet Explorer’, http://support.microsoft.com/default.aspx?scid=kb;en-us;330211 and Configuring and
Troubleshooting Windows 2000 and Windows Server 2003 Certificate Services Web Enrolment,
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/webenroll.mspx
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In the Internet Options dialog, open the tab Security and select Local intranet (as below):

General  Security I Privacy | Contert | Connectians | Programs | Advanced I
Select a'‘\Web content zone to specify ite securnty settings.

Internet (Wl WNERTEN  Trusted sites Reshicted
sites

Local intranet
"‘: Thiz zone contains all Web sites that Sites... |
4, are on your organization's intranet. —

— Security level for this 2one

Custom

Custom settings.
- To change the settings, click Custom Lewel.
- To uze the recommended zettings, click Default Level,

Cuztom Lewvel .. | Default Lewvel |

Ok I Cancel | Apply |

Figure 34: Internet Options: Security Local intranet

= Click on Default Level

Bring down the slider to Low to decrease the security level:
General  Security I F'rivac_l,ll Contentl Connectionsl Programsl .&dvancedl
Select a'Web content zone to specify its security zettings.
® € 0 @
Internet Local intranet  Trusted sites Restricted
sites

Local intranet
‘:‘" Thiz zone cortains all Web sites that Sites. |
“ are on pour organization's intranet, =

— Securnity level for this zone
Mowe the slider to st the security lewvel for thiz 2one.

Low

- Minimal zafeguards and warning prompts are provided
- Mozt content iz downloaded and run withaut prarmpts
- All active content cat run

- fppropriate for sites that wou abzolutely trust

LCustom Lewel.. | Default Level I

QK. | Cancel | Apply |

Figure 35: Internet Options: Security Local intranet: Low

= Close this dialog by clicking OK
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Reload the page where you encountered the ActiveX issue. You will be prompted to allow interaction with an
ActiveX control:

Internet Explorer =

I’l:Q A dctiver control on thiz page might be unsale to
?. interact with ather partz of the page. Do you want to
; allows this interaction’?

Figure 36: Internet Explorer: Do you want to allow this interaction?

= Click Yes

The Smart Card Certificate Enroliment Station page will now be correctly displayed.

3.2 Troubleshooting smart card enrolment

There are a number of causes why smart card enrolment may fail. We will list a few of the most common
errors that may occur and their probable cause.

3.2.1 Token is blank / uninitialised

When the token is blank, has not been initialised, the following error will be displayed:

ﬁa W_gﬂg_gmumm e N =] 3]
e

eBack - J u m ‘j f‘Search )_\f Favorites {*’) :v .,:; % ?3

Address |€| http:/f192,168.1. 10/certsrvcartsces,asp V| Go  links ™ & Snaglt E =r'

Smart Card Certificate Enrollment Station

Enrollment Options:

v

Cerificate Template: | Smartca
Certification Authority: | AET 4

Cryptographic
Ser\n’igs F‘?u\ri%er' Safed ! r An unexpected error occurred. Error: (0x80100065),

Administrator ]

Signing Certificate: |

Microsoft Internet Explorer

t Certificate. .. ]

User To Enroll:

k3domain.n |[ Select User.. ]

Status:

An unexpected error occurred. Error; An unexpected error occurred. Error: (0x8010006%).

Retry Mew Uger

@ Enralling. .. & Trusted sites
Figure 37: Smart Card Certificate Enrolment Station: Unexpected error 0x80100065

= Check the status of the token with the Token Management Utility / Token Administration Utility. If the
token is not initialised, you should do so, setting a token label, PIN and PUK.
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3.2.2 Token is unknown

When the token is not recognised, the following error may be displayed:

Eil Edit

Fle  Edi e F fes Tools  Help
eBack b \_) @ @ :h /:1 Search i\\? Favorites @ [‘[_;- .,___; ‘3

Address @ htp: {192,168, 1. 10/certsry certsces . asp

/2 Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer

v|Go lnks > @snaat B B

AER

Microsoft C

Smart Card Certificate Enroliment Station

Enrollment Options:

Certificate Template:

Certification Authority:

Cryptographic
Service Provider:

SafeSign Sta 1 : Please insert the user's smark card.
.
Administrator [

Signing Certificate:

Select Certificate. . ]

User To Enroll:

|[ Select User.

]

Status:

An unexpected error occurred. Error: Please insert the user's smart card.

@ Enroling. ..

[Retry] [ Mew User

& Trusted sites

Figure 38: Smart Card Certificate Enrolment Station: Please insert the user’s smart card
>

Check the status of the token with the Token management Utility / Token Administration Utility. If it says

‘Unknown token’, verify if a) the token type is supported by SafeSign in the first place and b) if the token
may not be recognised yet, in which case you can use the option ‘Query unknown token’ to add its data
to the registry.

Note that this error also occurs when there is no token in the reader inserted at this point.

© 2007 A.E.T. Europe B.V.

24
Doc ID: Windows2003_SafeSign-IC_v2.1

Edition 2.1



sa Fé : ::] SafeSign Identity Client User Guide
IDERTITY CLIERT Microsoft Windows 2003 ﬂ€ T

3.2.3 Wrong CSP

When you have selected the wrong CSP (i.e. a CSP that does not correspond to the token you have inserted),
the following error will be displayed:

crosoft Smart Card Enroliment Station - Microsoft Internet Explorer

eBack x \‘_) @ @ :h /'_ﬁW Search ‘\i‘\'{‘Favorites @ L;v :; .ﬁ

Address @http:,l’,l'192.168.1.ID,fcertsrv,l’certsces.asp V| Go  Links & Snaglt E '

AEH
r

Smart Card Certificate Enrollment Station

Enrollment Options:

] The user smart card vou inserted does not match the selected crypkographic service provider (CSP). Please insert a
. different smart card or select the appropriate CSP.

User To Enroll:

H Select User... J

Status:

An unexpected error occurred. Error: The user smart card you inserted does not match the selected
cryptographic service provider (CSP). Please insert a different smart card or select the appropriate CSP.

@ Enrolling. .. &) Trusted sites :
Figure 39: Smart Card Certificate Enrolment Station: Please insert a different smart card or select the appropriate CSP

= Verify that the CSP you have selected from the Cryptographic Service Provider drop-down list, is the
‘SafeSign Standard Cryptographic Service Provider'.
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3.2.4 The token PIN is locked
When the PIN of the token is locked, you will be notified by the following dialog:

Token locked |E|

The token "Safesign Token" is locked.
Please use the token manager to unlock,it,

or contact your system administratar,

Figure 40: Token locked: The token is locked

When you click OK, the following error will be displayed:

Microsoft Smart Card Enroliment Station - Microsoft Internet Explorer

Edit
8|

[- B[]
File  Er lew  Fawvortes  Tools  Help "3"!"
e Back - \“) @ @ ,_h /'j\ Search ‘f/\\? Favorites @ E_;\: - :1_; ﬁ

Address |€| http:ff192.168.1. 10fcertsry fcertsces . asp

v|G0 lnks > S@snagt B
Microsoft Certificat B5

Smart Card Certificate Enroliment Station

Enrollment Options:

Certificate Template: | Smartcard Lise v
Centification Authority: | AET et E LIS RENILIE fg
Cryptographic 4
Senice Provider: @
Administrator [
Signing Certificate;

L] : An unexpected error occurred. Errors (0x8010006C),
L3

it Certificate. .
User To Enroll:
k3domain.n H Select User... ]
Status:
An unexpected error occurred

_Error. An unexpected error occurred. Error; (0x8010006C).

[Retry ] [ Mew Liser
@ Enraling. ..

& Trusted sites
Figure 41: Smart Card Certificate Enrolment Station: Unexpected error 0x8010006C

= Check the status of the token with the Token Management Utility / Token Administration Utility. If the
PIN is locked, you should be able to unlock it by means of the Unlock PIN feature.
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3.2.5 Key length setting

When the minimum key size in the Certificate Templates (in this case, the Smart Card User, Smart Card Logon
or your own custom template, based on these) has been set to a key length not supported by the token?, the

software will nevertheless try to generate a key pair of this size and fail. The following error may be
displayed:

i Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer

File it

Edi lew s Help
@Back - \.,.) @ @ :h /_1 Search \‘,:r\\? Favarites @ -—-_:'v :;F .ﬁ

Address |€| http:/192,.168.1. 10/ certsry certsces.asp "| GU Links & Snaglt E S

Taols

AER
>

Microsoft Certific:

Smart Card Certificate Enroliment Station

Enrollment Options:

Cryptographic I:
Cenice Provider: Safed ! : An unexpected error occurred. Ervars (0x50090020),

Administrator [
Signing Certificate:;

t Certificate. . ]

User To Enroll:

nain. nl H Select User... ]

Status:

An unexpected errar occurred. Error: An unexpected error occurred. Error (0x&0030020).

Retry Mew Liser

& Trusted sites

@ Enraling. ..
Figure 42: Smart Card certificate Enrolment Station: Unexpected error 0x80090020

! In particular, if you are using a Java Card 2.1.1 card (such as a JCOP20).
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Check the Certificate Template that is used and if necessary, edit the minimum key size to 1024:

CA_Smartcard_User Properties ﬂ

lzzuance Requirements | Superseded Templates I Estenzions I Security |
General Request Handling I Subject Name

Purpose: Signature and encruption

[~ &ychive subject's encryption private key

[ Include symmetic algarithms allowed by the subject

™| Delete revoked or, expired zertificates [do not archive]

Minimum key size:
[ &llow private key to be exported

D the fallowing when the zubject iz enrolled and when the private key
azzociated with this certificate iz used:

" Enrall subject withaut requiring any user input

" Prompt the user during enrallment

Prompt the user during enroliment and require uzer input when the
private key iz used

Ta chooze which cryptographic service providers CtPs |
[C5P%] zhould be uzed, click CSPs. i

Ok, | Cancel I Apply |

Figure 43: Smart Card User Template Properties: Request Handling

3.2.6 Enrolment rights

= When the Administrator Signing Certificate is not available, check whether the user logged in and who is
acting as the enrollment agent, has an enrollment agent certificate.

= When the Certificate Template you require, is not available, verify the rights of the enrolment agent on
the desired template. The enrolment agent should have read and enroll rights on the template.
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4 Secure Logon

You can use your SafeSign Identity Client token to log on to a Windows domain with Windows 2000, XP and
2003.

When Windows logon via a smart card is activated and a valid PC/SC reader is found by the operating system,
you will see a smart card reader icon at the logon prompt. Windows will ask you to log on, either by clicking
CTRL + ALT + DEL and entering a username and password, or by inserting a smart card and entering a PIN
(“Insert card or press Ctri+Alt+Delete to begir"):

= When the Windows logon prompt appears, insert / re-insert your SafeSign Identity Client Token

When you insert your token, you will be asked to enter the PIN for your token:

Log On to Windows

/ 7 WindowsSe

¥ Enterprise Edition

Capyright © 18852003 Misrasolf Corporation

PIN; [l

[al'4 I Cancel | Ophions ==

Figure 44: Log On to Windows: PIN

= Enter the PIN of your SafeSign Identity Client Token and click OK

When your credentials have been verified, Windows will start up.

. Stand-alone logon
The procedure described above is Windows domain logon: you log on to a particular domain your computer is
member of.
In order to perform smart card logon to a stand-alone, local (Windows 2000 or Windows XP) computer, you
will need a third-party application.
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4.1

Select Digital ID

When your token contains more than one Digital ID suitable for smart card logon (either for the same domain
or for different domains), it is possible to select the Digital ID you want to use for smart card logon®.

Note that this functionality needs to have been enabled in the registry (for a detailed description of this
functionality and how to activate it, refer to the Administrator’s Guide)?.

When enabled, the user will be prompted to select the Digital ID he wants to use, after he has entered the
PIN for the token, by the following dialog:

Select Digital ID (winlogon.exe)

Mulkiple Digital IDs found; please seleck an appropriate Digital ID From the lisk below:

User Principal Mame (UPMNY:
Safesign@wzk3domain.nl

it & (@ Zdornn&in, nl

‘alid From; 2006-12-29 16:21:14 Yalid To: 2007-12-29 16:21:14
This computer is & member of the Following Active Directory w2k 3Idomain.nl

[ &hways use this Digital ID (this dialog will not be displayed again)

oK Cancel

Figure 45: Select Digital ID (winlogon.exe)

In the example above, the token contains two Digital IDs suitable for smart card logon, one for a user named
‘SafeSign’, the other for a user named ‘Mira’. Both Digital IDs can be used to logon to the same domain
(called ‘w2k3domain’). Note that it is also possible that the token contains two (or more) Digital IDs, suitable
for smart card logon, for different domains.

You can select one of the Digital IDs for logon to be logged on as that user.

It is also possible to select ‘Always use this Digital ID (this dialog will not be displayed agair’). When this
option is selected, the dialog will still appear at logon, with a 5 seconds counter (before the OK button is
clicked), before login will proceed with the selected certificate:

Select Digital ID (winlogon.exe)

Mulkiple Digital IDs found; please seleck an appropriate Digital ID From the lisk below:

User Principal Mame (UPMNY:
Safesign@wzk3domain.nl

Sdomain. nl

‘alid From; 2006-12-29 16:21:14 Yalid To: 2007-12-29 16:21:14
This computer is & member of the Following Active Directory w2k 3Idomain.nl

[v Ahways use this Digital ID (this dialog will not be displayed again)

QK (3s) Cancel ‘

Figure 46:Select Digital ID (winlogon.exe): Always use this Digital ID

This functionality has been included to allow users to be aware / reminded of the fact that their token
contains multiple Digital IDs for logon (should they want to switch at a given time). This counter can be
configured in the registry?.

! Implemented from SafeSign version 2.3.2 onwards (> 2.3.2).
2 In order to enable and configure this functionality, you need to have sufficient rights to edit the registry.
3 In order to enable and configure this functionality, you need to have sufficient rights to edit the registry.
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4.2 Smart Card Removal Behaviour
For security reasons it could be advisable to enable smart card removal behaviour. This means when a user
removes his / her token from the smart card reader a pre-defined policy will be activated within that domain.

Smart card removal behaviour is defined by a security policy. This policy determines what should happen
when the token for a logged-on user is removed from the smart card reader. The options are:

. No Action
. Lock Workstation: the workstation is locked when the token is removed
. Force Logoff: the user is automatically logged off when the token is removed

If Lock Workstation is specified, then the workstation is locked when the token is removed, thereby allowing
users to leave their workplace and take their token with them, while still maintaining a protected session. This
policy setting is described below.

4.2.1 Configuration of Smart Card Removal Behaviour

Smart card removal behaviour is configured on the Domain Controller. In order to configure the smart card
removal behaviour for your domain, go to the Domain Security Policy settings, where you can configure
smart card removal behaviour for your domain (i.e. all computers in the domain, apart from the Domain
Controller itself!).

To open the Domain Security Policy settings, go to Start > Settings > Control Panel >
Administrative Tools:

L, LN
Ei] Domain Contraller Security Palicy

&Tnl-:.vn:.l- fibhanbiczbinn Sarwvica

Figure 47: Domain Security Policy

When you have activated the Domain Security Policy settings, go to Local Policies > Security Options:

"fi Default Domain Security Settings

File Action wiew Help

o | Bm| xR @

B Security Settings Palicy | Policy Setting [ =]
g Account Policies Interactive logon: Do not require CTRL+HALT+HDEL ot Defined
S LcaI Palicies Interactive logon: Message text for users akhempling to log on Mot Defined
gl Audit Policy Interactive logon: Message title For users attempting to log on Mok Defined
4, Lser Bights .\.3.55|gnment Interactive logon: Mumber of previous logons to cache {in case domain controller is not available) Mot Defined
i S:Euritv Opliane Interactive logon: Prompt user to change password before expir ation Mot Defined

- | Interactive logon: Require Domain Controller authentication bo unlock workstation ot Define
g%;e::gﬁ RE]Irkeractive | R o Controller authentication te unlock waorkstat Mot Defined
SSIEte TDUPS Interactive logon: Require smart card Mot Defined
[]--@ System Services . e

& (8 Registry t /al behavior Mat Defined
-8 File System Microsoft nietwork cIie[:S?' Mot Defined
- Wireless Network (IEEE 80211 Microsoft niekwork client? Digitally sign communications (if server agrees) Mot Defined
-3 Public key Palicies Microsoft network client: Send unencrypted password ko third-party SME servers Mot Defined
(27 Software Restriction Policies Microsoft nietwork server: Amount of idle time required before suspending session Mot Defined
[]..,g TP Security Policies on Ackive Di Microsoft network server: Digitally sign communications {always) Mot Defined
MicrosoFt nebwork server: Digitally sign communications {if client agrees) Mot Defined

LI—I _’I [8¥1Microsaft netwark server: Disconnect clients when logon hours expire Mot Defined LI

| | |
Figure 48: Default Domain Security Settings

In the right pane, you will find ‘Interactive logon: Smart card removal behavior’, which is be default ‘Not
Defined'.

= In the right pane, double-click ‘Interactive logon: Smart card removal behavior’.

! Do not confuse this with the Domain Controller Security Policy settings, where you can configure the Security Policy for the
Domain Controller itself.
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The Interactive logon.: Smart card removal behaviour Properties dialog open:
Securty Policy Setting |
44 Interactive logon: Smart card remaval behaviar

I™ Diefine this policy sefting

IND Action j

Ok, I Cancel | Apply

Figure 49: Interactive logon: Smart card removal behavior Properties

= Check Define this policy setting

You can now define a policy setting for the behaviour you wish to see when a token is removed from within
your domain:

Interactive logon: Smart card remoyal beha x|

Security Policy Setting |

4 g Interactive logon: Smart card removal behavior
=

¥ Define this policy setting
IND Action j

Lock Workstation
Force Logoff

0K I Cancel Apply

Figure 50: : Interactive logon: Smart card removal behavior Properties: Define this policy setting

There are three types of action to choose from:

. No Action: no action will be taken the moment a token is removed from the smart card reader;

. Lock Workstation: when a token is removed, the desktop will be locked until an Administrator or the
user that removed the token unlocks the desktop (by inserting the token and entering the PIN);

. Force Logoff: when a token is removed, the user will be logged off from the current desktop.

=  Select the desired policy and click OK
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The smart card removal behaviour for you domain is now set.

"fi Default Domain Security Settings (_ O}
File  Action  View Help
e = |Eilm|x @
P Security Settings Palicy / | Policy Setting [ +]
g Account Policies Interactive logon: Do nok require CTRLAALT+DEL Mok Defined
B ] LcaI Palicies Interactive logon: Message text for users attempting ko log on Mot Defined
£ Audit Policy Interactive logon: Message title For users attempting to log on Mot Defined
User Bights .\_5.55|gnment Interactive logon: Murber of previous logans to cache fin case domain contraller is ot available) Mot Defined
ﬁ # BECCICAStons Interactive logon: Prompt user to change passwdsd before expiration Mot Defined
E@ Evetnt Ltogl “ Interactive logon: Require Domain Conkroller authéntication to unlock warkstation Mot Defined
- estricted Groups >
508 System Service: Interactive logon: Require smart card . Mot Defined
X Interactive logon tt card removal behavior
-8 Registry ; ’ -
-8 File System Micresoft niebwark client: Digitally sign cormmunications (always) Mot Defined
- Wireless Network (IEEE 802,11 Micreseft netwark client: Digitally sign communications {if server agrees) Mot Defined
(27 Public kev Policies Micreseft nietwiark client: Send unencrypred password to third-party SME servers Mot Defined
-2 Software Restriction Palicies Micreseft network server: dmount of idle time required before suspending session Mot Defined
[]..,g 1P Security Policies on Active Di Micreseft netwark server: Digitally sign cormunications {always) Mot Defined
Micresoft netwark server: Digitally sign cormunications (i client agrees) Mat Defined
LI—I _’I @Micreseft nebwaork server: Disconnect clients when logon hours expire Mot Defined LI

Figure 51: Interactive logon: Smart card removal: Lock Workstation

Please be advised that it could / will take until the next Active Directory update before this policy will take
effect.

4.2.2 Lock your computer

In order to lock your computer with your SafeSign Identity Client Token, remove the SafeSign Identity Client
Token from the smart card reader. The computer will now be locked until you re-insert the token enter the
PIN.

4.2.3 Unlock your computer

In order to unlock your computer with your SafeSign Identity Client Token, insert your token in the smart card
reader (while the Computer Locked dialog is presented).

When you insert the token, you will be asked to enter the PIN for your token
= Enter the PIN of your SafeSign Identity Client Token and click OK
When your credentials have been verified, your computer will be unlocked.

If you enter an incorrect PIN when trying to unlock the machine, Windows will display the Computer Locked
error dialog: “ The computer is locked. Only [logged on user name] or an administrator can unlock this
computer.”
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4.3

4.3.1

4.3.2

SafeSign GINA

The SafeSign GINA is primarily intended for users of protected authentication path devices, such as a secure
pinpad reader. It improves usability, as it instructs the user to enter his PIN on his protected authentication
path device, when prompted to do so. Section 4.4 describes the use of protected authentication path devices
and smart card logon, assuming the GINA is installed.

The GINA also includes a number of other functionality, which is described in the paragraphs below.

Logon with Starkey 220 HID token

By the nature of HID, it is not possible to logon with an HID token. However, the SafeSign enables you to do
smart card logon with a StarKey220 HID token.

Smart card removal

The GINA provides additional functionality with regard to smart card removal at log off / lock. When the user
tries to lock the computer or log off, he will get an auditory and visual signal to remove the card from the
reader. The dialog displayed is the following:

Figure 52: SafeSign GINA: Remove token

Unless the user removes his token, he will not be logged off or the computer will not lock.

This functionality can be set in the registry (only when the GINA is installed). Refer to the SafeSign Identity
Client Administrator’s Guide how to enable this functionality®.

When the GINA is installed, it is possible at logon time, to unlock a token of which the PIN is blocked
(paragraph 4.3.3) and to change the transport PIN of a token that has a transport PIN (paragraph 4.3.4).

! In order to enable and configure this functionality, you need to have sufficient rights to edit the registry.
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4.3.3 Unlock PIN

When the PIN of the token you are trying to logon with is locked, you will be allowed to unlock the PIN at
logon. After entering the (locked) PIN at the Windows logon prompt, a dialog will inform you that the token is
locked and ask you if you want to unlock the token.

Note that the PIN may be unlocked in two ways: by means of the PUK or by means of the secure off-line PIN
unlock mechanism (if this has been implemented). If the token can only be unlocked by means of the PUK,

Unlock PIN X

Unlocking the PIN for "Unlock test token™:

Enter PLIK: |

Enter new PIN: |

Canfirm new PIN: |

¥ PUK length between 4 and & bytes
X Minimum PIM length ¢ bytes

+ Maximum PIM length & bytes

+ Mew PIM equal ko confirmed new PIN

Cancel

the following dialog will appear:
Figure 53: Unlock PIN

=> Enter the PUK for the token and a new PIN to unlock the token

If secure off-line PIN unlock is implemented, the user will be allowed to chose which method to use for
unlocking the PIN, either by using the PUK or by off-line PIN unlock:

Unlock PIN (%
f* {inlock PTM using the PLK

" Unlock. PIN via off-line PIN unlack

| K

o] Cancel ‘

Figure 54: Unlock PIN: Select method
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When selecting the option to ‘Unlock PIN via off-line PIN unlocK, the user should contact the designated
person or department (e.g. helpdesk) to obtain the necessary details for unlocking the PIN:

Unlock PIN x|

Unlocking the PIN for "SafeSign™:
Challenge:

|19D.ﬂ 52B0 C4F7 CEE9

Token serial number:

|569l] 01290015 0A22

Response:
|

Enter new PIN: |

Confirm new PIM: |

. Response is § bytes long

X Minimurn PIM length 4 bytes
" Maximum PIN length 15 bytes
+ PIN equal to Confirmed PIM

| Cancel

Figure 55: Unlock PIN: secure off-line PIN unlock

4.3.4 Change Transport PIN

When the token you are trying to logon with has a Transport PIN, you cannot logon with the token until the
Transport PIN is changed.

At logon, a dialog will inform you that the token still has a Transport PIN and ask you if you want to change
the Transport PIN. When selecting Yes, you will be allowed to change the Transport PIN:

Change transport PIN &l

Changing the PIN for "Unlock test token™:

Enter transpork PIN: |

Enter new PIN: |

Confirm new PIM: |

¥ Minimum PIM length 4 bytes
 Maximum PIN length & bytes
+ MNew PIN equal ta confirmed new PIN

Cancel

Figure 56: Change transport PIN

= Enter the Transport PIN for the token and then enter a new PIN
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4.4

44.1

44.1.1

4.4.1.2

Logon with protected authentication path devices

Secure pinpad reader

When you have a secure pinpad reader, you should not enter the PIN of your SafeSign Identity Client token in
the PIN dialog that Windows presents upon card insertion. Rather, you should use the keypad of your secure
pinpad reader.

SafeSign Identity Client facilitates this for you, when you have installed the SafeSign Identity Client GINA®.
When you insert your token at the Windows logon dialog (" Insert card or press Ctri+Alt+Delete to begin”) in a
secure pinpad reader, the SafeSign Identity Client GINA dialog for secure pinpad readers will appear, instead
of the Windows Logon PIN prompt (Figure 44). The dialog displayed looks like this:

- ‘“When prompted, please enter wour PIMN on the protected
PIN entry pad of your smart card reader

Figure 57: SafeSign Identity Client GINA for secure pinpad readers

You will then be prompted by your secure pinpad reader when to enter the PIN on its keypad, either by a
message on the display of your secure pinpad reader or by a blinking LED. Note that the way this is done, is
determined by the secure pinpad reader and cannot be influenced by SafeSign Identity Client. The paragraphs
below describe how this works for the different secure pinpad readers supported.

Note that if you do not install the GINA, the secure pinpad reader functionality is supported, but the above
dialog (Figure 57) will not appear (but Figure 44).

G&D CashMouse (Class 3)

The G&D CashMouse? has a display, which will instruct you when to enter your PIN.

1. At the Windows Logon prompt, “Insert card or press Ctri+Alt-Delete to begir'’, insert your token in the
CashMouse reader;

2. The SafeSign Identity Client GINA for secure pinpad readers will be displayed (see Figure 57 above);

3. Wait until the CashMouse display asks you to enter your PIN for the token;

4, When it does (" Bitte Geheimzahl eingeben’”), enter your PIN and then click “Bestatigung” (OK /
Confirm) on the pinpad;

5. You will then be logged on.

Omnikey CardMan Trust (Class 2)

The Omnikey CardMan Trust® does not have a display?. This means that although the SafeSign Identity Client
GINA will instruct you ‘when prompted, please enter your PIN on the protected PIN entry pad of your smart
card reader’, the nature of this prompt is defined by the smart card reader.

1. At the Windows Logon prompt, “Insert card or press Ctri+Alt-Delete to begin’’, insert your token in the
CardMan reader;

The SafeSign Identity Client GINA for secure pinpad readers will be displayed (see Figure 57 above);
Wait until the LED on the right side of the reader starts blinking red to enter your PIN for the token;
When it does, enter your PIN and then click the green button with the v mark on the pinpad;

You will then be logged on.

i AN

! For the installation of the GINA, refer to the installation guide. It will be not installed by default. If you want to install the GINA, you
will need to select it during installation.

2 Note that the G&D CashMouse is identical to SCM STR 391.

3 Omnikey CardMan 3610, 3620, 3621 (= version 2.1.6) and 3821 (= version 2.1.6).

* Note that the Omnikey CardMan 3821 Trust does have a display.
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4.4.1.3 Reiner SCT Cyberjack pinpad (Class 2)

® S

4.4.2

4.5

The Reiner SCT Cyberjack pinpad does not have a display. This means that although the SafeSign Identity
Client GINA will instruct you ‘when prompted, please enter your PIN on the protected PIN entry pad of your
smart card reader', the nature of this prompt is defined by the smart card reader.

1. At the Windows Logon prompt, “Insert card or press Ctri+Alt-Delete to begin”, insert your token in the
Reiner reader;

The SafeSign Identity Client GINA for secure pinpad readers will be displayed (see Figure 57 above);
Wait until one of the LEDs starts blinking orange to enter your PIN for the token;

When it does, enter your PIN and then click the green OK button on the pinpad;

You will then be logged on.

vk W

SafeSign Identity Client GINA not installed

When the SafeSign Identity Client GINA is not installed (i.e. during SafeSign Identity Client installation, you
did not select the GINA), the Windows Logon prompt to enter the PIN will be displayed, instead of the
SafeSign Identity Client GINA dialog for secure pinpad readers (Figure 57).

In order to log on with your secure pinpad reader, you can click OK or press Enter to have the secure pinpad
reader prompt you for the PIN of your SafeSign Identity Client Token (i.e. step 3 above).

SafeSign Identity Client Bio

When you have SafeSign Identity Client Bio installed, the same applies with regard to the use of a secure
pinpad reader (i.e. you should enter the PIN on the keypad of the secure pinpad reader) as described in
paragraph 4.4.1. Moreover, the Authentication dialog will be displayed, showing a picture of the secure pinpad
you are using.

As SafeSign Identity Client Bio supports biometrics (i.e. you can initialise you token with a multi-factor profile,
to use a combination of PIN and / or finger(s) with particular tokens), you can also log on with your
fingerprint (in combination with one of the biometric sensors supported). The Authentication dialog will be
displayed, showing a picture of the biometric sensor you are using and asking you to place your finger(s) on
the sensor to authenticate.

For more information on the different authentication scenarios, please refer to the SafeSign Identity Client
User Guide for Authentication.

Require Smart Card to Logon

Since the use of a username and password is inherently weaker than the use of a token with a PIN (two-
factor authentication), it could be advisable to force a user to logon to the domain with a token and PIN
instead of a username and password. When this is enforced, a particular user can only log on with a token
and PIN and not with a username and password anymore. This security feature can only be configured on a
per-user basis.

Please note that when activating this policy for (domain) administrators, it can only be undone after logging
on to the Windows 2003 server with the same smart card or with another smart card that contains a correct
certificate for the domain administrator.

To configure a user in Active Directory in such a way that this user can only log on to the domain with a
token, go to Start > Settings > Control Panel > Active Directory Users and Computers:

Active Direckory Sikes and Services
Active Direckory Users and Computers

A itharizatinn Mananse

Figure 58: Active Directory Users and Computers
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In the Active Directory Users and Computers console, go to [your domain name] > Users:

4% Active Directory Users and Computers ] [
@ File Action Yiew Window Help |;|i|5|
e BE e XEFRE 2 gBbhvg o
@ Active Direchory Users and Computer: | Users 22 objecks
D Saved Queries Marne | Type | Description |
E@ aetderpoldomain.nl € Administrator Llser Ewilt-in account For admini, .
% ij:;uters QCert Publishers Securiby Group ... Members of this group are...
@ Domain Cantrollers ﬁDnsndmins Security Graup ... DMNS Administratars Group
(2] ForeignSecurityPrincipals ﬁDnsUpdateProxy Security Group ... DNS clients who are permi. ..
_____ ﬂDomain Adrins Security Group ... Designated administrators...
Domain Computers Security Group ... &All workstations and serve...
ﬂDomain Contrallers Security Group ... All domain contrallers in th..,.
!ﬁDomain Guests Security Graup ... Al domain guesks
ﬁDomain Users Security Group ... &ll domain users
mEnterprise Adrmins Security Group ... Designated administrators.. .
Group Policy Creator Owners  Securiby Group ... Members in this group can...
%Guest User Biuilt-in account for guest ..,
!ﬁHelpServicesGroup Security Group ... Group For the Help and Su...
ﬁIIS_WPG Security Group ... IS Worker Process Group
TUSR_\W2K3SERVER User Built-in account for anany. ..
ﬂ T AR _W2KISERYER User Built-in account for Intern. ..
@RAS and IAS Servers Security Group ... Serversin this group can ...
!ﬂSchema Admins Security Group ... Designated administrators.. .
%SUPPORT_SBBQ‘ISaD User This is & vendor's account ...
!ﬁTeInetClients Security Group ... Members of this group ha. ..
ﬂ Userl User
ﬁ userl 000 User
KN — 2
| | |

Figure 59: Active Directory Users and Computers: Users

= In the right pane, find and double-click the user you wish to configure the ‘require smart card to logon’
policy for.

This will open the Properties dialog for the user:

ember OF I Dial-in | Environment I Sessions
Remote contral | Temninal S ervices Profile I COk+
General | Address I Accaunt I Prafile I Telephones I Organization

g Uszerl

Firzt narme:

Initials:

Laszt name: I

Dizplay name: IU zer

Diescription: I

Office: |

Telephone number: | Other.... |

E-mail: I

‘Weh page: I Other... |

ak. I Cancel | Lipply |

Figure 60: Properties: general

= Open the Account tab
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In the Account tab, select the option Smart card is required for interactive logon:

Userl Properties e
Member OF | Dialin I Enviranment | Sessions
Remate contral | Terminal Services Profile | COk+

General | Address  Account I Profile | Telephones | Organization

Uszer logon name:

|U zer] I Baetdemodomnain. nl j
Uszer logon name [pre-windows 2000]:
[AETDEMODOMAINY [Usert

Logon Hours. .. Log OnTo... |

[T Acoount is locked out

Account optiong:

[ Stare password using reversible encryption d

[ Account iz dizabled

mart card is required for interactive logon J
hd

[~ Account is tusted for delegation
= a . - 1 Il [ o

- Account expires
& Never
O Endef: | Sunday . Movember 09, 2003 |

ak I Cancel | Apply

Figure 61: Properties: Account

2 Click OK

The user can now only use a token for interactive logon.
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Troubleshooting Windows 2000 Logon

Logon Message

Possible Cause(s)

Remedy

The card supplied requires drivers
that are not present on this system.

Please try another card.

No CSP can be found corresponding
to the ATR of the inserted card.

Verify if SafeSign Identity Client is
(properly) installed and if SafeSign
Identity Client supports the token. Use
the Token Management Utility / Token
Administration Utility to check if the
token is recognized.

The reader cannot communicate
with the smart card, due to ATR
configuration confiicts.

The token is not initialised.

Use the Token Management Utility /
Token Administration Utility to initialize
the (blank) token.

Your credentials could not be read
from the smart card. Verify the card
Is valid, and that it is seated properly
in the reader.

The token you inserted does not
contain a Digital ID.

Use the Token Management Utility /
Token Administration Utility to check if
the token contains a Digital ID.

The system can not log you on. Your
credentials could not be verified®.

The token inserted does not contain
a Digital ID valid for the domain you
try to log on to.

Verify if the token contains a Digital ID
that is suitable for the domain you try to
log on to.

The system can not log you on due
to the following error: The card
cannot be accessed because the
wrong PIN was presented.

The PIN for the token you inserted,
is not correct.

Use the Token Management Utility /
Token Administration Utility to check the
status of the PIN. Token > Show Token
Objects will show the status of the PIN.

Enter the correct PIN.

The system cannot log you on due
toe the following error: an internal
error has been detected, but the
source is unknown.

The PIN for the token you inserted
in the pinpad reader is not correct.

Use the Token Management Utility /
Token Administration Utility to check the
status of the PIN. Token > Show Token
Objects will show the status of the PIN.

Enter the correct PIN.

The system can not you log on due
to the following error: The card
cannot be accessed because the
maximum number of PIN entry
attempts has been reached.

The PIN for the token you inserted,
is locked.

Use the Token Management Utility to
check the status of the PIN. Token >
Show Token Objects will show the status
of the PIN.

Unlock the PIN.

The system can not log you on due
to the following error: A certificate
chain processed correctly, but
terminated in a root certificate which
Is not trusted by the trust provider.

The root certificate for the Digital ID
presented cannot be verified.

Verify if the root certificate is available
and registered in the Trusted Root
Certificate Authorities certificate store.

Obtain the root certificate (chain).

! Note that it is possible that although a token is properly recognised in the Token Management Utility / Token Administration Utility on
one machine (and the smart card logon / user certificate present and registered), trying to log on with the token may fail with this
error on another machine. This is most likely caused by the fact that you are using a “new" Java card that has not been added to the
particular machine you are logging on to. Although the card will be recognised on other machines (i.e. its details and contents can be
viewed in the Token Utility), the logon will fail, because the ATR is different from that in the registry. In this case, the Token Utility
may report that the card has an unknown ATR (which you can send to AET). Refer to the Token Administration Guide for more details
and how to do this.

2 This is a generic error message and may have various causes (such as the domain controller has no domain controller certificate, the
smart card contains an untrusted certificate, invalid CRL).
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Troubleshooting Windows XP Logon

Logon Message

Possible Cause

Remedy

The card supplied requires drivers
that are not present on this system.

Please try another card.

No CSP can be found corresponding
to the ATR of the inserted card.

Verify if SafeSign Identity Client is
(properly) installed and if SafeSign
Identity Client supports the token. Use
the Token Management Utility / Token
Administration Utility to check if the
token is recognized.

The system could not log you on.
The requested keyset does not exist
on the smart card.

The token is not initialised.

The token does not contain a Digital
ID.

Use the Token Management Utility /
Token Administration Utility to initialize
the (blank) token.

Use the Token Management Utility /
Token Administration Utility to check if
the token contains a Digital ID.

The system could not log you on.
The smartcard certificate used for
authentication was not trusted.

Revocation checking has failed®.

The token inserted does not contain
a Digital ID valid for log on
purposes.

Verify if the token contains a Digital ID
that is suitable for Windows logon.

The system cannot log you on due
to the following error: The
parameter is incorrect.

The token inserted does not contain
a Digital ID valid for the domain you
try to log on to.

Verify if the token contains a Digital ID
that is suitable for the domain you try to
log on to.

The system could not log you on. An
incorrect PIN was presented to the
smartcard.

The PIN for the token you inserted,
is not correct.

Use the Token Management Utility /
Token Administration Utility to check the
status of the PIN. Token > Show Token
Objects will show the status of the PIN.

Enter the correct PIN.

The system could not you log on.
The smartcard is blocked®.

The PIN for the token you inserted,
is locked.

Use the Token Management Utility /
Token Administration Utility to check the
status of the PIN. Token > Show Token
Objects will show the status of the PIN.

Unlock the PIN.

The system could not log you on.
Your credentials could not be
verified.

The root certificate for the Digital ID
presented cannot be verified.

Verify if the root certificate is available
and registered in the Trusted Root
Certificate Authorities certificate store.

Obtain the root certificate (chain).

! Failing to find and download the Certificate Revocation List (CRL), an invalid CRL, a revoked certificate, and a revocation status of
"unknown" are all considered revocation failures.
2 The SafeSign ‘Token is locked” dialog will also appear”.
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. Smart card logon errors
Also refer to:
Knowledge Base article ‘Guidelines for Enabling Smart Card Logon with Third-Party Certification Authorities’:
http://support.microsoft.com/default.aspx?scid=kb;en-us; 281245
Checklist ‘Deploying smart cards for logging on to Windows':
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/17a1f58e-b176-4389-
ab45-6aa3a314b5ef.mspx
Or search for ‘smart card logon’ on the http://www.microsoft.com web site.
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