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Warning Notice

Warning Notice

All information herein is either public information or is the property of and owned solely by A.E.T. Europe B.V. who shall have and keep the sole right
to file patent applications or any other kind of intellectual property protection in connection with such information.

This information is subject to change as A.E.T. Europe B.V. reserves the right, without notice, to make changes to its products, as progress in
engineering or manufacturing methods or circumstances warrant.

Installation and use of A.E.T. Europe B.V. products are subject to your acceptance of the terms and conditions set out in the license Agreement that
accompanies each product. Nothing herein shall be construed as implying or granting to you any rights, by license, grant or otherwise, under any
intellectual and/ or industrial property rights of or concerning any of A.E.T. Europe B.V. information.

Cryptographic products are subject to export and import restrictions. You are required to obtain the appropriate government licenses prior to
shipping this Product.

The information contained in this document is provided “AS IS” without any warranty of any kind. Unless otherwise expressly agreed in writing, A.E.T.
Europe B.V. makes no warranty as to the value or accuracy of information contained herein. The document could include technical inaccuracies or
typographical errors. Changes are periodically added to the information herein. Furthermore, A.E.T. Europe B.V. reserves the right to make any
change or improvement in the specifications data, information, and the like described herein, at any time.

A.E.T. EUROPE B.V. HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO THE INFORMATION CONTAINED HEREIN, INCLUDING
ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT SHALL A.E.T.
EUROPE B.V. BE LIABLE, WHETHER IN CONTRACT, TORT OR OTHERWISE, FOR ANY INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER INCLUDING BUT NOT LIMITED TO DAMAGES RESULTING FROM LOSS OF USE, DATA, PROFITS, REVENUES, OR CUSTOMERS,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF INFORMATION CONTAINED IN THIS DOCUMENT.

© Copyright A.E.T. Europe B.V., 2000-2019. All rights reserved.

SafeSign Identity Client (IC) is a trademark of A.E.T. Europe B.V. All A.E.T. Europe B.V. product names are trademarks of A.E.T. Europe B.V. All other
product and company names are trademarks or registered trademarks of their respective owners.

Credit Information:
“This product includes cryptographic software written by Eric A. Young (eay@cryptsoft.com). “

“This product includes software written by Tim J. Hudson (tjh@cryptsoft.com). “
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About the Product

About the Product

This competent all-rounder in terms of strong authentication, integration and compatibility gives
you complete freedom and flexibility. Once rolled out, SafeSign Identity Client (IC) serves as the
perfect guard for IT security and enables unlimited possibilities for securing your IT infrastructure.

SafeSign IC offers the most comprehensive support available on the market for (card) operating
systems, smart cards, USB tokens, languages and functions. This means you have sustainable and
permanent freedom of choice when it comes to manufacturer independence.

SafeSign IC enforces two- or multi factor authentication/logon to the network, client PC or
application, requiring the end user to have both the USB token or smart card (something you have)
and a Personal Identity Number (something you know). USB tokens and smart cards are physically
and logically tamper-resistant, ensuring that the end user’s digital credentials cannot be copied,
modified or shared. Authentication based on smart cards or USB tokens provides the highest
degree of security.

SafeSign IC is available for both fixed and mobile devices like desktops, servers, laptops, tablets and
smart phones. SafeSign IC is also found in Thin Clients, printers or any other devices requiring
authentication.

Vil
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About the Manual

About the Manual

The aim of this document is to describe the functionality of the SafeSign Identity Client (IC) Token
Administration Utility (TAU), which enables you to perform token management functions, such as
changing your PIN.

Every activity has a number of steps, indicated by a number: 1
Each step will require you to take a certain action, indicated by an arrow: mp

Go through these steps and the actions you are required to take, in order to perform the desired
activity.

While reading this document, take into account the notes: ¢
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1 Token Administration Utility

The SafeSign Identity Client (IC) software provides a management interface for your token, called
the Token Administration Utility (TAU). It is available in both SafeSign IC Standard (on Windows,
Linux and macOS) and SafeSign IC Minidriver (on Windows).

It allows you to prepare (“initialise”) your token for use with PKl applications, as well as manage
your token when prepared.

1.1 Menu ltems

The TAU offers five menu items:

1 Digital IDs;
2 Token;

3 Integration;
4 Tasks;

5 Help.

¢ Note that the Tasks menu is only available on Windows, not on Linux and macOS.

¢ Note that the actual menu items and features visible / available can be configured in the
registry. For more details, see the SafeSign IC Administrator’s Guide.

Sections 3 to 7 will describe the menu items and their features in detail:

° Chapter 3: Digital IDs
° Chapter 4: Token

° Chapter 5: Integration
° Chapter 6: Tasks

° Chapter 7: Help

The following section 2 will provide some general information on the TAU.

Screenshots were taken from the TAU on Windows 10.
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2 General

2.1 Tokens and readers

You will find the SafeSign IC TAU in the Programs menu, as “Token Administration”.

Upon clicking Token Administration, the TAU will open:

& Token Administration Utility - O X

Digital IDs = Token Integration Tasks Help

Reader or Token Name Token Status

L HID Global OMNIKEY 3x21 Smart Card Reader 0

Figure 1: TAU: Token Status absent

This window shows you which smart card reader(s) are installed on your PC and the status of the

token. When no token is inserted in the smart card reader, the name of the smart card reader will
be listed and the Token Status will be ‘absent’ (as above). All smart card readers that are installed
will be listed.

When no smart card reader is displayed, you will need to verify whether a smart card reader is
attached and its drivers installed and whether it is functioning properly. Without a functional smart
card reader (and related services, such as the Smart Card service), SafeSign IC cannot be used.

¢ Note that in this manual, we use “token”, which may refer to a USB token or a smart card.
Hence the phrase “a token in a smart card reader” may refer to a smart card inserted in a
smart card reader or a USB token inserted in a USB port.

When there is a token inserted in the smart card reader, the name of the token is displayed. In this
case, there are two possibilities:

Either the token is blank, not yet initialised:

& Token Administration Utility - O X

Digital IDs = Token Integration Tasks Help

Reader or Token Name Token Status

L __Blank Token uninitialised

Figure 2: TAU: Token Status uninitialised
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Or the token has already been initialised and has a token name:

& Token Administration Utility - O X
Digital IDs = Token Integration Tasks Help

Reader or Token Name Token Status

L _ SafeSign IC Token operational

Figure 3: TAU: Token Status operational

You may have multiple smart card readers or USB tokens installed (or a combination of both). You
may have multiple cards / tokens for different purposes and applications. Both can be present on
one computer, in separate readers, and you can use the features of the SafeSign IC TAU for each of
these cards / tokens.

When there is one token in the reader, the TAU will automatically select this (highlighting it in blue).
When there are two (or more) tokens in the readers, the last one inserted will be selected. You will
need to select one of the tokens to perform such operations as Change PIN from the Token menu
or Import Digital ID from the Digital IDs menu. This makes sense, as you need to specify first of/ on
which token you want to change the PIN or import a Digital ID.

2.2 Multi-language

Multi-language support has been implemented such, to create utmost flexibility for both
administrator and user. The language of the InstallShield Wizard on the one hand and the TAU on
the other hand, can be different.

The language of the InstallShield Wizard and the SafeSign IC items in the Start menu is determined
by the language set for the installation of SafeSign IC and cannot be changed (without de-installing
SafeSign IC).

The language of SafeSign IC (TAU and dialogs) will default to the format language set on the
computer / system, without the need for the user to change any settings.
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If the user wants to change the language of the TAU to the language he prefers to work with, he can
do so in Control Panel > Clock and Region > Region by enabling the desired format:

¥ Region x
Formats  Location ~Administrative
Format:
English (United States) I ~
b’
Language preferences
Date and time formats
Short date: M/d/yyyy N
Long date: dddd, MMMM d, yyyy ~
Short time: h:mm tt e
Leng time: himmiss tt ~
First day of week: Sunday ~
Examples
Short date: 6/28/2018
Leng date: Thursday, June 28, 2018
Short time: 11:57 AM
Leng time: 11:57:19 AM
Additional settings...
Concel | [ 200t

Figure 4: Control Panel: Language

¢ Note that on Windows 10, these settings can be found on: Windows Settings > Time &
Language > Regio and Language > Additional date, time, & regional settings > Region.

¢ Note that this may also affect other applications.

Here is an example of how the TAU looks in Dutch:

& Token Beheer Programma — O *
Digitale IDs = Token |Integratie Taken Help

Lezer of Token Maam Token Status

L SafeSign IC Token operationeel

Figure 5: TAU: Dutch
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Here is an example of how the TAU looks in Thai:

B smndnhedanmuuianshnan — O it

ID&asia | Twew  Amledw s 351D

Souvadioumiohuau AnTusmadlnAL

L SafeSign IC Token

Figure 6: TAU: Thai

Some things to take into account with regard to localization:

° Note that when no specific language is set or SafeSign IC does not support the selected
language, the default language of SafeSign IC will be English.

° The language of the Firefox Installer will default to the system language (Format).

° Note that though SafeSign IC has been tested for its InstallShield Wizard and utilities to
correctly display language-specific characters, language format and language display may
differ on the various platforms used and may be dependent on the language pack and
version of the Microsoft Operating System used.

° Note that for some applications, SafeSign IC cannot influence the language of the dialogs
displayed. For example, Microsoft VPN dialogs will appear in the language of the Operating
System installed.
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3 Digital IDs

The Digital IDs menu in the Token Administration Utility allows users to view their Digital IDs and
perform a number of operations related to Digital IDs.

¢ Note that the term ‘Digital ID’ is used to signify a key pair (private and public key) and a
certificate, which can be used for operations such as signing and decrypting.

This section describes the following functionality:

° Section 3.1: Show Registered Digital IDs
° Section 3.2: Import Digital ID

[ Section 3.3: Import Certificate

° Section 3.4: Exit

3.1 Show Registered Digital IDs

The menu item Show Registered Digital IDs opens a dialog to show the Digitals IDs that are
registered / propagated in the local certificate store. This means that all certificates registered in
the Microsoft (Current User) Personal Certificate Store will be displayed, whether they are on the
token or not.

¢ Note that on Linux and macQS, this menu is called ‘Show Digital IDs’.

This dialog (Digital IDs) will identify the Personal Digital ID’s and the Digital ID details, i.e. the
Certificate Contents and the Certification Path (when available).

When there are no Digital IDs, the Digital IDs dialog will be empty and look like this:

Digital IDs x
Personal Digital ID's:
Issued To Izgued By Expiration Date Label Token Label
Digital ID details
Certificate Contents:
Field WValue
Certification Path:
Issued To Issued By Expiration Date Certificate Store
Transfer ID to token Import trust chain Delete Digital ID View Certificate

Figure 7: Digital IDs: No Personal Digital IDs
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When a Digital ID is present on the token, the Digital IDs dialog will look like this:

Digital IDs X

Personal Digital ID's:

Issued To Issued By Expiration Date Label Token Label
@user1 SST-DCK12 CA  2019-06-28 13:39:50 SafeSign IC Token

Digital ID details
Certificate Contents:

Field Value

Certification Path:

Issued To Issued By Expiration Date Certificate Store

Check Expiration

Figure 8: Digital IDs: Personal Digital ID on token

° When a Digital ID or CA certificate is on the token, this will be identified by the
following symbol: @@

° When a Digital ID or CA certificate is not on the token (but in the Microsoft
Certificate Store) or when the token is removed, this will be identified by the
following symbol: =}

° When a Digital ID on the token is about to expire, this will be identified by the
following symbol: B@

° When a Digital ID on the token is expired, this will be identified by the following
symbol: &2

¢ For more information regarding certificate expiration, refer to section 3.1.5.

¢ Note that certificates are propagated through the Microsoft Certificate Propagation Service.
The Microsoft Certificate Propagation Service does not deregister certificates upon token
removal, therefore when the token is removed, the certificates will remain in the certificate
store and are displayed with B (though they will not be usable without key pair).
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The Digital IDs dialog also allows the user to perform a number of operations with regard to the
Digital IDs stored on the token (by means of the buttons on the lower right-hand side of the dialog),
as described in:

° Section3.1.1:  Transfer ID to token

° Section 3.1.2: Import trust chain

° Section 3.1.3: Delete Digital ID

° Section 3.1.4:  View Certificate

° Section 3.1.5:  Check Expiration

° Section 3.1.6: Close

¢ Note that on Linux and macQOS, only the operations ‘Delete Digital IDs” and ‘View Certificate’
are available.

3.1.1  Transfer ID to token

It is possible to transfer (move) a Digital ID to a token, for example when you have a personal
certificate (with a private key corresponding to this certificate) in the Microsoft Certificate Store .
When transferring a Digital ID to the token, the private key will be moved to the token and will no
longer be present on your hard disk. This greatly enhances the security of your Digital ID, now
protected by two-factor authentication: to access it, you would need to have possession of the
token and knowledge of the token’s PIN.

Two conditions must be satisfied before being able to transfer an ID to your token:

1 The Digital ID should not be on the token already, but should be (registered) in the
Microsoft Personal Certificate Store (and have a private key associated with it on the local
hard disk), otherwise the button Transfer ID to token will not be available (it is greyed out);

2 You can only transfer the Digital ID when the private key is (marked as) exportable, which
may depend on the certificate template that was used to request it.

¢ Note that even when the private key has been marked as exportable in the certificate
template, if the Digital ID has been requested through the Microsoft Software Key Storage
Provider, it is not possible to transfer it to the token (it will fail with an error).
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1

Select the Digital ID you wish to transfer to the token:

Digital IDs X
Personal Digital ID's: %
Issued To Issued By Expiration Date Label Token Label
) user1 SST 2019-07-02 10:31:35
Digital ID details
Certificate Contents:
Field Value A
Version V3
Serial Number 4F:00:00:03:71:E0:65: 21:F0:EB:F6:AA:C0:00:00:00:00:03: 71
Issuer SST
Valid From 2018-07-02 10:31:35
valid To 2019-07-02 10:31:35 v
< >
Certification Path:
Issued To Issued By Expiration Date Certificate Store
QSST SST 2040-08-03 15:40:18 Trusted Root CA's
Transfer ID to token Import trust chain Delete Digital ID View Certificate
Check Expiration Close

Figure 9: Digital IDs: Transfer ID to token

®»  Click Transfer ID to token to move the Digital ID from its original location to the token

You will be asked to confirm if you want to transfer the Digital ID with the specified data:

Question X
N

@3 Are you sure you want to transfer the Digital ID:
‘0-' Issued To: userl
. Issued By: SST
Expiration Date: 2019-07-02 10:31:35

Mo

Figure 10: Digital IDs: Are you sure you want to transfer the Digital ID

®  Click Yes to transfer the Digital ID specified to the token.

If you click No, the process of transferring the Digital ID will abort and the Digital ID
will not be transferred.
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3

4

You will be asked if the CA certificates belonging to the Digital ID (“trust chain”) should be
imported as well:

Question

s

Should the CA certificates belonging to the Digital
ID be imported?

Yes Mo

*

Figure 11: Digital IDs: Should the CA certificates be imported

=  Click Yes if you want to import the CA certificates belonging to the Digital ID.

If you click No, the CA certificates belonging to the Digital ID will not be imported on
the token (but the process of transferring the Digital ID will continue).

You will be required to enter the PIN for the token:

Enter PIN

0K

To log in to "SafeSign IC Token™

Enter PIN:

< Minimum PIM length 4 bytes
" Maximum PIN length 15 bytes

Cancel

Figure 12: Enter PIN

» Enter the correct PIN for the token and click OK

When the private key belonging to the Digital ID is non-exportable, the transfer fails (after
entering the PIN) and you will get an error dialog saying that the private key belonging to the
Digital ID is non-exportable (0x8009000B).

The Digital ID will now be transferred and when the Digital ID has been successfully
transferred to the token, you will be notified:

Information

*

s

The Digital ID was transferred successfully!

Figure 13: The Digital ID was transferred successfully

®»  Click OK

10
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6 The Digital ID will now be on the token:

Digital IDs X
Personal Digital ID's:
Issued To Issued By Expiration Date Label Token Label
* - userl SST 2019-07-02 10:31:35 SafeSign IC Token
Digital ID details
Certificate Contents:
Field Value A
Version v3
Serial Number 4F:00:00:03:71:E0:65: 21:F0:EB:F6:AA:C0:00:00:00:00:03: 71
Issuer SST
Valid From 2018-07-02 10:31:35
valid To 2019-07-02 10:31:35 \/
< >
Certification Path:
Issued To Issued By Expiration Date Certificate Store
@sst SST 2040-08-03 15:40:18 Trusted Root CA's
Transfer ID to token Import trust chain Delete Digital ID View Certificate
ek ot

Figure 14: Digital IDs: Digital ID transferred to token

When you have clicked Yes at the prompt to import CA certificates belonging to the Digital
ID to the token (Figure 11), the CA certificates for the Digital IDs will also be on the token
(as indicated in the picture above, under Certification Path).

3.1.2  Import trust chain

The operation Import trust chain allows you to import the trust chain for your Digital ID(s) onto the
token, to ensure maximum flexibility and interoperability. When taking your token to another

computer (where the appropriate trust chain may not be installed), your certificates can be
registered.

You can use this functionality when the CA certificate(s) is not on the token and in specific
situations, such as when you have transferred a Digital ID from the Personal Certificate Store to the
token and chose not to import the CA certificate(s) at the time (as described in section 3.1.1) or if
you have retrieved the CA certificates at a later time (with your Digital ID already on the token).

11
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1

Select the Digital ID whose trust chain you wish to import to the token:

Digital IDs X
Personal Digital ID's:
Issued To Issued By Expiration Date Label Token Label
= userl SST 2019-07-02 10:31:35 SafeSign IC Token
Digital ID details
Certificate Contents:
Field Value A
Version v3
Serial Number 4F:00:00:03:71:E0:65: 21:F0:EB:F6:AA:C0:00:00:00:00:03: 71
Issuer SST
Valid From 2018-07-02 10:31:35
valid To 2019-07-02 10:31:35 Y
< >
Certification Path:
Issued To Issued By Expiration Date Certificate Store
QSST SST 2040-08-03 15:40:18 Trusted Root CA's
Transfer ID to token Import trust chain Delete Digital ID View Certificate
Check Expiration Close

Figure 15: Digital IDs: Import trust chain

®»  Click Import trust chain to import the trust chain to the token

You will be asked to enter the PIN for your token:

Enter PIN
To login to "SafeSign IC Token™

Enter PIN: I

> Minimum PIN length 4 bytes
+ Maximum PIM length 15 bytes

oK Cancel

Figure 16: Enter PIN

®»  Enter the correct PIN and click OK

The certificate chain will now be imported and when the certificate chain has been
successfully imported, you will be informed:

Information *

N

The trust chain was imported successfully!

Figure 17: The trust chain was imported successfully

®»  Click OK to close this dialog

12
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4 The certificate chain will now be on the token:
Digital IDs X
Personal Digital ID's:
Issued To Issued By Expiration Date Label Token Label
* - userl SST 2019-07-02 10:31:35 SafeSign IC Token
Digital ID details
Certificate Contents:
Field Value A
Version v3
Serial Number 4F:00:00:03:71:E0:65: 21:F0:EB:F6:AA:C0:00:00:00:00:03: 71
Issuer SST
Valid From 2018-07-02 10:31:35
valid To 2019-07-02 10:31:35 \/
< >
Certification Path:
Issued To Issued By Expiration Date Certificate Store
@sst SST 2040-08-03 15:40:18 Trusted Root CA's
Transfer ID to token Import trust chain Delete Digital ID View Certificate
ek ot

Figure 18: Digital IDs: Certification Path on token

3.1.3  Delete Digital ID

It is possible to delete a Digital ID stored on the token by means of the Delete Digital ID button in
the Digital IDs dialog.

With the TAU, you can only delete Personal Digital IDs that are on the token; you cannot delete
Digital IDs that are in the Certificate Store, as indicated in the Digital IDs dialog by the symbol: &
(in which case the Delete Digital ID button will be greyed out, as in Figure 9).

Upon deleting a Digital ID, all Digital ID objects (public key, private key and certificate) will be
deleted from the token.

¢ Should a key pair have more than one certificate (as in the case of certificate renewal, where
the same key pair is used to generate a certificate), the Digital IDs dialog will display two
Digital IDs. Deleting one of them will not lead to a deletion of the (shared) key pair, but will

only delete the certificate, so that the other certificate (and its certificate chain) can still be
used.

13
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1 When clicking the Delete Digital ID button, you will be asked if you are sure to delete the
Digital ID with the specified data:

Question X

N

Are you sure you want to delete the Digital ID:
‘0‘ Issued To: user1

Issued By: SST

Expiration Date: 2019-07-02 10:31:35

No

Figure 19: Digital IDs: Are you sure you want to delete the Digital ID

®»  Click Yes to delete the Digital ID

If you click No, the process of deleting the Digital ID will abort and the Digital ID will
not be deleted.

2 Upon clicking Yes, you will be asked to enter the PIN for your token:

Enter PIN

To login to "SafeSign IC Token™

Enter PIN:

> Minimum PIN length 4 bytes
+ Maximum PIM length 15 bytes

oK Cancel

Figure 20: Enter PIN

®»  Enter the correct PIN and click OK

When the Digital ID has been successfully deleted, you will be informed:

Information x

The Digital ID was deleted successfully!

Figure 21: Digital IDs: The Digital ID was deleted successfully

®»  Click OK to close this dialog

The Digital ID and its corresponding certificate chain are now deleted from the token.

¢ Note that the certificate will remain registered in the certificate store, as the Microsoft

Certificate Propagation service does not deregister certificates (once they are registered).

14
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3.1.4  View Certificate

The button View Certificate allows you to view the contents of the personal Digital IDs, as well as of
the CA certificate(s), when selected.

¢ Note that you can also view the certificate content when double-clicking any of the Digital IDs
listed under Personal Digital ID’s or any of the certificates listed under Certificate chain.

1 Upon clicking on View Certificates when a Personal Digital ID is highlighted (blue), the
following dialog will appear:

Certificate 1; X
Certificate Information
Issued To:

Common Name (CN) user1

E-mail (E) user 1@safesign.nl

UPN user 1@SST
Issuer Information:

Common Name (CN) SST
Domain Component SST
Domain Component AET

Certificate Information:

| Serial Number 4F:00:00:03:71:E0:65: 21:F0:EB:F6:AA:C0:00:00:00:00:03:71
valid from 2018-07-02 10:31:35

| valid to 2019-07-02 10:31:35

This certificate is intended to:

Create digital signatures Protect e-mail
Verify digital signatures for non-repudiation Smart Card Logon
Encipher secret keys

Prove your identity to a remote server
|

< >

Fingerprints:
SHA1 Fingerprint 8A:05:6D:29:FE:60:41:12:82:D5:25:35:42:E9:F3:BF:F3:71:C4:89
MDS Fingerprint  FF:87:30:ED:87:BC:53:86:C9:4A:CE:BC:BE:01:D8:06

Figure 22: Digital IDs: Certificate Information

This dialog will display the available certificate information.

It will also give additional information when appropriate, such as when the certificate is
about to expire or expired, when the complete trust chain of the certificate cannot be
located or a combination of these.

®»  Click Close to close this dialog.

You can save the certificate information to a file, by clicking Save to file. Upon clicking Save
to file, you are allowed to save the file as a Certificate File type (*.cer).

15
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3.1.5 Check Expiration

You may check the expiration status of the Digital
button.

When no certificates are about to expire

ID(s) on the token by clicking the Check Expiration

/ are expired, the following dialog will appear:

Information

s

Mo Digital IDs are about to expire in the next 30 days

s

Figure 23: No Digital IDs are about to expire in the next 30 days

®»  Click OK to close this dialog.

When there are certificates about to exp
dialog will appear:

Certificate Expiration Warning

ire / expired, the Certificate Expiration Warning

4 One or more certificates have expired or are about to expire in the next 30 days.
y h Please contact your certificate provider to renew them.
Failure to do so, will render the certificates unusable after they have expired.

Token Label
SafeSign IC Token

Issued To Issued By
userl SST

Expiration Date
2019-07-02 10:31:35

View Certificate

Figure 24: Certificate Expiration Warning

This dialog will display both the certificate(s) that will expire in the next 30 days and the

certificates that have already expired.

¢ The days in advance are set default to thirty (30) days.

The Certificate Expiration Warning dialog will also appear by default every time a token is
inserted (without the TAU open), which contains certificates that are about to expire in the

time period specified:

¢ One or more certificates have expired or are about to expire in the next 30 days.
y L Please contact your certificate provider to renew them.
Failure to do so, will render the certificates unusable after they have expired.

Issued To Issued By Expiration Date
userl SST 2019-07-02 10:31:35

Token Label
SafeSign IC Token

[ Don't show this warning again for these certificates

Figure 25: Certificate Expiration Warning

View Certificate

16
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3.1.6

Note that if you select “Don’t show this warning again for these certificates”, this warning

will not be displayed again for the
these certificates).

certificate(s) shown and cannot be activated again (for

If you select the certificate(s) about to expire, you may view the contents of the certificate
as registered in the Certificate Store, by double-clicking it or clicking View Certificate.

Close

Clicking the Close button will close the Digital IDs dialog.

3.2

Import Digital ID

The SafeSign IC TAU allows you to import a Digital ID on your SafeSign IC token. By importing the
file, your keys and certificate will be securely stored on your token and can be used for secure
communication. This greatly enhances the security of your Digital ID, now protected by two-factor
authentication: to access it, you would need to have possession of the token and knowledge of the
token’s PIN.

The function Import Digital ID can be used to import Digital ID files stored in PKCS #12 (.p12) or
Personal Information Exchange (.pfx) format on your hard disk (or removable media).

¢

To import a Digital ID, click Digital

Note that the function Transfer ID to token (as available under Show Registered Digital IDs)
should be used for Digital IDs that are already present / imported in the Microsoft Personal
Certificate Store.

Note that when SafeSign IC imports a Digital ID, the public key is not stored on the token. The
reason behind this is to save space on the token, as the public key does not have to be on the
token, for it is embedded in the certificate and used for public key operations only (and does
not have to be kept secret).

IDs > Import Digital ID, to open the following dialog:

Import Digital ID I,\\,

Digital 1D file: [

Import CA certificates
[15et the label of the ID on the token to a non default-value

bes

Label on token: |

Digital ID password: |

OK Cancel

Figure 26: Digital IDs: Import Digital ID

17
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First, you will need to specify the location where the Digital ID file is stored. The Digital ID
file can be stored anywhere, either on a hard disk or on removable media. Click on the

symbol B to select the location:

W Select 3 Digital ID file N ®
- « 4 [ » ThisPC » Desktop v O Search Desktop »
Organize v New folder == » [H e
~ Marne Date medified Type
~ g Quick access
ﬁ userl.pfx 7/2/2018 3:01 PM Personal Infi
[ Desktop
* Downleads
|=| Documents
| Pictures
Public
Public Downloat
SafeSign 3.3
SafeSign IC Stan
OneDrive
w [ This PC
§ 3D Objects
o Aot & Ed
File name: | v ‘ Digital ID Files (*.pfx, *.p12) ™

Figure 27: Import Digital ID: Select a Digital ID file

A 4

Select the Digital ID file by clicking on it, then click Open

The Import Digital ID dialog will now show the (path to the) Digital ID file you have just

selected:
Import Digital ID x
Digital ID file: |C: Users\Administrator\Desktopius g
Import CA certificates

[Iset the label of the ID on the token to a non default-value

Label on token: |

Digital ID password: |

oK Cancel

Figure 28: Import Digital ID: Digital ID file

®»  Enter the Digital ID password and click OK

Take the following into account when completing this dialog:

° The Digital ID password that you are requested to enter is the password that was
used to protect the Digital ID. If you do not enter the correct password, you will get a
prompt saying that the Digital ID needs a different password. You will then have to
start the import a Digital ID procedure again by clicking Digital IDs > Import Digital ID.

18
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° When importing a Digital ID, the label of the Digital ID as set by the application used
to obtain the Digital ID, will be copied. If you wish to set your own label to the
certificate and private key, select “Set the label of the ID on the token to a non-
default value” and enter a label in the Label on token box. Note that this will only
change the label as visible in the Show Token Objects dialog for the certificate and
private key.

° Note that when importing a Digital ID, you may choose whether you want to import

the CA certificates as well. By default, the option Import CA certificates is selected. If
you do not wish to import the CA certificates on the token, deselect the checkbox.

When you have clicked OK after entering the correct password for the Digital ID file, you
will be asked to enter the PIN for the token:

Enter PIN
To login to "SafeSign IC Token™

Enter PIN:

. Minimum PIN length 4 bytes
Maximum PIN length 15 bytes

oK Cancel

Figure 29: Enter PIN

) 4

Enter the correct PIN and click OK

When the Digital ID has been successfully imported, the following prompt will inform you:

Information x

The Digital ID has been imported successfully!

Figure 30: Import Digital ID: The Digital ID has been imported successfully

®»  Click OK to close this dialog

When you try to import a Digital ID that does not comply with the key length constraints of
the supported token, you will get a key size error.

When the token is full, i.e. does not have enough memory to import a / another Digital ID,
you will get a Token out of memory’ error. Note that you may not always be able to see why
the token is out of memory; the amount of free public space may give an indication only.

19
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33 Import Certificate

The SafeSign IC TAU allows you to import a Certificate Authority (CA) certificate on your SafeSign IC
token. By importing the file, the CA certificate is securely stored on your token, greatly enhancing
the mobility and flexibility of your SafeSign IC token.

SafeSign IC supports the import of:
° DER encoded .CER certificates
° DER encoded .CRT certificates

° DER format certificates

CA certificates may also be imported during token initialisation, please refer to section 4.1.5.

¢ Note that the Import Certificate feature can also be used to import Attribute Certificates.

1 To import a CA Certificate, click Digital IDs > Import Certificate to be able to specify the
location where the Certificate is stored:

W Import Certificate X
4 WM > ThisPC » Desktop v O Search Desktop »
Organize v New folder == » [H e
~ Marne Date medified Type
# Quick access
CA certificate.cer 7/15/2019 236 PM Security Cer
[ Desktop = -
* Downleads

|=| Documents

| Pictures
Public
Public Downloat
SafeSign 3.3
SafeSign IC Stan

OneDrive

[ This PC
§ 3D Objects
v £

L Ed

File name: | v ‘ Certificate Files (*.cer, *.der) ™

Figure 31: Import Certificate: Select Certificate

®»  Select the file by clicking on it, then click Open
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2 After selecting the Certificate File to import, you will be asked to enter the PIN of your
SafeSign IC Token:

Enter PIN

To login to "SafeSign IC Token™

Enter PIN:

. Minimum PIN length 4 bytes
" Maximum PIN length 15 bytes

oK Cancel

Figure 32: Enter PIN

®  Enter the PIN and click OK to import the certificate file

When the Certificate File has been imported, you will be notified:

Information X

The certificate has been imported successfully!

Figure 33: Import Certificate: The certificate has been imported successfully

®  Click OK to finish the import certificate operation

34 Exit

The Exit item of the Digital IDs menu will close the SafeSign IC TAU.
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4 Token

The Token menu of the Token Administration Utility includes the following functionality:

° Section 4.1: Initialise Token

° Section 4.2: Change PIN

° Section 4.3: Change Transport PIN

° Section 4.4: Unlock PIN

° Section 4.5: Change PUK

° Section 4.6: Show Token Info

° Section 4.7: Show Token Objects

° Section 4.8: Change PIN Timeout
4.1 Initialise Token

The first step after installing SafeSign IC is usually to initialise your token (if not yet initialised). This
involves setting a token label, a PUK and a PIN for your token.

¢ Thevalues written on the token during initialisation cannot be changed during the lifetime of
the token. This means that during the lifetime of the token, the token keeps the so-called
‘profile’ that has been created during the initialisation. Note that this includes the maximum
number of PIN and/or PUK retries and the length of the PIN and/or PUK.

As the correct functioning of SafeSign IC is dependent on a properly produced smart card or USB
Token, AET would like to emphasize that smart cards and / or USB tokens being produced for
use with SafeSign IC by vendors that are not approved AET production sites and not in
accordance with our QA policies (which require i.a. the SafeSign PKl applet to be pre-installed in
a secure environment and a custom key set) are not eligible for any support by AET in case of
problems, even if the user has purchased a SafeSign IC Maintenance and Support Agreement.

The following sections will describe the different scenarios involved:

° Section 4.1.1: How to initialise a token.

° Section 4.1.2: How to wipe a token.

° Section 4.1.3: How to recycle a token.

° Section 4.1.4: How to initialise a token with PIN Policy.

° Section 4.1.5: How to import a CA Certificate during token initialisation / wiping.
These sections will use a NXP JCOP 2.4.1 R3 Java Card (J2A080) as an example.
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4.1.1

Initialise Token

When you have not yet initialised your token, your token will be identified in the TAU as a
Blank Token” with Token Status “uninitialised” and only the Initialise Token item (and the
Show Token Info item) will be available:

& Token Administration Utility - O x
Digital IDs = Token |Integration Tasks Help
Reader or T Initialise Token... Token Status
L Blank T Unlock PINGS
Initialise PIM...
Change PUK...

Show Token Info...
Show Token Objects...
Change PIN Timeout...

Initialises a blank or test token

Figure 34: TAU: Initialise Token

®»  Inorder to initialise your token, click Token > Initialise Token

This will open the Initialise Token dialog box, enabling you to initialise your token:

Initialise Token x
Token Model: [P 12080
Token Profile: Default profile e
Token Label: ||
Enter PUK: I} |
Confirm PUK: |
Enter PIN; |
Confirm PIN: |
Import CA Certificates: | B
¥ Token Label must contain some characters

X Minimum PUK length 4 bytes

+ Maximum PUK length 15 bytes

+" PUK equal to Confirmed PUK

X Minimum PIN length 4 bytes

+ Maximum PIN length 15 bytes

+ PIN equal to Confirmed PIN

Ok Cancel

Figure 35: Initialise Token: empty

The Token Model box will identify the type of token you have inserted and are about to
initialise.
The Token Profile box will allow you to select the profile to initialise the token with. This

box usually contains only contain one (Default) profile. If greyed out, you do not have the
(administrator) rights to modify it.

In order to initialise your token, you must meet a number of requirements. When you have
met a certain requirement, the X will become a ¥ .
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Fill in the required fields, taking into account the remarks and requirements below:

Field
Token profile

Requirement
The Token Profile should be set.

Remarks
For Java Card v2.2.2 (and higher) cards, there is
only one profile available, called “Default profile”.

Token Label The Token Label must contain some
characters, it cannot be empty.
Maximum number of characters is 32.
Enter PUK Minimum PUK length is 4 characters;
maximum PUK length is 15 characters.
Confirm PUK Confirmed PUK should be equal to the PUK.
Enter PIN Minimum PIN length is 4 characters;
maximum PIN length is 15 characters.
Confirm PIN Confirmed PIN should be equal to PIN.

Both the token label and the PIN and PUK code may
consist in whole or in part of alphanumeric
characters, i.e. letters (both small and capital
letters), numbers, specials characters / symbols
(such as @, # and &) and blank spaces.

SafeSign IC enforces a minimum and maximum PIN
/ PUK length. If you enter a PIN / PUK of less than
the minimum allowed or more than the maximum
allowed, you will not be able to click the OK button
in such instances where the PIN / PUK is required .
The PIN / PUK will only be accepted when you enter
a PIN / PUK of the required length.

3

Table 1: Initialise Token fields

By default, the PIN and PUK are limited to ASCIl characters. However, because some
languages use characters with diacrits (such as umlaut, accent grave, etc.) and such
characters as 8 and €, which consist of 2 or more bytes, it is possible to change this default
setting to allow for such characters (as described in the Administrator’'s Guide). When that is
the case, it should be taken into account that one such character may represent two (or
more) bytes. Therefore, the dialogs for PIN and PUK entry mention “bytes” instead of

“characters”.

When all fields have been entered according to requirements, as follows:

Initialise Token

Token Model:

Token Profile:

Token Label:

Enter PUK:

Confirm PUK:

Enter PIN:

Confirm PIN:

Import CA Certificates: | B

s

NP 324080

Default profile w

|Safe5ign IC Token

" Token Label must contain some characters
" Minimum PUK length 4 bytes

+ Maximum PUK length 15 bytes

+  PUK equal to Confirmed PUK.

" Minimum PIN length 4 bytes

" Maximum PIN length 15 bytes

+ PIN equal to Confirmed PIN

oK

Cancel

Figure 36: Initialise Token: completed

»

Click OK to start initialising your SafeSign IC Token.
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4 Upon clicking OK, you will be informed that your token is being initialised:

s

Your token is being initialised!
This operation may take up to 90 seconds to complete.

Working...

Figure 37: Initialise Token: Your token is being initialised

= Do not interrupt or remove your SafeSign IC token during the initialisation process. If
you have a smart card reader with a LED, you may want to keep an eye on the LED of
your smart card reader to see whether it is busy or not.

5 When the initialisation operation is completed, the following prompt will appear:

Information x

The operation completed successfully.

Figure 38: Initialise Token: The operation completed successfully

=  Click OK to finish the initialisation

6 When your token is initialised, the token name will appear in the token window and all
operations in the Token menu will be available:
& Token Administration Utility I} — ] x
Digital IDs = Token Integration Tasks Help
Reader or Token Mame Token Status
@Safesign IC Token operational

Figure 39: TAU: Token Status operational
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4.1.1.1 Operation failed

When the Initialise Token operation failed, you may get a ‘Device Error 0x30’. Check that your smart
card reader is functioning properly and whether you have a correct token. Make sure that the token
is inserted in the smart card reader and click OK to try to initialise the token again. This error may
also occur when there is not enough space left on the card.

When the error message appears that “Your Java Card may not be configured correctly”, consider
the following possible causes:

° The presence of other applets installed on the card;

° The card does not have the SafeSign IC applet installed (correctly);

° The card is read-only;

° The token is not supported by SafeSign IC or the version of SafeSign IC installed.
Make sure that the token is inserted in the smart card reader and click OK to try to initialise the
token again. Otherwise, contact your local supplier or AET SafeSign Support for assistance.
4.1.2  Wipe Token

When your token has been initialised (before), you will only be able to wipe the token. If you wipe a
card, you will need to enter the current PUK, as it was set during initialisation, including minimum
length, maximum length and retry counter. If non-default values have been used for the PUK during
initialisation, the card will keep these during its lifetime.

1 If the token was initialised before, the Token menu will display the item Wipe Token
(instead of Initialise Token, as in Figure 34):
9 Token Administration Utility - O *
Digital IDs = Token  Integration Tasks Help
Readeror T Wipe Token... I} Token Status
L safeSign Unlock PIN...
Change PIN...
Change PUK...

Show Token Info...
Show Token Objects...
Change PIN Timeout...

Initialises a blank or test token

Figure 40: TAU: Wipe token

®»  Inorder to wipe your token, click Token > Wipe Token
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2

This will open the Wipe Token dialog box:

Enter PLUK:

Enter PIN:

Wipe Token
WARNING!
! . Wiping a token will delete all
~~— existing data stored on it.

Token Model:
Token Profile:

Token Label:

NOTE: Please enter the current PUK

Confirm PIM:

Import CA Certificates: | B

+  Token Label must contain some characters
¥ Minimum PUK length 4 bytes

" Maximum PUK length 15 bytes

< Minimum PIN length 4 bytes

+ Maximum PIM length 15 bytes

" PIN equal to Confirmed PIN

et

NP 124080

Default profile ~

|SaFeSign 1C Token

oK Cancel

Figure 41: Wipe Token

In order to wipe your token, you must meet a number of requirements. When you have
met a certain requirement, the X will become a ¥

Fill in the required fields as follows, taking into account the remarks and requirements

below:

Field
Token profile

Requirement
The Token Profile should be set.

Remarks
For Java Card v2.2+ cards, there is only one profile
available, called “Default profile”.

Token Label The token label must contain some
characters, it cannot be empty.
Maximum number of characters is 32.
Enter PUK Minimum PUK length is 4 characters;
maximum PUK length is 15 characters.
Enter PIN Minimum PIN length is 4 characters;
maximum PIN length is 15 characters.
Confirm PIN Confirmed PIN should be equal to PIN.

Both the token label and the PIN and PUK code may
consist in whole or in part of alphanumeric
characters, i.e. letters (both small and capital
letters), numbers, specials characters / symbols
(such as @, # and &) and blank spaces.

SafeSign IC enforces a minimum and maximum PIN
/ PUK length. If you enter a PIN / PUK of less than
the minimum allowed or more than the maximum
allowed, you will not be able to click the OK button
in such instances where the PIN / PUK is required .
Only when you enter a PIN / PUK of the required
length will the PIN / PUK be accepted.

Table 2: Wipe token fields
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3

By default, the PIN and PUK are limited to ASCIl characters. However, because some
languages use characters with diacrits (such as umlaut, accent grave, etc.) and such

characters as 8 and €, which consist of 2 or more bytes, it is possible to change this default
setting to allow for such characters (as described in the Administrator’'s Guide). When that is
the case, it should be taken into account that one such character may represent two (or
more) bytes. Therefore, the dialogs for PIN and PUK entry mention “bytes” instead of

“characters”.

When all fields have been entered according to requirements, as follows:

Wipe Token

WARNING!

! . Wiping a token will delete all
~~— existing data stored on it.

et

Token Model: NP 124080

Token Profile: Default profile ~

Token Label: |safesSign IC Token

Enter PUK: |

NOTE: Please enter the current PUK

Enter PIN: |====

Confirm PIN: |“"1

Import CA Certificates: |

" Minimum PUK length 4 bytes
" Minimum PIN length 4 bytes

" PIN equal to Confirmed PIN

+  Token Label must contain some characters
" Maximum PUK length 15 bytes

+ Maximum PIM length 15 bytes

oK Cancel

Figure 42: Wipe Token: completed

4

Upon clicking OK, you will be informed that your token is being wiped:

Click OK to start wiping your SafeSign IC Token.

Working...

‘four token is being wipe%
This operation may take up to 90 seconds to complete.

Figure 43: Your token is being wiped!

Do not interrupt or remove your SafeSign IC token during the wiping process. If you have a
smart card reader with a LED, you may want to keep an eye on the LED of your smart card
reader to see whether it is busy or not.
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When the wiping operation is completed, the following prompt will appear:

5

Information x

The operation completed successfully.

Figure 44: Wipe Token: The operation completed successfully

= Click OK to finish the wiping process

4.1.2.1 Operation failed

When the Wipe Token operation failed, you may get a ‘Device Error 0x30’. Check that your smart
card reader is functioning properly and whether you have a correct token. Make sure that the token
is inserted in the smart card reader and click OK to try to initialise the token again. This error may
also occur when there is not enough space left on the card.

When the error message appears that “Your Java Card may not be configured correctly”, consider
the following possible causes:

° The presence of other applets installed on the card;

° The card does not have the SafeSign IC applet installed (correctly);

° The card is read-only;

° The token is not supported by SafeSign IC or the version of SafeSign IC installed.
Make sure that the token is inserted in the smart card reader and click OK to try to initialise the
token again. Otherwise, contact your local supplier or AET SafeSign Support for assistance.

4.1.3 Recycle Token

When a special version of the applet installed with specific applet install parameters is used (which
are outside of the scope of this document), it is possible to ‘recycle’ the token. In that case, once
the PIN and PUK are blocked due to too many attempts (i.e. entering an incorrect PIN / PUK until
the retry counter is exceeded), it is possible to reset the token, so it can be brought back to a state
in which it can be initialised. Note that this means that all Digital IDs on the token will be deleted.

If the token is locked, there will be an option in the TAU’s Token menu, allowing you to recycle the
token and set a new token label, PUK and PIN.
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4.1.3.1 Recycle Count

When the Recycle applet is installed correctly, the Token Information dialog will display the number
of recycle attempts available:

Token Information (SafeSign |C Token) I}- *
Token Information
Field Value
Token Label SafeSign IC Token
Token Serial Number 0395001C0025F00D
Token Model StarSign Crypto USB-Token S StdR.
Series Completion yes
Applet Version 3.1.0.16
Secure Messaging Enabled no
|Recyde Count Used 0 / Maximum 3 |
Registry card type StarSign Crypto USB-Token 5
CSP Microsoft Base Smart Card Crypto Provider
PIN Status PIN OK
PIN Retries (Left/Maximum) 3/3
PIN Length Maximum 15 bytes / Minimum 4 bytes
PIN Timeout disabled
Last PIN change today
PUK Status PUK OK
Public Memory / Private Memory Total == 32K bytes [ Free == 32K bytes / Used 0 bytes

Figure 45: Token Information: Recycle Count

The number of recycle attempt depends on the amount set during applet installation. The TAU
Token Information dialog will display the recycle count (used and maximum).

The total number of available recycles for this token is 8.
¢ Note that the maximum number of recycle attempts that can be set is decimal 127 / hex 7F.

4.1.3.2 Recycle Process

When the token is locked (i.e. both PIN and PUK are locked), the Recycle Token option will
1 be available from the Token menu:

& Token Administration Utility — ] X
Digital IDs = Token  Integration Tasks Help

Readeror T Recycle Token... k Token Status

b SafeSig Unlock PIN...

Change PIN...

Change PUK...

Show Token Info...
Show Token Objects...
Change PIN Timeout...

Initialises a blank or test token

Figure 46: TAU: Recycle Token

®»  Click Recycle Token
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2 After some seconds, the Initialise Token dialog will be opened:

Initialise Token
Token Model:
Token Profile:
Token Label:
Enter PUK:
Confirm PUK:
Enter PIN;

Confirm PIN:

Import CA Certificates:

+ Maximum PUK length

¥ Token Label must contain some characters
¥ Minimum PUK length 4 bytes

+" PUK equal to Confirmed PUK
X Minimum PIN length 4 bytes
+ Maximum PIN length 15 bytes
+ PIN equal to Confirmed PIN

[ bl

|513r5ign Crypto USB-Token 5 StdR.

Default profile w
[

| =

15 bytes

Ok Cancel

Figure 47: Initialise Token

\ 4

You can now initialise your token as described in section 4.1.1.

If you click Cancel in this dialog, your token will be identified as a 'Blank token’ and
you will be able to initialise the token, by selecting Initialise Token from the Token

menu.

¢ Note that after initialisation, the recycle counter has decreased (by one):

*

Token Information (SafeSign 1C Tokent\e
Token Information

Field Value
Token Label Safesign IC Token
Token Serial Number 0535001C0025F00D
Token Model StarSign Crypto USB-Token S StdR
Series Completion yes
Applet Version 3.1.0.16
Secure Messaging Enabled no

Recyde Count

Used 1/ Maximum & |

Registry card type

StarSign Crypto USB-Token S

C5P Microsoft Base Smart Card Crypto Provider
PIN Status PIN OK

PIN Retries (Left/Maximum) 3/3

PIM Length Maximum 15 bytes f Minimum 4 bytes

PIN Timeout disabled

Last PIN change today

PLUK Status PLE QK

Public Memary / Private Memory Total == 32K bytes [ Free == 32K bytes / Used 0 bytes

Close

Figure 48: Recycle Count decreased
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4.1.3.3 Recycle Count exceeded

When the maximum recycle count has been reached (‘Used 8 / Maximum 8’ in our
example), you will not be able to recycle your token anymore.

When you then lock your token again, the option Recycle Token will not be available
anymore:

& Token Administration Utility - O x
Digital IDs = Token |Integration Tasks Help

Readeror T Recycle Token... I} Token Status
mSafeSigr Unlock PIM... locked
Change PIN...
Change PUK...
Show Token Info...
Show Token Objects...
Change PIN Timeout...

Initialises a blank or test token

Figure 49: TAU: Token locked

4.1.4 Initialise a Token with PIN Policy

When a special version of the applet installed with specific applet install parameters is used (which
are outside of the scope of this document), it is possible to support cards with a (pre-)defined PIN
policy, where the end user may not just select any PIN or PUK code for their token, but must adhere
to certain complexity rules (so called PIN and PUK policies).

Note that for this functionality to work, for the PIN Policy functionality to be enabled, a special
version of the applet and specific applet install parameters are required. Currently, an applet (‘non-
RIC’) is available that combines PIN policy and recycling functionality (see section 4.1.3).

Apart from requirements regarding PIN and PUK length and equality, the PIN policy checks so-called
diversification with the following requirements:

1 PIN/PUK must have at least one (01) capitalized alphabetic character (A-Z);

2 PIN/PUK must have at least one (01) lowercase alphabetic character (a-z);

3 PIN/PUK must have at least one (01) numerical character (0-9);

4 Allow the use of special characters. Example: “$”, “@”, “&” etc.;
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1

Initialise Process

Upon selecting Initialise Token from the Token menu, this will open the Initialise Token
dialog box, with the special “balls”, displaying the requirements:

Initialise Token *
Token Model: |513r5ign Crypto USB-Token 5 NR.
Token Profile: Default profile -
Token Label: ||
"X Token Label must contain some characters
Enter PUK: |
Confirm PUK: |
( i il 2 bytes
Lengt‘."I PUK length between 6 and 12 bytes Liﬁcaﬁon Similarity Restriction

Warning ! Click on the red ball to check what are the password requirements missing !

Enter PIN: |
Confirm PIN: |
Length Equality Distance  Diversification  Similarity Restriction

Warning ! Click on the red ball to check what are the password reguirements missing !

Import CA Certificates: |

OK Cancel

BEr

Figure 50: Initialise NR Token

4

Hover over the “balls” to see the policy requirements. The policies “Distance”,

“Similarity” and “Restriction” are not enabled, hence the balls will remain grey.

The following “balls” are active for this token:

Ball Label Description

Length PIN / PUK length between 6 and 12 The length of the PIN / PUK should be at least 6
characters. characters, but no more than 12 characters.

Equality PIN / PUK equal to confirmed PIN / PUK. The confirmed PIN / PUK entered should be the

same as the PIN / PUK entered.

Character classification: The length of the
PIN / PUK code has to be at least 6
characters. The PIN code has to use a
minimum number of 3 classes, chosen
between lowercase letters, uppercase
letters and numbers and each class has to

Diversification

be composed of a minimum of 1 character.

The PIN / PUK must consist of at least 6
characters and contain at least 1 uppercase
letter, 1 lowercase letter and 1 number. When
the PIN / PUK is not valid, you will be advised
that: “PIN code is invalid. This PIN uses
downcase letters, numbers. It is missing upcase
letters.”
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2

Only when you have entered a PIN and PUK that satisfies all these requirements, will you

be able to initialise the token:

Initialise Token *
Token Model: |513r5ign Crypto USB-Token 5 NR.
Token Profile: Default profile -
Token Label: |Safe5ign IC Token

" Token Label must contain some characters

Enter PUK: | “““
Confirm PUK: | “““
Length Equality Distance  Diversification  Similarity Restriction

The informed password is correct and fullfilled all the password policy requirements !

Enter PIN: | ======
Confirm PIN: | ======
Length Equality Distance  Diversification  Similarity Restriction

The informed password is correct and fullfilled all the password policy requirements !

Import CA Certificates: | B

oK Cancel

Figure 51: Initialise NR Token: completed

When a ball is / becomes green, this means that the policy is enabled and that the entered

PIN / PUK fulfils the policy requirements.

®  Click OK to initialise the token.
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When a particular requirement is not met, the relevant ball will be red:

Initialise Token % X
Token Model: |513r5ign Crypto USB-Token 5 NR.

Token Profile: Default profile w
Token Label: |Safe5ign IC Token

+  Token Label must contain some characters

Enter PUK: |
Confirm PUK: |“““
Length Equality Distance  Diversification  Similarity Restriction

The informed password is correct and fullfilled all the password policy requirements !

Enter PIN: [
Confirm PIN: | """
Length Equality Distance  Diversification  Similarity Restriction

Warning ! Click on the red ball to check what are the password requirements missing !

Import CA Certificates: | B

oK Cancel

Figure 52: Initialise NR Token: Password requirements missing

In the screenshot above:
° The Length ball is green: the length of the PIN is correct;

° The Equality ball is green: the confirmed PIN matches the PIN;

° The Diversification ball is red: the PIN does not have the minimum number of 3
classes.

4.1.4.2 ChangePIN
When you change the PIN of a token that is PIN-policy enabled, the PIN policy is enforced:

Change PIN X

Changing the PIN for "SafeSign IC Token™;

Is

Enter old PIN: [

Enter new PIN: |

Confirm new PIM:

|
© O 0 60

Length Equality Distance  Diversification  Similarity Restriction

Warning ! Click on the red ball to check what are the password requirements missing !
oK Cancel

Figure 53: Change PIN NR Token

35



Token Administration Utility Guide
Token: Initialise Token

4.1.4.3 Enter PIN

When you need to enter the PIN for a token that is PIN-Policy enabled, the dialog is not “policy-
enabled”, for security reasons:

4.1.5

Enter PIN

To login to "SafeSign IC Token™

Enter PIN:

> Minimum PIN length & bytes
+ Maximum PIM length 12 bytes

QK

Cancel

Figure 54: Enter PIN

Import CA Certificates

The SafeSign IC TAU enables the import of:

1

1

DER encoded .CER (CA) certificates

DER encoded .CRT (A) certificates

DER format (CA) certificates

There are two ways to do this:

By means of the item Import Certificates of the Digital ID menu, allowing you to select single

CA certificates for import (“one at a time”), as described in section 3.2;

During token initialisation, by selecting a directory where one or multiple CA certificates is /

are stored (“all at once”), as described in this section.

In the Initialise Token dialog, the option Import CA Certificates allows you to select a

directory where the CA certificate(s) is (are) stored:

Initialise Token

Token Model:

Token Profile:

Token Label:

Enter PUK:

Confirm PUK:

Enter PIN:

Confirm PIN:

Import CA Certificates: |

+ Token Label must contain some characters
+ Minimum PUK length 4 bytes

+" Maximum PUK length 15 bytes

+" PUK equal to Confirmed PUK.

+" Minimum PIN length 4 bytes

+" Maximum PIN length 15 bytes

+" PIN equal to Confirmed PIN

*
|pr 124080
Default profile e
|Safe5ign IC Token
[
| zzzzzzzz
[
|====

B
e

Figure 55: Initialise Token

®»  Click on the Browse icon
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Upon clicking on the Browse icon, the Browse for Folder dialog will open, allowing you to

select a directory containing CA Certificates:

Browse For Folder *

Select a directory containing CA certificates (*.cer, *.der)

- Desktop
OneDrive

& Administrator

& This PC

'+ Libraries

2 DVD Drive (D2)

i Local Disk (C:)

- USB2 (E:)

=¥ Metwork

Folder: | Desktop |

Make Mew Folder Cancel

Figure 56: Import CA certificates: Browse For Folder

\ 4

Select a directory and click OK

Upon clicking OK, the directory will be indicated in the corresponding box:

Initialise Token L\\) =
Token Model: [P 124080
Token Profile: Default profile w
Token Label: |Safe5ign IC Token|
B | ========
Confirm PUK: | ““““
Enter PIN: [===
Confirm PIN: |‘“‘

Import CA Certificates: |C:\,Users\,ﬂdminish’ahor\,Deskhop\‘.cer, = Bx

+ Token Label must contain some characters
+ Minimum PUK length 4 bytes

+" Maximum PUK length 15 bytes

+" PUK equal to Confirmed PUK

+ Minimum PIN length 4 bytes

+ Maximum PIN length 15 bytes

+ PIN equal to Confirmed PIN

Cancel

Figure 57: Initialise Token: Import CA certificates

®»  Click OK to initialise the token

Note that all CA certificates present in the directory will be imported.
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Upon clicking OK, you token will be initialised, during which the CA certificate(s) is
imported:

Working...

‘four token is being initialised!
Mow importing CA certificates from C:\Users\Administrator\Desktop

Figure 58: Initialise Token: Now importing CA certificates

When the initialisation operation is completed, the following prompt will appear:

Information X

s

The operation completed successfully.

Figure 59: Initialise Token: The operation completed successfully

» Click OK to finish the initialisation

The PKCS#11 objects dialog will now display the (imported) CA certificate:

PKCS #11 objects (SafeSign IC Token) h X
Token Objects
Type Label Private
Ecertificate SST No

View Certificate Save Object Show Private Objects

Figure 60: PKCS#11 objects: CA Certificate
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4.2 Change PIN

The SafeSign IC TAU enables you to change the PIN for your SafeSign IC Token.

In order to do so, select Change PIN from the Token menu. This will open the following
1 g
dialog:
Change PIN *

Changing the PIN fct}"Saféﬁg n IC Token™:

EnterodPv: |

Enter new PIN: |

Confirm new PIN: |

> Minimum PIN length 4 bytes
Maximum PIM length 15 bytes
New PIN equal to confirmed new PIM

oK Cancel

Figure 61: Change PIN

This dialog will identify the token of which you want to change the PIN (“SafeSign IC
Token” in our example). Only when you enter the correct old PIN and enter a new PIN and
confirmed new PIN that are equal (and fulfil the PIN length requirements), will the OK
button be available.

=

5§  Enterthe old PIN, the new PIN and confirm new PIN, then click OK to change the PIN

2 When the PIN has been successfully changed, the following dialog will be displayed:

Information X

Your PIN was successfully changed!

Figure 62: Change PIN: Your PIN was successfully changed

®»  Click OK to close this dialog box.

4.2.1 PIN Status

Each time you enter your PIN for the SafeSign IC Token, either within the SafeSign IC TAU or when
asked to do so in applications, the SafeSign IC TAU will provide you with information as to the status
of the PIN.

By default, you have three attempts to enter the correct PIN and SafeSign IC will keep a counter and
give you information as to the status of the PIN. When you enter an incorrect PIN three times, the
token will be LOCKED and you should use the Unlock PIN item from the Token menu (as described
in section 4.4).

The counter for incorrect PIN entries will be reset (to three attempts to enter the PIN) if you enter a
correct PIN after entering an incorrect PIN (but no more than three times).
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In the Token Information dialog (Token > Show Token Info), the status of the PIN is displayed. There
are four possible scenarios:

1 OK

2 PIN has been entered incorrectly at least once

3 One final attempt left to enter the PIN correctly

4 LOCKED

In addition, when you perform an operation within the SafeSign IC TAU, such as Enter PIN (or any
other item for which PIN entry is required), you will receive information on the status of the PIN in
the dialog involved. Here also, four notifications are possible:

1 When the PIN is OK (has not been entered incorrectly before):

Enter PIN
To log in to "SafeSign IC Token™

Enter PIN:

2 Minimum PIN length & bytes
+ Maximum PIN length 12 bytes

oK Cancel

Figure 63: Enter PIN

2 When the PIN has been entered incorrectly (once):

Change PIN % e

PIN incorrect
WARNING: Repeated login failures may lock the token!
You have 2 tries remaining

Changing the PIN for "SafeSign IC Token™:

Enter old PIN: [

Enter new PIN: |

Confirm new PIN: |

¥ Minimum PIN length 4 bytes
" Maximum PIM length 15 bytes
+ MNew PIN equal to confirmed new PIN

oK Cancel

Figure 64: Enter PIN: You have 2 tries remaining

3 When one final attempt is left to enter the PIN correctly:

Change PIN [k X

PIN incorrect
WARNING: You have only 1 attempt left!

Changing the PIN for "SafeSign IC Token™:

Enter old PIN: [

Enter new PIN: |

Confirm new PIN: |

¥ Minimum PIN length 4 bytes
" Maximum PIM length 15 bytes
+ Mew PIN equal to confirmed new PIN

oK Cancel

Figure 65: Enter PIN: You have only 1 attempt left
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4  When the PIN is locked:

Error x

PIN locked (0xA4)

Figure 66: Enter PIN: PIN locked

When you close one menu item in the SafeSign IC TAU and you enter an incorrect PIN in another (or
the same) dialog, you will be notified of this fact and the status of incorrect PIN entries. For
example, the dialog below indicates you have already entered an incorrect PIN once and that you
have only two attempts left to enter the correct PIN:

Enter PIM I},

The PIN has previously been entered incorrectly
WARNING: Repeated login failures may lock the token!
You have 2 tries remaining

To log in to "SafeSign IC Token™

Enter PIN:

> Minimum PIN length 4 bytes
" Maximum PIN length 15 bytes

oK Cancel

Figure 67: Enter PIN: The PIN has previously been entered incorrectly.
43 Change Transport PIN

Your SafeSign IC token may have been initialised with a Transport PIN.

A Transport PIN is a temporary PIN on the token that has to be changed into a personalised PIN
before the token can be used.

If a Transport PIN is set on the token, the Token Information dialog will display the PIN Status:

Token Information (SafeSign IC Token) % x
Token Information
Field Value
Token Label SafeSign IC Token
Token Serial Mumber 2328003691964520
Token Madel MXP J2A080
Series Completion yes
Applet Version 3.0.0.6
Secure Messaging Enabled no
Registry card type MXF J2A080-134080 (Winter AG)
CsP Microzoft Base Smart Card Crypto Provider
PIM Status PIM is still set to transport value and must be changed |
PIM Retries (Left/Maximum) 3/3
PIM Length Maximum 15 bytes f Minimum 4 bytes
PIN Timeout disabled
PUK Status PUK OK
Public Memory [ Private Memory Total == 32K bytes [ Free == 32K bytes [ Used 0 bytes

Figure 68: Token Information: PIN is still set to transport value
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1

In the TAU, the option Change transport PIN is available:

& Token Administration Utility — ] X
Digital IDs = Token  Integration Tasks Help
Readeror T Wipe Token... Token Status
SR unlockPi.
Change transport PIN...,
Change PUK... L}

Show Token Info...
Show Token Objects...
Change PIN Timeout...

Changes the transport PIN

Figure 69: TAU: Change transport PIN

®  Select Change transport PIN (as above)

This will open the Change transport PIN dialog:

Change transport PIN L\E‘ X
Changing the PIN for "SafeSign IC Token™:
Enter transport PIN: |
Enter new PIN: |

Confirm new PIN: |

< Minimum PIN length 4 bytes

" Maximum PIN length 15 bytes

" New PIN equal to confirmed new PIN

0K Cancel

Figure 70: Change transport PIN

4

The transport PIN will now be changed into the new PIN, after which you will be informed:

Information L\\) >

‘Your PIN was successfully changed!

Figure 71: Change transport PIN: Your PIN was successfully changed

®»  Click OK

You can now use your token with your own PIN.
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4.4 Unlock PIN

The SafeSign IC TAU enables you to unlock the PIN for your SafeSign IC Token when your PIN is
locked.

¢ Note that the Unlock PIN item will only be available when the PIN is actually locked. If not, the
item will be greyed out.

The most common way is to unlock the PIN using the PUK. If a challenge response key is generated
on the token, it is also possible to unlock the PIN by means of off-line PIN unlock.
Section 4.4.1 describes how to unlock the PIN using the PUK.
Section 4.4.2 describes how to unlock the PIN using challenge response.
441  Unlock using the PUK
1 If your PIN is locked, select Unlock PIN from the Token menu to open the Unlock PIN dialog:

Unlock PIN x

Unlocking the PIN for "SafeSign IC Token™:

Enter PUK: [

Enter new PIN: |

Confirm new PIM: |

¥ PUK length between 4 and 15 bytes
2 Minimum PIN length 4 bytes

" Maximum PIN length 15 bytes

+  New PIN equal to confirmed new PIN

oK Cancel

Figure 72: Unlock PIN

This dialog will identify the token of which you want to unlock the PIN (“SafeSign IC Token”
in our example). Only when you enter the correct PUK and a new and confirmed PIN that
are equal (and fulfil the PIN length requirements), will the OK button be available.

®  Enter the current PUK, a new PIN and confirm the new PIN and click OK to unlock the

PIN

When the PIN has been successfully unlocked, the following dialog will be displayed:

2 Information % X

Your PIMN was successfully unlocked!

Figure 73: Unlock PIN: Your PIN was successfully unlocked

®»  Click OK to close this dialog box.

Your PIN should be unlocked and ready to use again, which you may check by being able to
use all menu items again (such as Import Digital IDs).
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4.4.2 Unlock via off-line PIN unlock

The SafeSign IC TAU has built-in support for off-line PIN unlock. When enabled, the user will be
allowed to choose how to unlock the PIN, either using the PUK or via off-line PIN unlock.

¢ Note that this scenario assumes that a system is in place to generate challenge-response keys
on a token and a helpdesk to assist you in the process. For more information, contact AET

SafeSign Support.

If your PIN is locked, selecting Unlock PIN from the Token menu will open the Unlock PIN
dialog allowing to choose the unlocking method:

1 Unlock PIN I} *

@i
(") Unlodk PIN via offHine PIN unlock
Cancel

Figure 74: Unlock PIN: unlocking methods

&  Select the option Unlock PIN via off-line PIN unlock

This will open the Off-line PIN unlock wizard:

Off-line PIM unlock wizard % *

Welcome to the off-line PIN unlock wizard

The offdine PIN unlock wizard helps you to unlock the PIM code of
your token with offHine assistance from your helpdesk.

Make sure you have all the information ready that your helpdesk may
ask you for before proceeding with the wizard.

Figure 75: Off-line PIN unlock wizard: Welcome to the off-line PIN unlock wizard

®»  Click Next to continue

44



‘:.’ Token Administration Utility Guide m

Token: Unlock PIN

3 The first step is to select the unlock algorithm to use. The helpdesk employee should tell
you which algorithm to use:

Step 1: select unlock algorithm L\\_.) X
Step 1: select unlock algorithm

Flease select the unlocking algorithm from the drop-down box below.
Your helpdesk can tell you which algorithm you should select.

3DES ECE Challenge Response w

3DES ECB Challenge Response
3DES ECB Witness Challenge Response

= Back Cancel
Figure 76: Off-line PIN unlock wizard: Step 1: select unlock algorithm

Select the unlocking algorithm and click Next to continue

) 4

4 Once you have selected an algorithm, the next step is to report the challenge requested
from the card:

Step 2: report challenge I} *

Step 2: report challenge

Flease report the challenge spedified below to your helpdesk. They

will be able to provide you with an unlocking code based on this challenge.
Your helpdesk will inform you when to proceed to the next step of

this wizard.

Challenge:

53528 A315 13A3 5990

In addition to the challenge, your helpdesk may also ask you to specify
the token serial number, The serial number of your token is displayed
in the box below:

2328 0036 9196 4590

< Back Cancel
Figure 77: Off-line PIN unlock wizard: Step 2: report challenge

» Report the challenge to your helpdesk and click Next to continue
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5

When you have received the response, you can enter the response and a new PIN code for
the token:

Step 3: enter response and set a new PIN I/\} X

Step 3: enter response and set a new PIN

FPlease enter the response spedified to you by your helpdesk. Then
pick & new PIN and enter it into the appropriate boxes.

Response:

# Response is 8 bytes long

Enter new PIN:

Confirm new PIN:

¥ Minimum PIN length 4 bytes
Maximum PIM length 15 bytes
PIN equal to Confirmed PIN

= Back Mext = Cancel

Figure 78: Off-line PIN unlock wizard: Step 3: enter response and set a new PIN

The wizard checks the response length as well as the length of the new PIN.

- Complete the fields and click Next to continue

The final page of the wizard shows whether the unlock procedure succeeded:

PIM unlock successful X

s

0 PIN unlock successfull

Offine PIN unlock was successful! You can now access your token
using the newly set PIM code.

Press Finish to end the wizard.

Figure 79: Off-line PIN unlock wizard: PIN unlock successful

®»  Click Finish to end the wizard.
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If the unlock failed (for example when the response is incorrect), the following dialog will
be displayed:

Off-line PIN unlock wizard L\\) X

8 Off-line PIN unlock failed!

Off-ine PIM unlock of your token failed! The response to the presented
challenge was incorrect!

L

You have 2 tries remaining.

Repeated unlock failures may
permanently lock your token!

Figure 80: Off-line PIN unlock wizard: Off-line PIN unlock failed

If off-line PIN unlock fails after the two remaining tries, you can only unlock the PIN using
the PUK, as described in section 4.4.1.

4.5 Change PUK

The SafeSign IC TAU enables you to change the PUK for your SafeSign IC Token.

1 In order to do so, select Change PUK from the Token menu to open the following dialog:

Change PUK *

Changing the PUK for "SafeSign IC Token™:

Enter old PUK: |

Enter new PUK: |

Confirm new PUK: |

X Minimum PUK length 4 bytes
Maximum PUK length 15 bytes
New PUK equal to confirmed new PUK
oK Cancel

Figure 81: Change PUK

This dialog will identify the token of which you want to change the PUK (“SafeSign IC
Token” in our example). Enter the old PUK, a new PUK and confirm the new PUK. Only
when you enter the correct old PUK and a new and confirmed PUK that is equal (and fulfil
the PUK length requirements), will the OK button be available.

®»  Click OK to change the PUK
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2 When the PUK has been successfully changed, the following dialog will be displayed:

Information X

s

Your PUK was successfully changed!

Figure 82: Change PUK: Your PUK was successfully changed

= (Click OK to close this dialog box.

4,5.1 PUK information

Every time you enter your PUK for the SafeSign IC Token, the SafeSign IC TAU will provide you with
information as to the status of the PUK.

By default, you have three attempts to enter the correct PUK and SafeSign IC will keep a counter
and give you information as to the status of the PUK. When you enter an incorrect PUK three times,
the PUK will be LOCKED and cannot be unlocked.

The counter for incorrect PUK entries will be reset (to three attempts to enter the PUK) if you enter
a correct PUK after entering an incorrect PUK (but no more than three times).

In the Token Information dialog (Token > Show Token Info), the status of the PUK is displayed. There
are four possible scenarios:

1 OK

2 PUKhas been entered incorrectly at least once

3 One final attempt left to enter the PUK correctly

4  LOCKED

When you enter an incorrect PUK three times, the PUK will be locked and cannot be unlocked.
However, you can still use the token with the PIN.

¢ Note that when both PIN and PUK are locked, the token cannot be used anymore:

& Token Administration Utility - m] X
Digital IDs  Token |Integration Tasks Help

Reader or Token Name Token Status

9% SafeSign IC Token locked

Figure 83: TAU: Token Status locked
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In addition, when you perform an operation within the SafeSign IC TAU, such as Change PUK (or any
other item for which PUK entry is required), you will receive information on the status of the PUK in
the dialog involved. Here also, four notifications are possible:

1 When the PUK is OK (has not been entered incorrectly before):

Change PUK *

Changing the PUK for "SafeSign IC Token":

Enter old PUK: |

Enter new PLK: |

Confirm new PUK: |

¥ Minimum PUK length 4 bytes
+ Maximum PUK length 15 bytes
+ New PUK equal to confirmed new PUK

oK Cancel

Figure 84: Change PUK

2 When the PUK has been entered incorrectly:

Change PUK % X

PUK incorrect
WARNING: Repeated login failures may lock the token!

Changing the PUK for "SafeSign IC Token":

Enter old PUK: [

Enter new PUK: |

Confirm new PUK: |
¥ Minimum PUK length 4 bytes

+ Maximum PUK length 15 bytes
+ New PUK equal to confirmed new PUK

oK Cancel

Figure 85: Change PUK: Repeated login failures may lock the token

3 When one final attempt is left to enter the PUK correctly:

Change PUK X

PUK incorrect L\\)
WARNING: You have only 1 attempt left!

Changing the PUK for "SafeSign IC Token™:

EnteroldPUK: |

Enter new PUK: |

Confirm new PUK: |

¥ Minimum PUK length 4 bytes
" Maximum PUK length 15 bytes
+ MNew PUK equal to confirmed new PUK

oK Cancel

Figure 86: Change PUK: : You have only 1 attempt left
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4  When the PUK is locked:
Error X
N

PUK locked (0xA4)

Figure 87: PUK locked

When you close one menu item in the SafeSign IC TAU and you enter an incorrect PUK in another
(or the same) dialog, you will be notified of this fact and the status of incorrect PUK entries. For
example, the dialog below indicates you have already entered an incorrect PUK previously:

Unlock PIN ®

The PUK has previously been entered incorrecthy
WARNING: Repeated login failures may lock the token!

Unlocking the PIN for "SafeSign IC Token™:

Enter PUK: |

Enter new PIN: |

Confirm new PIN: |

¥ PUK length between 4and 15 bytes
¥ Minimum PIN length 4 bytes

" Maximum PIM length 15 bytes

+  Mew PIN equal to confirmed new PIN

oK Cancel

Figure 88: Change PUK: The PUK has previously been entered incorrectly

¢ Asforthe PIN, it is possible to enable a retry counter for the PUK (in the registry?). When the
PUK retry counter is enabled, the dialogs that require PUK entry will also display how many
attempts are left:

Change PUK L\\) *

PUK incorrect
WARNING: Repeated login failures may lock the token!
You have 2 tries remaining

Changing the PUK for "SafeSign IC Token™:

Enter old PUK: [

Enter new PUK: |

Confirm new PUK: |

¥ Minimum PUK length 4 bytes
+ Maximum PUK length 15 bytes
+ Mew PUK equal to confirmed new PUK

oK Cancel

Figure 89: Change PUK: retry counter enabled

1 Please refer to the Administrator’s Guide.
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4.6 Show Token Info

The Token Information dialog (Token > Show Token Info) displays information on the token inserted.

When the token is not initialised, the Token Information dialog will look like this:

Token Information (BIankToken% x
Token Information
Field Value
Token Serial Number 2328003691954590
Token Model MXP 124080
Series Completion yes
Applet Version 3.0.0.6
Secure Messaging Enabled no
Registry card type MXP J2A030-13A080 (Winter AG)
C5p Microsoft Base Smart Card Crypto Provider

Close

Figure 90: Token Information: Blank Token

When the token is initialised, the Token Information dialog will look like this:

Token Information (SafeSign [C Token) % x
Token Information
Field Value
Token Label SafeSign IC Token
Token Serial Mumber 2323003691964590
Token Model MNXP J2A080
Series Completion yes
Applet Version 3.0.0.6
Secure Messaging Enabled no
Registry card type MXP J2A080-13A080 (Winter AG)
CSP Microsoft Base Smart Card Crypto Provider
PIM Status PIM OK
PIM Retries (LeftMaximum) 3/3
PIM Length Maximum 15 bytes / Minimum 4 bytes
PIM Timeout disabled
Last PIN change today
PUK Status PUK OK
Public Memary [ Private Memory Total »= 32K bytes [ Free == 32K bytes [ Used 0 bytes

Figure 91: Token Information: SafeSign IC Token

The following sections will describe the information displayed in the Token Information fields.
4.6.1 Token Label

Displays the label of the token, as given to it upon initialisation.

4.6.2  Token Serial Number

Displays the serial number of the token, which usually includes the chip serial number.

4.6.3  Token Model

Displays the token model / type by which it is known to the SafeSign IC software.
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46.4  Series Completion
Displays whether the token is a test token or a production token.

° When series completion is [No], the token is a test token.

° When series completion is [Yes], the token is a production token.

Note that (the use of) a test token is not secure and that the use of a test token makes all
support and/or warranty null and void.

4.6.5 Applet Version
Displays the version of the SafeSign IC applet installed on the token.

¢ Note that there may be different applet versions for different cards.

4.6.6  Secure messaging enabled

For certification purposes with the ICP-Brazil standard, some new functionality was implemented in
the SafeSign IC applet, for various cards from different vendors. For these cards, secure messaging
may be enabled.

The Secure Messaging Enabled field indicates whether the card you are using has secure messaging
enabled (in addition to a specific Brazilian RIC applet installed).

4.6.7  Registry card type

In addition to the token model, a token should also have a registry card type name. This field
displays the name of the token as it is registered with in the registry key where the ATRs of cards
are stored for use in Microsoft CryptoAPI (NG) applications.

On 32-bit Windows Operating Systems, the card ATRs are stored in:
[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\]

On 64-bit Operating Systems, the card ATRs are stored in both the 64-bit and 32-bit registry
respectively:

[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\]

[HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Calais\SmartCards\].

See also section 4.6.8.
4.6.7.1 Unknown ATR

When the ATR of a token is not registered correctly, the Token Information dialog will display that
the ATR of the token is unknown. In that case, you will not be able to use the token in Microsoft
CryptoAPI (NG) applications.

For example, when trying to log on to Windows with a token with an unknown ATR (when it does
contain a smart card user or smart card logon certificate), an error message will appear when
logging on: “The smart card supplied requires drivers that are not present on this system”.
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If the token has an unknown ATR, the registry card type will say “Unknown ATR” and no CSP will be

available forit:

Token Information

Token Information (SafeSign [C Token) %

Field Value

Token Label SafeSign IC Token
Token Serial Mumber 2328003691964590
Token Model MNXP J2A080

Series Completion yes

Applet Version 3.0.0.6

Secure Messaging Enabled no

Registry card type Unknown ATR

C5P -

PIM Status PIM OK

PIM Retries (LeftMaximum) 3/3

PIM Length Maximum 15 bytes / Minimum 4 bytes
PIM Timeout disabled

Last PIN change today

PUK Status PUK OK

Public Memary [ Private Memory Total »= 32K bytes [ Free == 32K bytes [ Used 0 bytes

Close

Figure 92: Token Information: Unknown ATR

In addition, each time you either insert the token with the TAU opened or open the TAU with the
token inserted, the following dialog will be displayed:

Unknown ATR

s

The ATR for this card is not registered correctly for use in Microsoft
CryptoAPI applications, Please report this ATR. and the type of card to
safesignsuppert@aeteurope.com. You can copy the ATR to the
dipboard for use in e-mail messages by dicking "Copy to dipboard”™.

*

|38F8 1300FF8131FE4549A434F 507632343143

E Copy to dipboard ;

Close

Figure 93: Unknown ATR

This dialog will not only inform you that the ATR is unknown, but also allow you to copy the ATR of
the token (including your version of SafeSign IC and the Cryptographic Service Provider) to the

clipboard:

| Untitled - Notepad

File Edit Format View Help

DISTRIBUTION: AET.000|

csp : SafeSign IC MiniDriver Cryptographic Service Provider
ATR : 3BF8180OFF8131FE454A434F507632343143

VERSION 7 355

BUILD

Windows (CRLF)  Ln 5, Col 22

100%

Figure 94: Unknown ATR: Copy to clipboard

If your token has an unknown ATR, you should contact your (local) supplier to provide you with a
SafeSign IC version that does support this token or take further action towards obtaining such a

version.
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¢ Note that in Windows 7, with SafeSign IC Standard installed, when the ATR of a token is not
recognised, Windows will start looking for drivers for the Smart Card. This is because
Windows tries to download and install the smart card minidrivers for the card through Plug
and Play services. See https://support.microsoft.com/en-us/kb/976832 for more details.

468 CSP

Displays the CSP that is associated with the token (see also section 4.6.7).

With SafeSign IC Standard installed, the CSP is: SafeSign IC Standard Cryptographic Service Provider.
With SafeSign IC Minidriver installed, the CSP is: Microsoft Base Smart Card Crypto Provider.

4.6.9  PIN Status

See also section 4.2.1.

Displays the status of the PIN:

[ OK

° PIN has been entered incorrectly at least once
° One final attempt left to enter PIN incorrectly
[ LOCKED

4.6.10 PIN retries (Left / Maximum)

Displays the maximum number of PIN retries and the number of PIN retries left.
4.6.11 PIN Length

Displays the maximum and minimum number of bytes for the PIN length.
4.6.12 PIN Timeout

Displays the status of the PIN Timeout setting.

The PIN Timeout is by default disabled. When the PIN timeout is enabled, the PIN Timeout field will
display its value (in seconds).

The timeout value for a particular token can be set in the TAU, through the menu Token > Change
PIN Timeout, if the (initialised) token is inserted and the correct PIN is entered. See also section 4.8.

The PIN Timeout functionality is only supported in SafeSign IC Standard, for applications using
SafeSign IC PKCS #11 and SafeSign IC CSP/KSP.

With SafeSign IC Minidriver installed, the PIN Timeout functionality will work for applications using
SafeSign IC PKCS #11, but not for applications using the Microsoft Base Smart Card Crypto Provider.
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4.6.13 Last PIN change

Display the status of the last PIN change (in days).
4.6.14 PUK Status

Displays the status of the PUK:

[ oK

° PUK has been entered incorrectly at least once
° One final attempt left to enter PUK incorrectly
o LOCKED

See also section 4.5.1.

4.6.15 Public Memory / Private Memory

Displays the total amount of bytes, the free amount of bytes and the used amount of bytes
available in the public memory on the token (after initialisation).?

Note that the memory information is an indication of how much memory is available on the card.
For cards with more than 32Kb of memory it always displays: “>= 32K bytes”.

This is done because the maximum value the card can return is 32767 bytes and no information can
be given for the amount of memory on the card above that value (hence “Total” displays “>=
32767”). Once the return value drops below the maximum value, "Free" will give the actual value

returned by the card.

2 Using the method described in the ‘Application Programming Interface Java Card™ Platform, Version 2.2.2.

55



‘:’ Token Administration Utility Guide m

Token: Show Token Objects

4.7 Show Token Objects

The option Show Token Objects provides a more detailed and technical view of the contents of the
token, displaying all the separate objects on the token, than the option Show Registered Digital IDs.
It is not designed to give a detailed and correlated structure between the objects on the token
though (where such distinction is not possible by the friendly name / label of the objects). This is
the purpose of Show Registered Digital IDs, which shows the relation between the objects on the
token i.e. which objects go together and make up a Digital ID that can be used.

1 Select Show Token Objects from the Token menu to open the PKCS#11 objects ([Token
Name]) dialog:

PKCS #11 objects (SafeSign IC Token) X
Token Objects %
Type Label Private
Elattribute Certificate HERNANI D No
Elcertificate Users user1's D No
\Pubbc Key Users user1's D No
View Certificate Save Object Show Private Objects
Close

Figure 95: TAU: PKCS #11 objects

This dialog will display the Public token objects, including Public Keys, (PKI) Certificates and
Attribute Certificates.

®»  Inorder to view all objects / private objects on the token, click Show Private Objects

2 Upon selecting Show Private Objects, You will be asked for the PIN of the token:

Enter PIN
To login to "SafeSign IC Token™

Enter PIN: ||

. Minimum PIM length 4 bytes
+ Maximum PIM length 15 bytes

oK Cancel

Figure 96: PKCS #11 objects: Enter PIN

®»  Enter the correct PIN to display the private objects on the token (and click OK)

56



‘:’ Token Administration Utility Guide m

Token: Show Token Objects

3 Upon entering the correct PIN, the private objects on the token will also be displayed:
PKCS #11 objects (SafeSign IC Token) h X
Token Objects
Type Label Private
Eattribute Certificate HERNANI D No
Elcertificate Users user1's D No
\Public Key Users user1's D No
®, private Key Users user1's D Yes

View Certificate Save Object Show Private Objects

Figure 97: PKCS #11 Objects: All objects

A number of operations are possible with regard to the certificate on the token, which are
described in the following sections:

° Section 4.7.1:  View Certificate

° Section 4.7.2:  Save Object

4,71  View Certificate

This allows you to view the contents of a certificate. Select the certificate on the token and click on
View Certificate to view the contents of the certificate.

4.7.1.1 PKI Certificate

In case of a PKI certificate, the following information will be displayed:

Certificate h X

Certificate Information

Issued To:
Common Name (CN) user1 "
Common Name (CN) Users

E-mail (E) user 1@safesign.nl
Domain Component SST

Issuer Information:

Common Name (CN) SST CA
Domain Component SST

Domain Component AET

Certificate Information:

Serial Number 62:00:00:02:06:96:5A:CC:63: 3E:87:41:98:00:00:00:00:02:06
valid from 2019-05-09 15:48:32

valid to 2020-05-08 15:48:32

This certificate is intended to:

Create digital signatures Protect e-mail
Verify digital signatures for non-repudiation Smart Card Logon
Encipher secret keys

Prove your identity to a remote server

Fingerprints:
SHA1Fingerprint B5:DF:D6:4D:33:73:D7:54:7A:D6:52:48:2A:70:58:0C: 3C:A0: 12:85
MDS Fingerprint  2F:03:67:0F:0C:66:CD:49:58:0F: 11: 20:EA: 79:F2:BA

Figure 98: Certificate Information
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4.7.1.2 Attribute Certificate

In case of an Attribute Certificate, the following information will be displayed:

Certificate X
% Certificate Information
This certificate has expired

Issued To:
Common Name (CN) HERNANI

Issuer Information:
Common Name (CN)
Organisational Unit (OU) AET

Organisation (O) AET
Country Name (C) BR
Certificate Information:
Serial Number 01:1B:8E:AB:BC:D4:AA:46:43
Valid from 2019-02-07 20:34:45
valid to 2019-02-08 20:34:45
Certificate Attributes:
Type Value A
Role X.520 DN Component
604C02040303030201
604C02040303030201 v
Fingerprints:
SHA1 Fingerprint 04:C8:62:78:E0:EB:49:DB:CE:41:86:A7:7E:C7:31:49:17:B6:E5: 70
MDS Fingerprint  C5:3F:23:63:E3:EA:5D:B3:9A:5C:86:A0:DB: 5A:6E:50
oot

Figure 99: Certificate Information

4.7.2  Save Object

This allows you to save certificates in *.cer format as well as data objects on the token, for purposes
of making your certificate with public key available to others.

Click on Save Object to select a location to save the file in:

W Save certificate L\\) X
4 Bl > ThisPC » Desktop v | O Search Desktop -l
Organize = New folder £z - 9
& Downloads  # * Mame Date modified Type

Documents o
[&] Pictures E s
Public

No items match your search.

Public Downloat
SafeSign 3.5
SafeSign IC Stan

OneDrive
3 This PC
_J 3D Objects
[ Desktop

[

File name: ‘ |

Save as type: | Certificate Files (*.cer) ~

~ Hide Folders Cancel
Figure 100: Save certificate

®»  Select alocation and click Save
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4.8

Change PIN Timeout

The PIN Timeout functionality is only supported in SafeSign IC Standard for the SafeSign IC PKCS #11
and SafeSign IC CSP/KSP. With SafeSign IC Minidriver installed, the PIN Timeout functionality will
work for the SafeSign IC PKCS #11, but not for the Microsoft Base Smart Card Crypto Provider.

By default, the PIN timeout is disabled. When the PIN timeout is enabled, you will be asked to
(re)login to the token, i.e. the SafeSign PIN dialog will be displayed.

The timeout value for a particular token can be set in the TAU, through the menu Token > Change
PIN Timeout, if the (initialised) token is inserted and the correct PIN is entered.

Note that the PIN Timeout cannot be set to 0 (zero) seconds, as this will expire the PIN immediately
when it is entered and the credentials on the token cannot be used. Therefore, the minimum PIN
Timeout value is set to 20 seconds.

1

Select Change PIN Timeout from the Token

menu to open the Change Timeout dialog:

Change Timeout I/\\)

Changing Pin Timeout Value for "SafeSign IC Token™:

Set new Timeout Value (sec.):

(5

Cancel

s

Figure 101: Change Timeout: PIN Timeout disabled

By default, the PIN Timeout is disabled.

2 Uncheck ‘Pin Timeout disabled’

You can now drag the slider to the desired

value (30 seconds in our example):

Change Timeout L\\)

Changing Pin Timeout Value for "SafeSign IC Token™:

Set new Timeout Value (sec.): |

[IPin Timeout disabled

oK Cancel

s

Figure 102: Change Timeout: PIN Timeout enabled

®»  Click OK
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3 You will be asked to enter the PIN of your token:

Enter PIN
To login to "SafeSign IC Token™

Enter PIN:

> Minimum PIN length 4 bytes
+ Maximum PIM length 15 bytes
oK Cancel

Figure 103: Enter PIN

=  Enter the PIN and click OK

Upon entering the correct PIN, the Timeout will be enabled:

Information x

s

Your PIN Timeout was successfully changed!

Figure 104: Change Timeout: Your PIN Timeout was successfully changed

®  (Click OK

5 When the PIN Timeout is enabled, the Token Information dialog will display the PIN
Timeout value:

Token Infermation (SafeSign IC Token) *
Token Information
Field Value
Token Label SafeSign IC Token
Token Serial Number 2328003691964590
Token Model MXP 128080
Series Completion yes
Applet Version 3.0.0.6
Secure Messaging Enabled no
Registry card type MXP J2A080-13A080 (Winter AG)
CSP Microsoft Base Smart Card Crypto Provider
PIN Status PIN OK
PIMN Retries {Left/Maximum) 3/3
PIM Length Maximum 15 bytes [ Minimum 4 bytes
PIM Timeout 30 seconds
Last PIN change today
PUK Status PUK Ok
Public Memory [ Private Memory Total »= 32K bytes /Free >= 32K bytes / Used 0 bytes

Figure 105: Token Information: PIN Timeout value
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5 Integration

When you have Mozilla Firefox installed on your computer, the SafeSign IC InstallShield Wizard will
allow you to install SafeSign IC in Firefox during the SafeSign IC installation procedure. For more
information on how to do this, refer to the SafeSign IC Installation Guide.

In addition, it is also possible to install SafeSign IC in Firefox at a later stage, through the Integration
menu of the TAU, which also allows you to de-install SafeSign IC from Firefox.

5.1 Install SafeSign in Firefox

1 In the TAU, select Integration > Install SafeSign in Firefox to open the SafeSign IC for Firefox
Installer:
ﬁ SafeSign |C for Firefox Installer x

Install SafeSign in Firefox

Please select a browser from the
list below and press the Instal
button to start the installation of
SafeSign.

Firefox

Instal Uninstal
Figure 106: Firefox Installer: Install SafeSign in Firefox

This dialog will display whether Firefox is present on your system and allows you to install
SafeSign IC as a security module.

®  Select the Firefox browser from the list and click Install

2 Upon selecting Firefox from the list and clicking Install, the SafeSign IC PKCS #11 Library will
be installed as a security module in Firefox:

Success %

Safesign has been sucessfully installed in Firefox

*

Figure 107: Firefox Installer: SafeSign has been successfully installed in Firefox

®»  Click OK
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6 Tasks

The Task Manager allows you to start (a) certain task(s) when a (specific) token is inserted.

This is managed by the SafeSign IC Certificate Expiration Check Utility (‘aetcrssl.exe’).
¢ Note that the TAU on Linux and macOS does not include the Tasks menu item.

Clicking on Manage tasks in the TAU will open the Manage tasks dialog, which already contains two
tasks by default (that apply to all cards):

Manage tasks % *
Tasks
Task description Task type Token label® Token serial number*
[V Certificate Expiration Check Application
[V Key Generation Motification Builtin

*Only listed for token specific tasks
Add task... Remove task

Close

Figure 108: Manage tasks

° The task “Certificate Expiration Check” will prompt a dialog when a certificate is
expired or is about to expire.

° The task “Key Generation Notification” will prompt a dialog during key generation
(only) when SafeSign Standard (SafeSign CSP) installed.

If you want to disable one of the tasks, for example certificate expiration checking, it is
recommended that the task is deselected (as you may want to enable it again at a later time),
rather than removed (by clicking Remove task) from the Task menu of the TAU.

¢ Note that only an administrator can add / remove tasks.
¢ Note that it is not possible to edit a(n) (existing) task.

When both tasks are deselected, the process ‘aetcrssl.exe’ will be ended automatically, so that it
does not interfere with other processes.
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6.1 Adding a Task

You can add a task by clicking Add task.

You can select two task types:

° Launch an application when a token is inserted: e.g. open the TAU, open Internet Explorer
or set up a Remote Desktop Connection;

° Launch a plug-in when a token is inserted: e.g. change the Transport PIN of the token.

6.1.1  Launch an application

Upon clicking Add task, the Welcome to the add new task wizard dialog opens:

Add new task wizard

x

Iy
Welcome to the add new task wizard

The add new task wizard helps you to schedule a new task to run when
a (spedific) token is inserted to a reader or connected to the machine.

Figure 109: Add new task wizard: Welcome to the add new task wizard

4

Click Next

Upon clicking Next in the Welcome to the add new task wizard window, step 1 will allow
you to select a task type:

Step 1: Select the task type

Step 1: Select the task type

Select the task type. This can either be an application that is installed
on your computer or a custom-built plug-n that is supplied by yourself
or a third party.

(® Launch an application when a token is inserted

(O Launch a plug-n when a token is inserted

Figure 110: Add new task wizard: Step 1: Select the task type

®»  Select the option “Launch an application when a token is inserted” and click Next
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The next step 2 will allow you to select the application to launch and specify its
parameters (if required / desired):

Step 2: Select the application L\\) *

Step 2: Select the application

Please select the application and specify its parameters (optional)

Application to launch: || [

Command-ine parameters: |

Close application when the token is removed

< Back Mext = Cancel

Figure 111: Add a new task wizard: Step 2: Select the application

After selecting the application to launch, you can also specify command-line parameters
for this application.

Note that these parameters are application-specific. For example, in order to start up a
Remote Desktop Connection (mstsc.exe), you should enter: /vi<server name>. You can also
select whether you want to close the task when the token is removed.

= \When you have completed the fields, click Next to continue

Note that when selecting the option to “Close the application when the token is removed”,
the Task Manger will try to close the application launched, when possible. However, there are
some scenarios in which this is not possible, for example when launching the remote desktop
application (mstsc.exe) with parameters to connect to a particular session. In that case, the
SafeSign IC Task Manager cannot close the session for the user or the application itself.

64



‘:.’ Token Administration Utility Guide m

Tasks: Adding a Task

The next step 3 is to select whether the task should apply to all tokens, or only to a specific
token:

4

Step 3: Select the tokens the tasks applies to X

Step 3: Select the tokens the tasks applies to

Please specify whether this task applies to all tokens or only to
a speific token:

(®) This task applies to all tokens

This task only applies to the following token:

Select token:

Token label: |

Token serial number: [

< Back Cancel
Figure 112: Add new task wizard: Step 3: Select the tokens the task applies to

When no token is inserted in the reader, the task will be set to apply to all tokens (as
above).

When a token is inserted, the option ‘This task only applies to the following token’ is
selectable:

Step 3: Select the tokens the tasks applies to I} X

Step 3: Select the tokens the tasks applies to

Please specify whether this task applies to all tokens or only to
a specific token:

() This task applies to all tokens

(®) This task only applies to the following token:

Select token: SafeSign IC Token ~

Token label: |Safe5|gn IC Token

Token serial number:  [2328003591964530

< Back Cancel
Figure 113: Step 3: This task only applies to the following token

¢ Note that you can also also select the task to apply to any token(s) with the specified token
label, if the “Token serial number” checkbox is not checked.

®»  When you have selected the desired configuration, click Next
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The next step is to enter a name for your task (to make it easily identifiable in the task list):

5

Step 4: Enter a name for the task % X

Step 4: Enter a name for the task

Please enter a name to describe the task:

Task name:

< Back Next > Cancel

Figure 114: Add new task wizard: Step 4: Enter a name for the task

\ 4

Enter a name and click Next to continue

These four steps conclude the Add a new task wizard:

Task added successfully I} X

'0' Task added successfully!

The task was added successfully and will be executed the next time
a (specific) token is inserted.

Press Finish to end the wizard,

< Back Cancel
Figure 115: Add new task wizard: Task added successfully

®»  Click Finish
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7 The task will now be added to the Manage task window in the TAU:

Manage tasks *
Tasks
Task description Task type Token label® Token serial number*
[V Certificate Expiration Check Application
[V Key Generation Motification Builtin
V! New task Application

*0nly listed for token specific tasks

Remove task

Close

Figure 116: Manage tasks: New task

When a token is inserted, the application will start.
6.1.2  Launch a plug-in
1 Upon clicking Add task, the Welcome to the add new task wizard dialog opens:

Add new task wizard I} X

Welcome to the add new task wizard

The add new task wizard helps you to schedule a new task to run when
a (spedific) token is inserted to a reader or connected to the machine.

Figure 117: Add new task wizard: Welcome to the add new task wizard

®»  Click Next
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Upon clicking Next in the Welcome to the add new task wizard window, step 1 will allow
you to select a task type:

Step 1: Select the task type x

Step 1: Select the task type

Select the task type. This can either be an application that is installed
on your computer or a custom-built plug-n that is supplied by yourself
or a third party.

(O) Launch an application when a token is inserted

®{zunch = plugHn when 2 token is inger ted

< Back Cancel
Figure 118: Add new task wizard: Step 1: Select the plug-in

&  Select the plug-in to call and click Next

Upon selecting the option “Launch a plug-in when a token is inserted”, Step 2 will allow
you to specify the plug-in to call:

Step 2: Select the plug-in % X
Step 2: Select the plug-in
Please select the plug-n DLL
Plug-in to call: | B
< Back Next > Cancel

Figure 119: Add a new task wizard: Step 2: Select the plug-in

®»  Select the plug-in and click Next
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4

The next step in the process is to select if the task applies to all tokens, or only to a specific

token:

Step 3: Select the tokens the tasks applies to X

Step 3: Select the tokens the tasks applies to

Please specify whether this task applies to all tokens or only to
a speific token:

(®) This task applies to all tokens

This task only applies to the following token:

Select token:

Token label: |

Token serial number: [

Figure 120: Add new task wizard: Step 3: Select the tokens the task applies to

When no token is inserted in the reader, the task will be set to apply to all tokens (as

above).

When a token is inserted, the option ‘This task only applies to the following token’ is

selectable:

Step 3: Select the tokens the tasks applies to I} X

Step 3: Select the tokens the tasks applies to

Please specify whether this task applies to all tokens or only to
a specific token:

() This task applies to all tokens

(®) This task only applies to the following token:

Select token: SafeSign IC Token ~

Token label: |Safe5|gn IC Token

Token serial number:  [2328003591964530

Figure 121: Step 3: This task only applies to the following token

In addition, you can also also select the task to apply to any token(s) with the specified

token label, if the “Token serial number” checkbox is not checked.

®»  When you have selected the desired configuration, click Next
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The next step is to enter a name for your task (to make it easily identifiable in the task list):

5

Step 4: Enter a name for the task % X

Step 4: Enter a name for the task

Please enter a name to describe the task:

Task name:

< Back Next > Cancel

Figure 122: Add new task wizard: Step 4: Enter a name for the task

\ 4

Enter a name and click Next to continue

These four steps conclude the Add a new task wizard:

Task added successfully I} X

'0' Task added successfully!

The task was added successfully and will be executed the next time
a (specific) token is inserted.

Press Finish to end the wizard,

< Back Cancel
Figure 123: Add new task wizard: Task added successfully

®»  Click Finish
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7 The task will now be added to the Manage tasks window in the TAU:

Manage tasks L\, *
Tasks
Task description Task type Token label® Token serial number*
[V Certificate Expiration Check Application
[V Key Generation Motification Builtin
V! New task Plugin

*0nly listed for token specific tasks

Remove task

Close

Figure 124: Manage tasks: New task
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7 Help

The Help menu of the SafeSign IC TAU Utility features two items: Version Info and About.

The Version Information dialog will inform you of the version of SafeSign IC you are running and the
file versions of the components installed by your SafeSign IC version. The About dialog will display
the version of the TAU and some copyright information (with regard to SafeSign IC, OpenSSL and
SSLeay).

7.1 Version Info

The Versions Info item opens the Version Information dialog, which displays (file) information on the
SafeSign IC version installed and which is particularly useful for support issues, enabling AET
SafeSign Support to quickly identify the version you are running. For that purpose, you can save this
information in a text file, by clicking Save information (and name it accordingly) or you can make a
screenshot and include it when submitting a support request to AET SafeSign Support.

7.1.1  Windows 32-bit and 64-bit

SafeSign IC (Standard and Minidriver) for Windows comes in a 32-bit and a 64-bit version, therefore
the Version Information dialog will reflect this. When SafeSign IC 64-bit is installed, both the 32-bit
file versions and the 64-bit file versions will be displayed (when available).

The difference between SafeSign IC Standard and SafeSign IC Minidriver on Windows lies in the fact
that SafeSign IC Standard includes the SafeSign IC CSP Library (aetcsss1.dll), whereas SafeSign IC
Minidriver includes the SafeSign Read Write Card Module / Minidriver (aetrwecm1.dll) to interface
with the Microsoft Base Smart Card CSP / KSP.

7.1.2  Linux 64-bit
SafeSign IC Standard for Linux supports 64-bit Linux distributions only.
7.1.3  macOS

SafeSign IC Standard for macOS includes the AET Smart Card Driver extension (aetsce.appex).
7.2 About

The About dialog displays the version number of the TAU and copyright information.
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8 Advanced Options

There are some advanced options in the TAU, which an administrator may have made available to
the user, by enabling them in the registry.

¢ Please refer to the SafeSign IC Administrator’s Guide for a complete overview.

The following three features are described in this document:

° Section 8.1: Analyse certificate quality
[ Section 8.2: Dump token contents
[ Section 8.3: Show PUK retry counter

8.1 Analyse certificate quality

This function analyses the quality of the PKI Certificate(s) and Attribute Certificate(s) stored on the
token. It analyses the attributes of the certificate(s) for optimal performance for applications that
will use the certificate. This allows administrators to identify possible issues with certificate quality
and ensure that the right attributes are set and/or set with the right values.

When the certificate status is OK, this means that the certificate has been stored correctly on the
token and is suitable for optimal use:

Certificate analysis (SafeSign IC Token) X

Certificates

Status Label Type
. OK Users user1's 1D Certificate

Reported errors

This certificate has been stored correctly on the token and is suitable for optimal use.

View Certificate Close

Figure 125: Certificate analysis: OK
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When the certificate status is Unusable, this means that the certificate is unusable for any
application, as for example, the private key could not be found on the token or the private key does
not match the public key in the certificate:

Certificate analysis (SafeSign IC Token) % X

Certificates

Status Label Type
‘ Unusable Users user1's 1D Certificate

Reported errors

- The private key belonging to this certificate could not be found.

View Certificate Close

Figure 126: Certificate analysis: Unusable

When the certificate status is Not optimal, this may result in suboptimal performance of the
certificate registration process. In that case, the certificate analysis tool will indicate a number of
causes why this could be the case (for example, because certain values in the certificate do not
match). When this is the case, a dump of the token contents (as described in section 8.2) can give
more detail.

8.2 Dump token contents

This function allows you to dump the contents of the token, identifying the (PKCS #11) objects on
the token, including the Private Key(s), Public Key(s), (Attribute) Certificate(s) and their attributes.

Such a dump can be useful for support purposes, in particular when used in combination with the
Analyse Certificate Quality feature (Token > Analyse Certificate Quality). If the certificate quality is
indicated as being Not optimal, the dump will give more information on whether the attributes are
set and whether they are set correctly. This is important for applications trying to use the token
(and the certificate it contains).

¢ Note that the actual objects on the token are not saved or placed off the card in any way.
Only the public information of the contents of the token will be exported.
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To dump the token contents, go to Token > Dump Token Contents:

1

& Token Administration Utility - m] *
Digital IDs = Token Integration Tasks Help
Readeror T Wipe Token... Token Status
L safesig Unlock PIN...
Change PIN...
Change PUK...

Show Token Info...

Show Token Objects...

Dump Token Contents... L\\,
Change PIN Timeout...

Dumps the token contents to a file for support purposes

Figure 127: TAU: Dump Token Contents

You will be asked for confirmation to continue with the dump:

Question X

s

Dumping a token's contents may potentially disdose sensitive information,
such as private data objects. Mo private keys, however, wil be disdosed.

Are you sure you want to continue with the dump?

Figure 128: Dump token contents: Question

%  Click Yes to continue with the dump

You will be asked to select a location and a name for the resulting file:

9 Dump token contents *
« “ 4 B s ThisPC » Desktop ~ O Search Desktop »
Organize * MNew folder = - e
& Downloads # *  Name . Date modified Type

|Z Documents
Mo items match your search,
&=/ Pictures b
Public
Public Downloac
SafeSign 3.3

SafeSign |C Stan

OneDrive
~ [ This PC
_J 3D Objects
> [ Desktop
[ , v £ >
File name: ~
Save as type: | Token Content Files (*.tkn) ~

+ Hide Folders Cancel
Figure 129: Dump Token Contents: Save

®»  Select a location and a name for the file and click Save
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4 You will be asked to enter the PIN for the token:

Enter PIN l}
To log in to "SafeSign IC Token™

Enter PIN:

2 Minimum PIN length 4 bytes
+ Maximum PIN length 15 bytes

oK Cancel

Figure 130: Enter PIN

= Enter the correct PIN and click OK

5 The token contents will now be written to a file in the location specified and you will be
notified when this is completed:

Information % X

The token contents have been dumped successfully!

Figure 131: Dump Token Contents: Information

= (Click OK

You can now view the contents of the file in the location where you saved it.
8.3 Show PUK retry counter

From SafeSign IC Standard and Minidriver version 3.5 onwards, it is possible to enable the display of
the PUK retry counter (see section 4.5.1), like this is done for the PIN retry counter in those dialogs
where the PIN is involved (such as Enter PIN and Change PIN).

When the PUK retry is not enabled, the following Change PUK dialog is displayed when the PUK is
entered incorrectly:

Change PUK % x

PUK incorrect
WARNING: Repeated login failures may lock the token!

Changing the PUK for "SafeSign IC Token":

Enter old PUK: [

Enter new PUK: |

Confirm new PUK: |

X Minimum PUK length 4 bytes
+" Maximum PUK length 15 bytes
+ New PUK equal to confirmed new PUK

oK Cancel

Figure 132: Change PUK
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When the PUK retry is enabled, the following Change PUK dialog is displayed when the PUK is

entered incorrectly, including information on the number of retries:

Change PUK

% X
PUK incorrect

i i he token!
You have 2 tries remaining

Changing the PUK for "SafeSign IC Token":

Enter old PUK: [

Enter new PUK: |

Confirm new PUK: |

¥ Minimum PUK length 4 bytes
+ Maximum PUK length 15 bytes
+" New PUK equal to confirmed new PUK

oK Cancel

Figure 133: Change PUK with retry counter
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