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Warning Notice  
All information herein is either public information or is the property of and owned solely by A.E.T. Europe B.V. who shall ha ve and keep the 

sole right to file patent applications or any other kind of intellectual property protection in connection with suc h information.  

This information is subject to change as A.E.T. Europe B.V. reserves the right, without notice, to make changes to its produc ts, as progress in 

engineering or manufacturing methods or circumstances warrant.  

Installation and use of A.E.T. Europe B.V. products are subject to your acceptance of the terms and conditions set out in the  license 

Agreement that accompanies each product. Nothing herein shall be construed as implying or granting to you any rights, by l icense, grant or 

otherwise, under any intellectual and/ or industrial property rights of or concerning any of A.E.T. Europe B.V. information.  

Cryptographic products are subject to export and import restrictions. You are required to obtain the appropriate government l icenses prior 

to shipping this Product.  

¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ƛǎ ǇǊƻǾƛŘŜŘ ά!{ L{έ ǿƛǘƘƻǳǘ ŀƴȅ ǿŀǊǊŀƴǘȅ ƻŦ ŀƴȅ ƪƛƴŘΦ ¦ƴƭŜǎǎ ƻǘƘŜǊǿƛǎŜ ŜȄǇǊŜǎǎƭȅ ŀgreed in 

writing, A.E.T. Europe B.V. makes no warranty as to the value or accuracy of information contained herein. The document co uld include 

technical inaccuracies or typographical errors. Changes are periodically added to the information herein. Furthermore, A.E.T.  Europe B.V. 

reserves the right to make any change or improvement in the specifications data, information, and the like  described herein, at any time.  

A.E.T. EUROPE B.V. HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO THE INFORMATION CONTAINED HEREIN, 

INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON- INFRINGEMENT. IN 

NO EVENT SHALL A.E.T. EUROPE B.V. BE LIABLE, WHETHER IN CONTRACT, TORT OR OTHERWISE, FOR ANY INDIRECT, SPECIAL OR 

CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER INCLUDING BUT NOT LIMITED TO DAMAGES RESULTING FROM LOSS OF 

USE, DATA, PROFITS, REVENUES, OR CUSTOMERS, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF 

INFORMATION CONTAINED IN THIS DOCUMENT. 

© Copyright A.E.T. Europe B.V., 2000-2026. All rights reserved. 

ConsentID, BlueX and SafeSign IC are trademark s of A.E.T. Europe B.V. All A.E.T. Europe B.V. product names are trademarks of A.E.T. Europe 

B.V. All other product and company names are trademarks or registered trademarks of their respective owners.  
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1 Introduction  
The SafeSign IC software provides a management interface for your token, called the Token 

Administration Utility (TAU). It is available in both SafeSign IC Minidriver (for Windows) and SafeSign 

IC Standard (for Linux and macOS).  

Lǘ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǇǊŜǇŀǊŜ όάƛƴƛǘƛŀƭƛǎŜέύ ȅƻǳǊ ǘƻƪŜƴ ŦƻǊ ǳǎŜ ǿƛǘƘ tYL ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŀǎ ǿŜƭƭ ŀǎ ƳŀƴŀƎŜ ȅƻǳǊ 

token when prepared.  

For some general information on the TAU, refer to chapter 2. 

1.1 Menu Items  

The TAU offers five menu items: 

1 Digital IDs; 

2 Token; 

3 Integration;  

4 Tasks; 

5 Help. 

 Note that the Tasks menu is only available on Windows, not on Linux or macOS. 

 Note that the actual menu items and features visible / available can be configured in 

ǘƘŜ ǊŜƎƛǎǘǊȅΦ CƻǊ ƳƻǊŜ ŘŜǘŀƛƭǎΣ ǎŜŜ ǘƘŜ {ŀŦŜ{ƛƎƴ L/ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜΦ  
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Chapters 3 to 7 will describe the menu items and their features in detail:  

 Chapter 3: Digital IDs 

 Chapter 4: Token 

 Chapter 5: Integration  

 Chapter 6: Tasks 

 Chapter 7: Help 

 

Chapter 8 will describe some advanced options that may be enabled in the registry.  
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2 General  

2.1 Tokens and readers  

 bƻǘŜ ǘƘŀǘ ƛƴ ǘƘƛǎ ƳŀƴǳŀƭΣ ǿŜ ǳǎŜ άǘƻƪŜƴέΣ ǿƘƛŎƘ Ƴŀȅ ǊŜŦŜǊ ǘƻ ŀ ¦{. ǘƻƪŜƴ ƻǊ ŀ ǎƳŀǊǘ 

ŎŀǊŘΦ IŜƴŎŜ ǘƘŜ ǇƘǊŀǎŜ άŀ ǘƻƪŜƴ ƛƴ ŀ ǎƳŀǊǘ ŎŀǊŘ ǊŜŀŘŜǊέ Ƴŀȅ ǊŜŦŜǊ ǘƻ ŀ ǎƳŀǊǘ ŎŀǊŘ 

inserted in a smart card reader or a USB token inserted in a USB port.  

You will find the Token Administration app in Start > All Apps . 

Upon clicking Token Administration, the TAU will open:  

Figure 1Υ ¢!¦Υ ¢ƻƪŜƴ {ǘŀǘǳǎ ΨŀōǎŜƴǘΩ 

This window shows you which smart card reader(s) is (are) installed on your PC and the status of the 

token. When no token is inserted in the smart card reader, the name of the smart card reader will be 

ƭƛǎǘŜŘ ŀƴŘ ǘƘŜ ¢ƻƪŜƴ {ǘŀǘǳǎ ǿƛƭƭ ōŜ ΨŀōǎŜƴǘΩ όŀǎ ŀōƻǾŜ). All smart card readers that are installed will be 

listed. 

When no smart card reader is displayed, you will need to verify whether a smart card reader is 

attached , the correct drivers are installed and whether it is functioning properly. Without a functional 

smart card reader (and related services, such as the Smart Card service on Windows), SafeSign IC 

cannot be used.  
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When there is a token inserted in the smart card reader, the name of the token is displayed. In this 

case, there are two possibilities:  

Either the token is blank, not yet initialised:  

Figure 2Υ ¢!¦Υ ¢ƻƪŜƴ {ǘŀǘǳǎ ΨǳƴƛƴƛǘƛŀƭƛǎŜŘΩ 

Or the token has already been initialised and has a token name:  

Figure 3Υ ¢!¦Υ ¢ƻƪŜƴ {ǘŀǘǳǎ ΨƻǇŜǊŀǘƛƻƴŀƭΩ 
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You may have multiple smart card readers or USB tokens installed (or a combination of both). You 

may have multiple (SafeSign IC supported) cards / tokens for different purposes and applications. 

Both can be present on one computer, in separate readers, and  you can use the features of the 

SafeSign IC TAU for each of these cards / tokens. 

When there is one token in the reader, the TAU will automatically select this (highlighting it in blue). 

When there are two (or more) tokens in the readers, the last one inserted will be selected. You will 

need to select one of the tokens to perform such o perations as Change PIN from the Token menu. This 

makes sense, as you need to specify first of / on which token you want to change the PIN or import a 

certificate.  

2.2 Multi - language  

Multi - language support has been implemented in such a way that it creates utmost flexibility for both 

administrator and user. The language of the installation program on the one hand and the TAU on the 

other hand, can be different.  

The language of the installation program and the SafeSign IC items in the Start menu is determined 

by the language set for the installation of SafeSign IC and cannot be changed (without de - installing 

SafeSign IC).  

The language of SafeSign IC (TAU and dialogs) will default to the format language set on the 

computer / system, without the need for the user to change any settings.  

If the user wants to change the language of the TAU to the language he prefers to work with, he can 

do so in either Settings > Time & Language > Language & Region  by selecting the desired Windows 

display language or in Control Panel > Region > Formats  by selecting the desired language format.  

Note that this may also affect other applications.  
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Take the following into account with regard to localization:  

 Note that the default language of SafeSign IC will match the Windows display 

language.  

 When SafeSign IC does not support the selected language, the default language 

of SafeSign IC will be English (en- us). 

 The language of the Firefox Installer will default to the system language (Format).   

 Note that though SafeSign IC has been tested for its installation program and 

utilities to correctly display language - specific characters, language format and 

language display may differ on the various platforms used and may be 

dependent on the language pa ck and version of the Operating System used.  
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3 Digital IDs  
The Digital IDs  menu in the Token Administration Utility allows users to view their Digital IDs and 

perform a number of operations related to Digital IDs.  

 bƻǘŜ ǘƘŀǘ ǘƘŜ ǘŜǊƳ Ψ5ƛƎƛǘŀƭ L5Ω ƛǎ ǳǎŜŘ ǘƻ ǎƛƎƴƛŦȅ ŀ ƪŜȅ ǇŀƛǊ όǇǊƛǾŀǘŜ ŀƴŘ ǇǳōƭƛŎ ƪŜȅύ 

and a certificate, which can be used for operations such as signing and decrypting.  

This chapter describes the following functionality:  

 Section 3.1: Show Registered Digital IDs  

 Section 3.2: Import Certificate  

 Section 3.3: Exit  

3.1 Show Registered Digital IDs  

The menu item Show Registered Digital IDs  opens a dialog to show the Digitals IDs that are 

registered / propagated in the local certificate store. This means that all certificates registered in the 

Microsoft (Current User) Personal Certificate Store will be displayed, whether they are on the toke n or 

not.  

 bƻǘŜ ǘƘŀǘ ƻƴ [ƛƴǳȄ ŀƴŘ ƳŀŎh{Σ ǘƘƛǎ ƳŜƴǳ ƛǎ ŎŀƭƭŜŘ Ψ{Ƙƻǿ 5ƛƎƛǘŀƭ L5ǎΩΦ 

This dialog (Digital IDs) will identify the Personal Digital IDs and the Digital ID details, i.e. the 

Certificate Contents and the Certification Path (when available).  
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When there are no Digital IDs, the Digital IDs  dialog will be empty and look like this:  

Figure 4: Digital IDs: No Personal Digital IDs  

 

When a Digital ID is present on the token, the Digital IDs  dialog will look like this:  

Figure 5: Digital IDs: Personal Digital ID on token  
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 When a Digital ID or CA certificate is on the token, this will be identified by the 

following symbol:   

 When a Digital ID or CA certificate is not on the token (but in the Microsoft 

Certificate Store) or when the token is removed, this will be identified by the 

following symbol:   

 When a Digital ID on the token is about to expire, this will be identified by the 

following symbol:   

 When a Digital ID on the token is expired, this will be identified by the following 

symbol:   

For more information regarding certificate expiration, refer to section  3.1.3. 

 Note that certificates are propagated through the Microsoft Certificate Propagation 

Service. The Microsoft Certificate Propagation Service does not deregister 

certificates upon token removal, therefore when the token is removed, the 

certificates will remain in the certificate store and are  displayed with the symbol    

(though they will not be usable without the token that contains the corresponding 

key pair inserted).  

The Digital IDs  dialog also allows the user to perform a number of operations with regard to the 

Digital ID(s) stored on the token (by means of the buttons on the lower right - hand side of the dialog), 

as described in:  

 Section 3.1.1: Import trust chain  

 Section 3.1.2:  View Certificate  

 Section 3.1.3:  Check Expiration 

 Section 3.1.4: Close 

 bƻǘŜ ǘƘŀǘ ƻƴ [ƛƴǳȄ ŀƴŘ ƳŀŎh{Σ ƻƴƭȅ ǘƘŜ ƻǇŜǊŀǘƛƻƴ Ψ±ƛŜǿ /ŜǊǘƛŦƛŎŀǘŜΩ ƛǎ ŀǾŀƛƭŀōƭŜΦ 
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3.1.1 Import Trust Chain  

The operation Import trust chain allows you to import the trust chain for your Digital ID(s) onto the 

token, to ensure maximum flexibility and interoperability. When taking your token to another 

computer (where the appropriate trust chain may not be instal led), your certificates can be 

registered.  

You can use this functionality when the CA certificate(s) is not on the token, because you retrieved the 

CA certificates at a later time (with your Digital ID already on the token).  

Select the Digital ID whose trust chain you wish to import to the token:  

Figure 6: Digital IDs: Import trust chain  

 Click Import trust chain  to import the trust chain to the token  
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You will be asked to enter the PIN for your token:  

Figure 7: Enter PIN 

 Enter the correct PIN and click OK  

The certificate chain will now be imported and when the certificate chain has 

been successfully imported, you will be informed:  

Figure 8: The trust chain was imported successfully  

 Click OK to close this dialog  
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The certificate chain will now be on the token:  

Figure 9: Digital IDs: Certification Path on token  

3.1.2 View Certificate  

The button View Certificate  allows you to view the contents of the personal Digital ID(s), as well as of 

the CA certificate(s), when selected.  

 Note that you can also view the certificate content when double -clicking any of the 

Digital IDs listed under tŜǊǎƻƴŀƭ 5ƛƎƛǘŀƭ L5Ωǎ or any of the certificates listed under 

Certificate chain .  
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Upon clicking on View Certificates when a Personal Digital ID is highlighted 

(blue), the following dialog will appear:  

Figure 10: Digital IDs: Certificate Information  

This dialog will display the available certificate information.  

It will also give additional information when appropriate, such as when the certificate is about to 

expire or expired, when the complete trust chain of the certificate cannot be located or a combination 

of these. 

 Click Close to close this dialog.  

You can save the certificate information to a file, by clicking Save to file . Upon clicking Save to file , 

you are allowed to save the file as a Certificate File type (*.cer).  
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3.1.3 Check Expiration  

You may check the expiration status of the Digital ID(s) on the token by clicking the Check Expiration 

button.  

When no certificates are about to expire / are expired, the following dialog will appear:  

Figure 11: No Digital IDs are about to expire in the next 30 days  

 Click OK to close this dialog.  

When there are certificates about to expire / expired, the Certificate Expiration Warning  dialog will 

appear:  

Figure 12: Certificate Expiration Warning  

This dialog will display both the certificate(s) that will expire in the next 30 days and the certificates 

that have already expired.  

 The days in advance are set default to thirty (30) days.  
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The Certificate Expiration Warning  dialog will also appear by default every time a token is inserted 

(without the TAU open), which contains certificates that are about to expire in the time period 

specified:  

Figure 13: Certificate Expiration Warning  

 bƻǘŜ ǘƘŀǘ ƛŦ ȅƻǳ ǎŜƭŜŎǘ ά5ƻƴΩǘ ǎƘƻǿ ǘƘƛǎ ǿŀǊƴƛƴƎ ŀƎŀƛƴ ŦƻǊ ǘƘŜǎŜ ŎŜǊǘƛŦƛŎŀǘŜǎέΣ ǘƘƛǎ 

warning will not be displayed again for the certificate(s) shown and cannot be 

activated again (for these certificates).  

If you select the certificate(s) about to expire, you may view the contents of the certificate as 

registered in the Certificate Store, by double -clicking it or clicking View Certificate . 

3.1.4 Close 

Clicking the Close button will close the Digital IDs  dialog.  
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3.2 Import Certificate  

The SafeSign IC TAU allows you to import a Certificate Authority (CA) Certificate or Attribute 

Certificate on your SafeSign IC token. By importing the file, the certificate is securely stored on your 

token, greatly enhancing the mobility and flexibility of  your SafeSign IC token. 

SafeSign IC supports the import of:  

 DER encoded .CER certificates 

 DER encoded .CRT certificates 

 DER format certificates  

CA certificates may also be imported during token initialisation , please refer to section  4.1.5. 

To import a CA Certificate, click Digital IDs > Import Certificate  to be able to 

specify the location where the Certificate is stored:  

Figure 14: Import Certificate: Select Certificate  

 Select the file by clicking on it, then click Open  
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After selecting the Certificate File to import, you will be asked to enter the PIN of 

your SafeSign IC Token: 

Figure 15: Enter PIN 

 Enter the PIN and click OK to import the certificate file  

When the Certificate File has been imported, you will be notified:  

Figure 16: Import Certificate: The certificate has been imported successfully  

 Click OK to finish the import certificate operation  

3.3 Exit 

The Exit item of the Digital IDs menu will close the SafeSign IC TAU. 
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4 Token 
The Token menu of the Token Administration Utility includes the following functionality:  

 Section 4.1: Initialise Token: Initialise, Wipe and Recycle 

 Section 4.2: Activate Card  

 Section 4.3: Change PIN: Change PIN and Change Transport PIN 

 Section 4.4: Unlock PIN 

 Section 4.5: Change PUK 

 Section 4.6: Show Token Info  

 Section 4.7: Show Token Objects 

 Section 4.8: Change PIN Timeout 

 Note that the availability of a menu item depends on the type / status of the card 

inserted. For example, when a blank, uninitialised token is inserted, the option to 

initialise the token will be available. If an already initialised token is inserted, the 

option to wipe the token will be available.  

4.1 Initialise Token  

The menu item Initialise Token may come with different names, depending on the state of the token 

inserted:  

 Initialise Token: when the token is blank, not yet initialised;  

 Wipe Token: when the token is already initialised;  

 Recycle Token: when the (initialised) token is blocked and has recycle 

functionality.   
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The following sections will describe the different scenarios involved:  

 Section 4.1.1: How to initialise a token.  

 Section 4.1.2: How to wipe a token.  

 Section 4.1.3: How to recycle a token.  

 Section 4.1.4: How to initialise a token with PIN Policy.  

 Section 4.1.5: How to import a CA Certificate during token initialisation / wiping.  

4.1.1 Initialise Token  

The first step after installing SafeSign IC is usually to initialise your token (if not yet initialised). This 

involves setting a token label, a PUK and a PIN for your token.  

 The values written on the token during initialisation cannot be changed during the 

lifetime of the token. This means that during the lifetime of the token, the token keeps 

the so-ŎŀƭƭŜŘ ΨǇǊƻŦƛƭŜΩ ǘƘŀǘ Ƙŀǎ ōŜŜƴ ŎǊŜŀǘŜŘ ŘǳǊƛƴƎ ǘƘŜ ƛƴƛǘƛŀƭƛǎŀǘƛƻƴΦ bƻǘŜ ǘƘŀǘ ǘhis 

includes the maximum number of PIN and/or PUK retries and the length of the PIN 

and/or PUK.  

As the correct functioning of SafeSign IC is dependent on a properly produced smart card or USB 

Token, AET Europe does not support smart cards and / or USB tokens being produced for use with 

SafeSign IC by vendors that are not approved AET Europe production sites and not in accordance 

with our QA policies (which require  e.g. the SafeSign PKI applet to be pre - installed in a secure 

environment and a custom key set). Users are not eligible for any support by AET Europe in case of 

problems, even with a valid Sa feSign IC Support Agreement.  
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When you have not yet initialised  your token, your token will be identified in the 

¢!¦ ŀǎ ŀ .ƭŀƴƪ ¢ƻƪŜƴέ ǿƛǘƘ ¢ƻƪŜƴ {ǘŀǘǳǎ άǳƴƛƴƛǘƛŀƭƛǎŜŘέ ŀƴŘ ƻƴƭȅ ǘƘŜ Initialise 

Token item (and the Show Token Info item) will be available:  

Figure 17: TAU: Initialise Token  

 In order to initialise your token, click Token > Initialise Token  

This will open the Initialise Token dialog box, enabling you to initialise your token:  

Figure 18: Initialise Token: empty  

¢ƘŜ Ψ¢ƻƪŜƴ aƻŘŜƭΩ ōƻȄ ǿƛƭƭ ƛŘŜƴǘƛŦȅ ǘƘŜ ǘȅǇŜ ƻŦ ǘƻƪŜƴ ȅƻǳ ƘŀǾŜ ƛƴǎŜǊǘŜŘ ŀƴŘ ŀǊŜ ŀōƻǳǘ ǘƻ ƛƴƛǘƛŀƭƛǎŜΦ 
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¢ƘŜ Ψ¢ƻƪŜƴ tǊƻŦƛƭŜΩ ōƻȄ ǿƛƭƭ ŀƭƭƻǿ ȅƻǳ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ǇǊƻŦƛƭŜ ǘƻ ƛƴƛǘƛŀƭƛǎŜ ǘƘŜ ǘƻƪŜƴ ǿƛǘƘΦ ¢Ƙƛǎ ōƻȄ ǳǎǳŀƭƭȅ 

contains only contain one (Default) profile. If greyed out, you do not have the (administrator) rights to 

modify it.  

In order to initialise your token, you must meet a number of requirements. When you have met a 

certain requirement, the will become a . 

 Fill in the required fields, taking into account the remarks and requirements below:  

Field Requirements  Remarks 

Token profile  The Token Profile should be set. For Java Card v2.2.2 (and higher) cards, 
there is only one profile available, called 

ά5ŜŦŀǳƭǘ ǇǊƻŦƛƭŜέΦ 

Token Label The Token Label must contain some 
characters, it cannot be empty.  

Maximum number of characters is 32.   

Both the token label and the PIN and 
PUK code may consist in whole or in 
part of alphanumeric characters, i.e. 
letters (both small and capital letters), 
numbers, specials characters / symbols 
(such as @, # and &) and blank spaces.  

SafeSign IC enforces a minimum and 
maximum PIN / PUK length. If you enter 
a PIN / PUK of less than the minimum 
allowed or more than the maximum 
allowed, you will not be able to click the 
OK button in such instances where the 
PIN / PUK is required. The PIN / PUK will 
only be accepted when you enter a PIN 
/ PUK of the required length.  

Enter PUK Minimum PUK length is 4 characters;  

Maximum PUK length is 15 characters. 

Confirm PUK Confirmed PUK should be equal to the 
PUK. 

Enter PIN Minimum PIN length is 4 characters;  

Maximum PIN length is 15 characters. 

Confirm PIN Confirmed PIN should be equal to PIN.

  

Table 1: Initialise Token fields  
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 By default, the PIN and PUK are limited to ASCII characters. However, because some 

languages use characters with diacrits (such as umlaut, accent grave, etc.) and such 

ŎƘŀǊŀŎǘŜǊǎ ŀǎ ǖ ŀƴŘ ϵΣ ǿƘƛŎƘ Ŏƻƴǎƛǎǘ ƻŦ н ƻǊ ƳƻǊŜ ōȅǘŜǎΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎƘŀƴƎŜ ǘƘƛǎ 

dŜŦŀǳƭǘ ǎŜǘǘƛƴƎ ǘƻ ŀƭƭƻǿ ŦƻǊ ǎǳŎƘ ŎƘŀǊŀŎǘŜǊǎ όŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ 

Guide). When that is the case, it should be taken into account that one such 

character may represent two (or more) bytes. Therefore, the dialogs for PIN and PUK 

entry mention άōȅǘŜǎέ ƛƴǎǘŜŀŘ ƻŦ άŎƘŀǊŀŎǘŜǊǎέΦ  

 Note that the Microsoft Windows Security dialog (to enter your PIN) does not support 

the use of non-ASCII characters. 

When all fields have been entered according to requirements, as follows:  

Figure 19: Initialise  Token: completed  

 Click OK to start initialising your SafeSign IC Token.  
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Upon clicking OK, you will be informed that your token is being initialised:  

Figure 20: Initialise Token: Your token is being initialised  

 Do not interrupt or remove your SafeSign IC token during the initialisation process. If 

you have a smart card reader with a LED, you may want to keep an eye on the LED of 

your smart card reader to see whether it is busy or not.  

When the initialisation operation is completed, the following prompt will appear:  

Figure 21: Initialise Token: The operation completed successfully  

 Click OK to finish the initialisation  

When your token is initialised , the token name will appear in the token window 

and all operations in the Token menu will be available:  

Figure 22Υ ¢!¦Υ ¢ƻƪŜƴ {ǘŀǘǳǎ ΨƻǇŜǊŀǘƛƻƴŀƭΩ 

5 
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4.1.1.1 Operation Failed  

When the Initialise  ¢ƻƪŜƴ ƻǇŜǊŀǘƛƻƴ ŦŀƛƭŜŘΣ ȅƻǳ Ƴŀȅ ƎŜǘ ŀ Ψ5ŜǾƛŎŜ 9ǊǊƻǊ лȄолΩΦ /ƘŜŎƪ ǘƘŀǘ ȅƻǳǊ ǎƳŀǊǘ 

card reader is functioning properly and whether you have a correct token. Make sure that the token is 

inserted in the smart card reader and click OK to try to initialise the token again.  

²ƘŜƴ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ŀǇǇŜŀǊǎ ǘƘŀǘ ά¸ƻǳǊ WŀǾŀ /ŀǊŘ Ƴŀȅ ƴƻǘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŎƻǊǊŜŎǘƭȅέΣ ŎƻƴǎƛŘŜǊ ǘƘŜ 

following possible causes:  

 The presence of other applets installed on the card;  

 The card does not have the SafeSign IC applet installed correctly;  

 The card is read - only; 

 The token is not supported by SafeSign IC or the version of SafeSign IC installed.  

Make sure that the token is inserted in the smart card reader and click OK to try to initialise the token 

again. Otherwise, contact your card / software supplier for assistance.  

4.1.2 Wipe Token 

When your token is initialised, you will be able to wipe the token.  

 If you want to wipe a card, you will need to enter the current PUK and comply with 

the settings regarding minimum PUK / PIN length, maximum PIN / PUK length and 

retry counter, which were set during initialisation and which the card will keep during 

its lifetime. Note that these settings may be different from the default settings (as 

mentioned in below).  

1 
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If the token was initialised before, the Token menu will display the item Wipe 

Token (instead of Initialise Token , as in Figure 17): 

Figure 23: TAU: Wipe token 

 In order to wipe your token, click Token > Wipe Token 

This will open the Wipe Token dialog box:  

Figure 24: Wipe Token 

 In order to wipe your token, you must meet a number of requirements. When you have 

met a certain requirement, the  will become a .  
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 Fill in the required fields, taking into account the remarks and requirements below:  

Field Requirements  Remarks 

Token profile  The Token Profile should be set. For Java Card v2.2.2 (and higher) cards, 

there is only one profile available, called 
ά5ŜŦŀǳƭǘ ǇǊƻŦƛƭŜέΦ 

Token Label The Token Label must contain some 

characters, it cannot be empty.  
Maximum number of characters is 32.   

Both the token label and the PIN and 

PUK code may consist in whole or in 
part of alphanumeric characters, i.e. 
letters (both small and capital letters), 
numbers, specials characters / symbols 
(such as @, # and &) and blank spaces.  

SafeSign IC enforces a minimum and 
maximum PIN / PUK length. If you enter 
a PIN / PUK of less than the minimum 

allowed or more than the maximum 
allowed, you will not be able to click the 
OK button in such instances where the 
PIN / PUK is required. The PIN / PUK will 

only be accepted when you enter a PIN 
/ PUK of the required length.  

Enter PUK Minimum PUK length is 4 characters;  

Maximum PUK length is 15 characters. 

Confirm PUK Confirmed PUK should be equal to the 

PUK. 

Enter PIN Minimum PIN length is 4 characters;  

Maximum PIN length is 15 characters. 

Confirm PIN Confirmed PIN should be equal to PIN.

  

Table 2: Wipe Token fields  

 By default, the PIN and PUK are limited to ASCII characters. However, because some 

languages use characters with diacrits (such as umlaut, accent grave, etc.) and such 

ŎƘŀǊŀŎǘŜǊǎ ŀǎ ǖ ŀƴŘ ϵΣ ǿƘƛŎƘ Ŏƻƴǎƛǎǘ ƻŦ н ƻǊ ƳƻǊŜ ōȅǘŜǎΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎƘŀƴƎŜ ǘƘƛǎ 

dŜŦŀǳƭǘ ǎŜǘǘƛƴƎ ǘƻ ŀƭƭƻǿ ŦƻǊ ǎǳŎƘ ŎƘŀǊŀŎǘŜǊǎ όŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ 

Guide). When that is the case, it should be taken into account that one such 

character may represent two (or more) bytes. Therefore, the dialogs for PIN and PUK 

entry mention άōȅǘŜǎέ ƛƴǎǘŜŀŘ ƻŦ άŎƘŀǊŀŎǘŜǊǎέΦ  

 Note that the Microsoft Windows Security dialog (to enter your PIN) does not support 

the use of non-ASCII characters 
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When all fields have been entered according to requirements, as follows:  

Figure 25: Wipe Token: completed  

 Click OK to start wiping your SafeSign IC Token.  

Upon clicking OK, you will be informed that your token is being wiped:  

Figure 26: Your token is being wiped!  

 Do not interrupt or remove your SafeSign IC token during the wiping process. If you 

have a smart card reader with a LED, you may want to keep an eye on the LED of your 

smart card reader to see whether it is busy or not.  
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When the wiping operation is completed, the following prompt will appear:  

Figure 27: Wipe Token: The operation completed successfully  

  Click OK to finish the wiping process  

4.1.2.1 Operation failed  

²ƘŜƴ ǘƘŜ ²ƛǇŜ ¢ƻƪŜƴ ƻǇŜǊŀǘƛƻƴ ŦŀƛƭŜŘΣ ȅƻǳ Ƴŀȅ ƎŜǘ ŀ Ψ5ŜǾƛŎŜ 9ǊǊƻǊ лȄолΩΦ /ƘŜŎƪ ǘƘŀǘ ȅƻǳǊ ǎƳŀǊǘ ŎŀǊŘ 

reader is functioning properly and whether you have a correct token. Make sure that the token is 

inserted in the smart card reader and click OK to try to in itialise the token again.  

²ƘŜƴ ǘƘŜ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ŀǇǇŜŀǊǎ ǘƘŀǘ ά¸ƻǳǊ WŀǾŀ /ŀǊŘ Ƴŀȅ ƴƻǘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŎƻǊǊŜŎǘƭȅέΣ ŎƻƴǎƛŘŜǊ ǘƘŜ 

following possible causes:  

 The presence of other applets installed on the card;  

 The card does not have the SafeSign IC applet installed correctly;  

 The card is read - only; 

 The token is not supported by SafeSign IC or the version of SafeSign IC installed.  

Make sure that the token is inserted in the smart card reader and click OK to try to initialise the token 

again. Otherwise, contact your card / software supplier for assistance.  
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4.1.3 Recycle Token 

When a special version of the SafeSign IC applet installed with specific applet install parameters is 

ǳǎŜŘ όǿƘƛŎƘ ŀǊŜ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘύΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ΨǊŜŎȅŎƭŜΩ ǘƘŜ ǘƻƪŜƴΦ Lƴ ǘƘŀǘ 

case, once the PIN and PUK are blocked due to too many attempts (i.e. entering an incorrect PIN / 

PUK until the retry counter is exceeded), it is possible to reset the token, so it can be brought back to a 

state in which it can be initialised.  

 Note that this means that all Digital IDs on the token will be deleted.  

LŦ ǘƘŜ ǘƻƪŜƴ ƛǎ ƭƻŎƪŜŘΣ ǘƘŜǊŜ ǿƛƭƭ ōŜ ŀƴ ƻǇǘƛƻƴ ƛƴ ǘƘŜ ¢!¦Ωǎ ¢ƻƪŜƴ ƳŜƴǳΣ ŀƭƭƻǿƛƴƎ ȅƻǳ ǘƻ ǊŜŎȅŎƭŜ ǘƘŜ 

token and set a new token label, PUK and PIN.  

4.1.3.1 Recycle Count  

When the Recycle applet is installed correctly, the Token Information  dialog will display the number of 

recycle attempts available:  

Figure 28: Token Information: Recycle Count  
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The number of recycle attempt depends on the amount set during applet installation. The TAU Token 

Information dialog will display the recycle count (used and maximum).  

The total number of available recycles for the token in this example is 10.  

 Note that the maximum number of recycle attempts that can be set is decimal 127 / 

hex 7F. 

4.1.3.2 Recycle Process 

When the token is locked (i.e. both PIN and PUK are locked), the Recycle Token 

option will be available from the Token menu: 

Figure 29: TAU: Recycle Token  

 Click Recycle Token 

1 

2 
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After some seconds, the Initialise Token dialog will be opened:  

Figure 30: Initialise Token  

 You can now initialise your token as described in section  4.1.1. 

If you click Cancel  ƛƴ ǘƘƛǎ ŘƛŀƭƻƎΣ ȅƻǳǊ ǘƻƪŜƴ ǿƛƭƭ ōŜ ƛŘŜƴǘƛŦƛŜŘ ŀǎ ŀ Ω.ƭŀƴƪ ǘƻƪŜƴΩ ŀƴŘ ȅƻǳ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ 

initialise the token then, by selecting Initialise Token  from the Token menu.  

 Note that after initialisation, the recycle counter has decreased (by one):  

Figure 31: Recycle Count decreased  
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4.1.3.3 Recycle Count exceeded  

²ƘŜƴ ǘƘŜ ƳŀȄƛƳǳƳ ǊŜŎȅŎƭŜ Ŏƻǳƴǘ Ƙŀǎ ōŜŜƴ ǊŜŀŎƘŜŘ όƛƴ ƻǳǊ ŜȄŀƳǇƭŜΣ ǘƘƛǎ ǿƻǳƭŘ ōŜ Ψ¦ǎŜŘ мл κ 

aŀȄƛƳǳƳ млΩύΣ ȅƻǳ ǿƛƭƭ ƴƻǘ ōŜ ŀōƭŜ ǘƻ ǊŜŎȅŎƭŜ ȅƻǳǊ ǘƻƪŜƴ ŀƴȅƳƻǊŜΦ 

When you then lock your token again, the option Recycle Token will not be available anymore:  

Figure 32: TAU: Token locked 

4.1.4 Initialise a Token with PIN Policy  

When a special version of the SafeSign IC applet installed with specific applet install parameters is 

used (which are outside of the scope of this document), it is possible to support cards with a (pre - ) 

defined PIN policy, where the end user may not just select any PIN or PUK code for their token, but 

must adhere to certain complexity rules (so called PIN and PUK policies).  

 Note that for this functionality to work, for the PIN Policy functionality to be enabled, 

a special version of the applet and specific applet install parameters are required. 

/ǳǊǊŜƴǘƭȅΣ ŀƴ ŀǇǇƭŜǘ όΨƴƻƴ-wL/Ωύ ƛǎ ŀǾŀƛƭŀōƭŜ ǘƘŀǘ ŎƻƳōƛƴŜǎ tLb ǇƻƭƛŎȅ ŀƴŘ ǊŜŎȅŎƭing 

functionality.  
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Apart from requirements regarding PIN and PUK length and equality, the PIN policy checks so -called 

diversification with the following requirements:  

1 PIN / PUK must have at least one (01) capitalized alphabetic character (A - Z); 

2 PIN / PUK must have at least one (01) lowercase alphabetic character (a - z); 

3 PIN / PUK must have at least one (01) numerical character (0 - 9); 

4 !ƭƭƻǿ ǘƘŜ ǳǎŜ ƻŦ ǎǇŜŎƛŀƭ ŎƘŀǊŀŎǘŜǊǎΦ 9ȄŀƳǇƭŜΥ άϷέΣ άϪέΣ άϧέ ŜǘŎΦΤ 

4.1.4.1 Initialise Process  

Upon selecting Initialise Token  from the Token menu, this will open the Initialise 

Token ŘƛŀƭƻƎ ōƻȄΣ ǿƛǘƘ ǘƘŜ ǎǇŜŎƛŀƭ άōŀƭƭǎέΣ ŘƛǎǇƭŀȅƛƴƎ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

Figure 33: Initialise NR Token  

 IƻǾŜǊ ƻǾŜǊ ǘƘŜ άōŀƭƭǎέ ǘƻ ǎŜŜ ǘƘŜ ǇƻƭƛŎȅ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¢ƘŜ ǇƻƭƛŎƛŜǎ ά5ƛǎǘŀƴŎŜέΣ 

ά{ƛƳƛƭŀǊƛǘȅέ ŀƴŘ άwŜǎǘǊƛŎǘƛƻƴέ ŀǊŜ ƴƻǘ ŜƴŀōƭŜŘΣ ƘŜƴŎŜ ǘƘŜ ōŀƭƭǎ ǿƛƭƭ ǊŜƳŀƛƴ ƎǊŜȅ 
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¢ƘŜ ŦƻƭƭƻǿƛƴƎ άōŀƭƭǎέ ŀǊŜ ŀŎǘƛǾŜ ŦƻǊ ǘƘƛǎ ǘƻƪŜƴΥ 

Ball  Label  Description  

Length PIN / PUK length between 6 and 12 

characters.  

The length of the PIN / PUK should 

be at least 6 characters, but no 
more than 12 characters . 

Equality PIN / PUK equal to confirmed PIN / PUK. The confirmed PIN / PUK entered 

should be the same as the PIN / 

PUK entered. 

Diversification  Character classification: The length of 

the PIN / PUK code has to be at least 6 
characters. The PIN code has to use a 
minimum number of 3 classes, chosen 
between lowercase letters, uppercase 

letters and numbers and each class has 
to be composed of a minimu m of 1 
character.  

The PIN / PUK must consist of at 

least 6 characters and contain at 
least 1 uppercase letter, 1 lowercase 
letter and 1 number. When the PIN / 
PUK is not valid, you will be advised 

ǘƘŀǘΥ άtLb ŎƻŘŜ ƛǎ ƛƴǾŀƭƛŘΦ ¢Ƙƛǎ tLb 
uses lower case letters, numbers. It 
is ƳƛǎǎƛƴƎ ǳǇǇŜǊ ŎŀǎŜ ƭŜǘǘŜǊǎΦέ 

Table 3: PIN Policy Balls 

Only when you have entered a PIN and PUK that satisfy all these requirements, 

will you be able to initialise the token:  

Figure 34: Initialise NR Token: completed  

2 
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When a ball is / becomes green, this means that the policy is enabled and that the entered PIN / PUK 

fulfils the policy requirements.  

 Click OK to initialise the token.   

When a particular requirement is not met, the relevant ball will be red:  

Figure 35: Initialise NR Token: Password requirements missing  

In the screenshot above:  

 The Length ball is green: the length of the PIN is correct;  

 The Equality ball is green: the confirmed PIN matches the PIN;  

 The Diversification ball is red: the PIN does not have the minimum number of 3 

classes. 
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4.1.4.2 Change PIN 

When you change the PIN of a token that is PIN-policy enabled, the PIN policy is enforced:  

Figure 36: Change PIN NR Token  

4.1.4.3 Enter PIN 

When you need to enter the PIN for a token that is PIN -tƻƭƛŎȅ ŜƴŀōƭŜŘΣ ǘƘŜ ŘƛŀƭƻƎ ƛǎ ƴƻǘ άǇƻƭƛŎȅ-

ŜƴŀōƭŜŘέΣ ŦƻǊ ǎŜŎǳǊƛǘȅ ǊŜŀǎƻƴǎΥ 

Figure 37: Enter PIN 
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4.1.5 Import CA Certificates  

The SafeSign IC TAU enables the import of: 

 DER encoded .CER (CA) certificates 

 DER encoded .CRT (CA) certificates 

 DER format (CA) certificates  

There are two ways to do this:  

1 By means of the item Import Certificates  of the Digital ID  menu, allowing you to select 

ǎƛƴƎƭŜ /! ŎŜǊǘƛŦƛŎŀǘŜǎ ŦƻǊ ƛƳǇƻǊǘ όάƻƴŜ ŀǘ ŀ ǘƛƳŜέύΣ ŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǎŜŎǘƛƻƴ 4.1.5; 

2 During token initialisation, by selecting a directory where one or multiple CA 

ŎŜǊǘƛŦƛŎŀǘŜǎ ƛǎ κ ŀǊŜ ǎǘƻǊŜŘ όάŀƭƭ ŀǘ ƻƴŎŜέύΣ ŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘƛǎ ǎŜŎǘƛƻƴΦ 

In the Initialise Token dialog, the option Import CA Certificates allows you to select 

a directory where the CA certificate(s) is (are) stored:  

Figure 38: Initialise Token  

 Click on the Browse icon   
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Upon clicking on the Browse icon, the Browse for Folder  dialog will open, allowing 

you to select a directory containing CA Certificates:  

Figure 39: Import CA certificates: Browse For Folder  

 Select a directory and click OK 

Upon clicking OK, the directory will be indicated in the corresponding box:  

Figure 40: Initialise Token: Import CA certificates  

  Note that all CA certificates present in the directory will be imported.  

  Click OK to initialise the token  

3 
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Upon clicking OK, you token will be initialised, during which the CA certificate(s) is 

imported:  

Figure 41: Initialise Token: Now importing CA certificates  

 

When the initialisation operation is completed, the following prompt will appear:  

Figure 42: Initialise Token: The operation completed successfully  

   Click OK to finish the initialisation  

The PKCS#11 objects dialog will now display the (imported) CA certificate:  

Figure 43: PKCS#11 objects: CA Certificate 

  

5 
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4.2 Activate Card  

In accordance with the (European) eIDAS Regulation and related standards for cryptographic 

modules, the legitimate user / signatory of a Qualified Signature Creation Device (QSCD) is 

responsible for activating the card (keys), i.e. to change the state of t he card (keys) from non -

operational to operational.  

When a QSCD is inserted in the smart card reader, the SafeSign IC middleware will enable the user to 

activate the card, based on the presence of the Common Criteria (CC) certified SafeSign IC applet 

and the card - specific ATR. If these conditions are met, the Token menu of the SafeSign IC Token 

!ŘƳƛƴƛǎǘǊŀǘƛƻƴ ¦ǘƛƭƛǘȅ ǿƛƭƭ ŘƛǎǇƭŀȅ ǘƘŜ ƻǇǘƛƻƴ Ψ!ŎǘƛǾŀǘŜ /ŀǊŘΩΦ 

The section below describes how to activate an UZI - pas QSCD card, as an example. 

4.2.1 UZI- pas QSCD 

The UZI-pas 3, UZI- pas 4 and UZI- pas 5 card need to be activated before they can be used.  

If the user does not activate the card, the keys on the card cannot be used, although the card does 

have a valid PIN and the user enters it correctly. This means that if the user tries to use the card with 

PKI applications before it is activated, an error message will be displayed.  

Activating the UZI - pas card requires the user to authenticate to the card by entering the correct PIN, 

as included in the PIN mailer the user has received; there is no separate or special activation code 

required.   

When an UZI- pas is inserted in the smart card reader, the SafeSign IC middleware will enable the 

user to activate the card, based on the presence of the CC certified SafeSign IC applet and the 

specific UZI-pas ATR.  



A.E.T. Europe B.V. 

 +31 26 365 33 50 

 info@aeteurope.com  

 aeteurope.com   

 

 

 

 

 

 

  

  

Page 51 / 98 

SafeSign IC Token Administration Utility Guide  

If these requirements are met, the Token menu of the SafeSign IC Token Administration Utility will 

display the option Activate card :  

Figure 44: Token Administration Utility: Activate card  

 

If this option is selected, the Activate card dialog will be displayed:  

Figure 45: Activate card  

This dialog will ask the user to enter the PIN (i.e. to authenticate with his PIN) for the UZI - pas, which is 

included in the PIN mailer the user has received.  

 Enter the PIN and click OK 

3 

1 
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After entering the correct PIN and clicking OK, the card will be successfully 

activated:  

Figure 46: Activate card: Information  

The keys on the card are activated now and ready to be used.  

When the UZI- pas has been activated, the card and its keys can be used in PKI applications.  

If the card is already activated and the user tries to activate his card for the second time (or 

subsequent times), the following message will be displayed:  

Figure 47: Activate card: Do NOT use this card unless YOU have activated it before  

 It is important that activating the card is a one - time and conscious action of the user. 

If the user tries to activate the card and gets the error message above, and he did 

not activate the card himself / herself before, he should verify why this is so or who 

activated his card and not use it.  
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4.3 Change PIN 

The menu item Change PIN may come with different names, depending on the state of the token 

inserted:  

 Change PIN, as described in section 4.3.1; 

 Change Transport PIN, as described in section 4.3.2. 

4.3.1 Change PIN 

The SafeSign IC TAU enables you to change the PIN for your SafeSign IC Token. 

In order to do so, select Change PIN from the Token menu. This will open the 

following dialog:  

Figure 48: Change PIN 

¢Ƙƛǎ ŘƛŀƭƻƎ ǿƛƭƭ ƛŘŜƴǘƛŦȅ ǘƘŜ ǘƻƪŜƴ όōȅ ƛǘǎ ƭŀōŜƭύ ƻŦ ǿƘƛŎƘ ȅƻǳ ǿŀƴǘ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tLb όά{ŀŦŜ{ƛƎƴ L/ 

¢ƻƪŜƴέ ƛƴ ƻǳǊ ŜȄŀƳǇƭŜύΦ hƴƭȅ ǿƘŜƴ ȅƻǳ ŜƴǘŜǊ ǘƘŜ ŎƻǊǊŜŎǘ ƻƭŘ tLb ŀƴŘ ŜƴǘŜǊ ŀ ƴŜǿ tLb ŀƴŘ ŎƻƴŦƛǊƳŜŘ 

new PIN that are equal (and fulfil the PIN length require ments), will the OK button be available.  

 Enter the old PIN, the new PIN and confirm new PIN, then click OK to change the PIN 

1 

2 



A.E.T. Europe B.V. 

 +31 26 365 33 50 

 info@aeteurope.com  

 aeteurope.com   

 

 

 

 

 

 

  

  

Page 54 / 98 

SafeSign IC Token Administration Utility Guide  

When the PIN has been successfully changed, the following dialog will be 

displayed:  

Figure 49: Change PIN: Your PIN was successfully changed  

   Click OK to close this dialog box.  

4.3.1.1 PIN Status 

Each time you enter your PIN for the SafeSign IC Token, either within the SafeSign IC TAU or when 

asked to do so in applications, the SafeSign IC TAU will provide you with information as to the status 

of the PIN. 

By default, you have three attempts to enter the correct PIN and SafeSign IC will keep a counter and 

give you information as to the status of the PIN. When you enter an incorrect PIN three times, the 

token will be LOCKED and you should use the Unlock PIN item from the Token menu (as described in 

section 4.4). 

The counter for incorrect PIN entries will be reset (to three attempts to enter the PIN) if you enter a 

correct PIN after entering an incorrect PIN (but no more than three times).  

In the Token Information  dialog ( Token > Show Token Info), the status of the PIN is displayed. 
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There are four possible scenarios:  

1 OK 

2 PIN has been entered incorrectly at least once  

3 One final attempt left to enter the PIN correctly  

4 LOCKED 

In addition, when you perform an operation within the SafeSign IC TAU, such as Enter PIN (or any 

other item for which PIN entry is required), you will receive information on the status of the PIN in the 

dialog involved.  

Here also, four notifications are possible:  

1 When the PIN is OK (has not been entered incorrectly before):  

Figure 50: Enter PIN 

2 When the PIN has been entered incorrectly (once):  

Figure 51: Enter PIN: You have 2 tries remaining  
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3 When one final attempt is left to enter the PIN correctly:  

Figure 52: Enter PIN: You have only 1 attempt left  

4 When the PIN is locked: 

Figure 53: Enter PIN: PIN locked 

 

When you close one menu item in the SafeSign IC TAU and you enter an incorrect PIN in another (or 

the same) dialog, you will be notified of this fact and the status of incorrect PIN entries. For example, 

the dialog below indicates you have already entered an incorrect PIN once and that you have only 

two attempts left to enter the correct PIN:  

Figure 54: Enter PIN: The PIN has previously been entered incorrectly  
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4.3.2 Change Transport PIN  

Your SafeSign IC token may have been initialised with a Transport PIN.  

A Transport PIN is a temporary PIN on the token that has to be changed into a personalised PIN 

before the token can be used.  

If a Transport PIN is set on the token, the Token Information dialog will display the PIN Status : 

Figure 55: Token Information: PIN is still set to transport value  

In the TAU, the option Change transport PIN  is available:  

Figure 56: TAU: Change transport PIN  

 Select Change transport PIN (as above)  

1 



A.E.T. Europe B.V. 

 +31 26 365 33 50 

 info@aeteurope.com  

 aeteurope.com   

 

 

 

 

 

 

  

  

Page 58 / 98 

SafeSign IC Token Administration Utility Guide  

This will open the Change transport PIN  dialog:  

Figure 57: Change transport PIN  

 Enter the correct transport PIN, a new PIN for the token and confirm the new PIN  

The transport PIN will now be changed into the new PIN, after which you will be 

informed:  

Figure 58: Change transport PIN: Your PIN was successfully changed  

 Click OK: You can now use your token with your own PIN.  
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4.4 Unlock PIN 

The SafeSign IC TAU enables you to unlock the PIN for your SafeSign IC Token when your PIN is 

locked. 

 Note that the Unlock PIN item will only be available when the PIN is actually locked. If 

not, the item will be greyed out.  

The most common way is to unlock the PIN using the PUK. If a challenge response key is generated on 

the token, it is also possible to unlock the PIN by means of off - line PIN unlock.  

 Section 4.4.1 describes how to unlock the PIN using the PUK. 

 Section 4.4.2 describes how to unlock the PIN using challenge response.  

4.4.1 Unlock using the PUK 

If your PIN is locked, select Unlock PIN from the Token menu to open the Unlock 

PIN dialog:  

Figure 59: Unlock PIN 

¢Ƙƛǎ ŘƛŀƭƻƎ ǿƛƭƭ ƛŘŜƴǘƛŦȅ ǘƘŜ ǘƻƪŜƴ όƭŀōŜƭύ ƻŦ ǿƘƛŎƘ ȅƻǳ ǿŀƴǘ ǘƻ ǳƴƭƻŎƪ ǘƘŜ tLb όά{ŀŦŜ{ƛƎƴ L/ ¢ƻƪŜƴέ ƛƴ 

our example). Only when you enter the correct PUK and a new and confirmed PIN that are equal (and 

fulfil the PIN length requirements), will the OK butto n be available.  






































































